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High-risk criminal networks operate across all EU Member States, with significant disruptive consequences for both
the economy and society. The landscape of organised crime is characterised by a networked environment where
collaboration among criminals is seamless, systematic and profit-oriented. The most effective approach to severely
weaken these networks is by targeting their illicit gains. The most significant — and perhaps the only effective - way
to disrupt the criminal chain is through the confiscation of their profits. Additionally, whistleblowing and recent
developments of similar practices are explored as effective methods for dismantling criminal networks. Confiscation
targets the economic lifeblood of organised crime; whistleblowing improves detection and evidentiary leads; and
technology (e.g. blockchain analytics, interoperable EU systems) scales both detection and recovery. The development
of new technological tools offers more opportunities than ever to detect illegal profits and, consequently, seize
them. Emerging technologies, such as artificial intelligence, blockchain and big data analytics, can play an important
role in combating organised crime and enhancing law enforcement efforts. This paper explores confiscation as a
strategy to combat organised crime and dismantle criminal networks, utilising new technologies to efficiently and
effectively extract criminal profits. Furthermore, it delves into the efficiency of whistleblowing in disbanding and
punishing criminal networks and ensuring justice. The paper examines these aspects not only by scrutinising recent
legal developments but also by analysing case-law and providing examples of best practices from Member States.
The analysis is structured accordingly: the second section defines the phenomenon; the third section examines
confiscation; the fourth section analyses whistleblowing; the fifth section discusses technology-enabled crime and

enforcement responses; and the last section concludes with policy priorities and future research.
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Methodology

This study employs a qualitative, multi-method design combining: (1) doctrinal legal analysis of EU and Member
State instruments on asset recovery and whistleblower protection; (2) structured desk research of authoritative
policy sources (e.g. serious and organised threat assessment reports by the European Union Agency for Law
Enforcement Cooperation (Europol), European Commission communications and the new Directive (EU) 2024/1260
on asset recovery and confiscation); and (3) illustrative case studies to examine how confiscation, whistleblowing
and technology interact in practice. Case studies were purposively selected based on three criteria: relevance to
high-risk criminal networks; availability of triangulable public documentation (judgments, official reports, peer-
reviewed literature); and variation in the underlying mechanism (confiscation-led disruption, whistleblower-led
detection and technology-enabled investigation). Data was coded thematically across three pillars — confiscation,
whistleblowing and technology — using an analytical framework that maps each pillar to its intended objective,
mechanism of action, enabling legal tools and observable outputs. This framework supports within-case and cross-
case comparisons and links findings back to the research problem. Limitations include reliance on secondary sources
for some cases, uneven data granularity across Member States and absence of original interviews. Ethical
considerations focus on the use of public sources and the protection of any named individuals through reliance on

official documents and anonymised case descriptions, where appropriate.

1. Introduction

High-risk criminal networks generate revenues exceeding EUR 139 billion annually (European Commission, 2021),
equivalent to approximately 1 % of the EU’s gross domestic product (European Commission, 2020). These networks
operate internationally, leveraging innovations in technology to enhance their activities. Such revenues could
otherwise be utilised to improve public education and healthcare. High-risk criminal networks pose a significant

threat to EU security, their operations spreading across the globe.

The enormity of the damage induced by such organised crime has been emphasised by the European Parliament
and the Council (European Parliament, 2016, 2020). But what does ‘high-risk criminal network’ mean, and what
strategies are employed to combat these malicious activities? This paper aims to dissect the role of confiscation in

destabilising these networks, exposing their vulnerabilities and sabotaging their foundations.

To monitor these unlawful activities involving high-value targets, whistleblowing remains a critical tool. Our reliance
on technology cannot be disregarded as these criminal networks also utilise it in their operations. The focus here is
on the effective implementation of confiscation and whistleblowing to dismantle high-risk criminal networks in the

digital age.

2. Defining serious and organised criminal activities in the EU

Organised crime refers to a consistent alliance of individuals engaged in illegal activities, adhering to an intricate
system (Rider, 2023). Interestingly, the code of conduct and demeanour can hint at unity or shared mutual objectives
within these groups (Gambetta, 2011). Crime is their regular occupation, usually involving affiliations with other
criminal networks (Sergi, 2021). Organised crime is a sophisticated international operation (European Commission,

2021), involving members of multiple nationalities (Europol, 2021).



These networks thrive on cooperation, with operations orchestrated around profitability. Violence is unfortunately
becoming more frequent and extreme (Europol, 2021). Some networks are mono-criminal, focusing on specific
activities like drug trafficking or organised property crime, while others are poly-criminal, engaging in multiple types
of criminal activity. The ominous potential of these high-risk criminal networks arises from their invasion of legitimate
businesses, use of money-laundering tactics, resilience and adaptability, countermeasures to evade law enforcers,
recruitment of minors and frequent reliance on corruption or violence. Therefore, understanding such high-risk
networks paves the way to shattering their foundations, with the ultimate aim of bringing about trusted societal

reform (European Commission: Directorate-General for Migration and Home Affairs and Kantar, 2020).

3. Confiscation of criminal assets

To impair the operations of high-risk criminal collectives, it is essential to target their financial underpinning, as illicit
earnings are the lifeblood of their ventures (Hryniewicz-Lach, 2023). Enforced asset confiscation aims to be a
powerful tool against these crime syndicates. Through judicial or authorised authority decisions, properties procured
through unlawful pursuits are permanently confiscated. Thus, networks’ prosperity and power are dramatically
impeded. International collaboration is of paramount importance for the dynamic enforcement of asset seizures
(Laghidze, 2023). Building close legal relations facilitates the forfeiture of properties derived from transnational
criminal enterprises. Despite efforts to seize unlawfully acquired assets, which would have otherwise been laundered
into the legitimate economy, the effectiveness of asset confiscation in the EU has been limited, with criminals

retaining control over 98 % of their ill-gotten gains (Europol, 2016).

Asset recovery operates in five phases: identification, freezing, management, confiscation and disposal. Effective
execution of these phases necessitates the collaborative efforts of diverse agencies - law enforcement, judiciary
and asset management offices, to name a few. Within the EU, asset recovery offices, responsible for asset forfeiture

and international cooperation, play a central role in this multi-agency network (Europol, 2021, p. 30).

The recently enforced Directive (EU) 2024/1260 on combating intensified criminal networks, with a focus on asset
recovery and confiscation (European Parliament and Council of the European Union, 2024), exemplifies this crucial
collective effort. Resolving discrepancies among national laws following the implementation of the previous asset
recovery directive is essential to fostering effective inter-EU cooperation that adheres to the new confiscation rules.
A strategic step towards disrupting high-risk criminal networks is the incorporation of unequivocal provisions on
non-conviction-based confiscation (European Parliament and Council of the European Union, 2024a) and the
introduction of an unexplained wealth confiscation regime (European Parliament and Council of the European
Union, 2024b) as part of Directive (EU) 2024/1260. This innovative model targets organised crime by enabling the
confiscation of assets without the requirement of a criminal conviction (Boeri et al., 2024). The United Kingdom'’s

civil confiscation measures have proven to be particularly effective against organised crime (Hendry and King, 2016).

However, such revolutionary harmonisation of laws compels the provision of extensive security for fundamental
rights at the EU level (Hryniewicz-Lach, 2023, pp. 243-267). Chapter V of Directive (EU) 2024/1260 outlines the
mandatory protection at the national level for the right to a fair trial, effective remedy and defence for impacted
individuals (European Union Agency for Fundamental Rights, 2012). This progress illuminates the potential for
developing increasingly potent tools to streamline every stage of asset recovery (Sakellaraki, 2022). Demands to

create a secure environment that substantially mitigates risks posed by high-risk criminal networks (European
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Commission, 2020) are murmurings of a society impatient for change. The primary goal of the legislation is to

pre-empt and combat organised crime and high-risk criminal networks.

Investing in efforts to prevent and combat these high-risk criminal networks addresses one of the most significant
threats to the EU’s security (European Union, 2024). Directive (EU) 2024/1260 targets crimes committed within
criminal organisations. Profits from these illicit operations often pave the way for more serious cross-border crimes,
as noted in recital 10 (Sakellaraki, 2022). Reallocating and investing confiscated assets into local communities can
play a pivotal role in curbing the activities of high-risk criminal networks (Maugeri, 2024). While confiscation strikes
at illicit gains, whistleblowing accelerates detection and case-building by providing insider information that is

otherwise costly or impossible to obtain.

4. The power of whistleblowing

Unveiling criminal activities is like solving a complex puzzle, and the integral pieces that lead to its resolution are
often supplied by whistleblowers. These individuals form the backbone of the investigative process, triggering 95 %
of police investigations through their diligent reporting (Miethe and Rothschild, 1994). In the heart of flourishing
organisations and societies lies the ability to recognise and address deviant behaviour (Bergemann, 2024). Here,
the whistleblower plays the role of an internal watchdog, catching and reporting instances of misconduct or
criminality as they occur (Gottschalk and Asting, 2022). As the world advances, so does the art of whistleblowing,
evolving into an essential tool for detection, investigation and prosecution of economic crimes (European
Parliament and Council of the EuropeanUnion, 2019a). European Union policymakers are harnessing the power of
whistleblowing, aiming to uncover illicit activities on a broader scale (Karpacheva and Hock, 2024). The role of
technology in whistleblowing is also becoming increasingly prominent. It can ensure stronger protections for the
whistleblowers, increasing the volume of leaked information and facilitating its analysis and global distribution

(Munro and Kenny, 2023).

In essence, whistleblowing serves as an efficient means to penetrate formidable criminal networks. Leaders who
have so far managed to elude justice can now be targeted with accuracy. Acquiring specific information disrupts
the foundations of these networks and leads to effective arrests. Although pivotal in unveiling high-risk criminal
networks, whistleblowers inevitably expose themselves to potential dangers. They may face job loss, legal suits,
threats or even physical harm. Therefore, creating a safe ecosystem for these individuals is indispensable, as it

encourages reporting and aids in crime prevention, detection and penalisation (Terracol, 2023).

Countries worldwide are recognising this need and establishing robust whistleblower protection legislation
(Vandekerckhove, 2010). Key among these is Directive (EU) 2019/1937 (Kagiku Baljija and Min, 2023), which aims to
harmonise whistleblower legislation among Member States, ensure confidentiality and protect against retaliation
(Council of Europe, 2019). By contrast, the United States looks to monetary rewards as an incentive for whistleblowing,
raising ethical dilemmas as this approach may be perceived as commercialising a public service. Nevertheless, the

power of incentives in encouraging whistleblowing cannot be overlooked (European Commission, 2018).

Thus, a modified model that provides whistleblowers of high-risk criminal networks with protections, possible

amnesty and leniency for their role in the network is proposed. Furthermore, significant rewards sourced from seized



criminal assets could be offered. Involving legal intermediaries in these processes can heighten efficiency and inspire
confidence. They could serve as private attorney generals, earnestly joining the fight against high-risk criminal
networks (Nyreréd and Andreadakis, 2023). Whistleblowing is not just a tool; it is a revolution that empowers
societies to cleanse themselves of corruption. With the right environment, legislation and motivation, more
individuals could be encouraged to come forward, holding a mirror to wrongdoing and ensuring that justice prevails.
Both confiscation and whistleblowing now unfold in a technology-saturated environment, which criminals exploit -

and which authorities can leverage. The following section considers these dual effects.

5. The rising challenge of tech-savvy criminal networks

Currently, criminal networks are adapting to contemporary advancements, employing technology-facilitated means
such as encrypted interactions, social media and instant messaging services for illicit transactions and criminal
endeavours. A considerable portion of their activities now occurs online, exploiting the secretive and pervasive
nature of the Dark Web and various digital platforms (European Commission: Directorate-General for Migration and
Home Affairs et al., 2021) that offer encrypted communication and transaction systems. These outlets give such
criminal syndicates vast operational latitude — subterranean yet ubiquitous. Moreover, they exploit less regulated
financial channels like virtual currencies, which exacerbates the problem’s magnitude. The crypto-asset ecosystem
exemplifies this, having grown rapidly to over 22 476 assets in circulation by early 2023 (Kapsis, 2023). Encryption’s
promise of anonymity serves as a veil, shielding criminals from law enforcement agencies’ detection of unlawful
profits, posing a complex regulatory challenge. A notable instance is the Silk Road (Adler, 2018), an online drug
bazaar that used Bitcoin for transactions until halted by the US Federal Bureau of Investigation in 2013 (*°). This
example illustrates the dual nature of technology: it empowers criminal networks but also creates opportunities for
law enforcement to innovate. These sophisticated technologies embolden high-risk criminal networks to undertake
complex criminal activities (Demetis, 2023). For instance, a human trafficking ring used unique radio frequency
identification microchips to catalogue its victims digitally (Barton and Laffan, 2016), intertwining exploitative
practices with cutting-edge technology (Voas and Kshetri, 2017). Consequently, bridging technological risks with
actionable strategies becomes essential for effective disruption. Thus, the pressing question becomes how law
enforcement agencies can harness blockchain technology to detect, prevent and dismantle these organised criminal

networks, and how blockchain can facilitate international collaboration in curbing high-risk criminal activities.

On a brighter note, digital tools have proven vital in enhancing whistleblower safety and protecting their identities,
especially when using encrypted platforms like GlobaLeaks (Di Salvo, 2020). These tools highlight the practical
implications of technology — not only as a threat vector but also as a safeguard for whistleblowers — underscoring the
need for integrated policy responses. Still, a nuanced approach to digital tools is a requisite for better comprehending

their impact on whistleblowing in the persistent fight against corruption (Fubini and Lo Piccolo, 2024).

(') Ross Ulbricht, the founder of the Silk Road, was convicted and sentenced to a double life sentence plus 40 years.
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Figure 5.1. Key elements for combating high-risk criminal networks

Source: Conceptual diagram created by the author with Al support (Microsoft Copilot).

6. Conclusions

The European Union is actively grappling with the challenge of curbing the activities of high-risk criminal networks.
Despite considerable steps having been made, a continuous and amplified effort remains essential to disbanding
these complex criminal infrastructures. In enhancing these efforts, the EU has relied heavily on the Schengen
information system (SIS) (European Commission, 2021, p. 3) and the European multidisciplinary platform against
criminal threats (Empact). SIS is a consolidated database that empowers competent authorities in identifying
offenders and their illicit wealth derived from organised crime (European Union, 2019ba, 2019b). Empact, on the
other hand, functions as a multidimensional collaboration platform (') among diverse authorities (European
Commission, 2021). This includes law enforcement, taxation departments, magistrates, European institutions and

agencies, non-EU countries, international organisations and the private sector ('2).

The prospect of these platforms is set to be enhanced by a forthcoming framework for the interaction of EU
information systems, the purpose of which is an integrated data check across these systems. The primary objective
of this framework is to address identity fraud efficiently (Council of Europe, n.d.). Furthermore, a marked improvement
in the disruption of criminal networks can be brought about by enhancing cooperation among law enforcement
authorities. This involves an exchange of information and collaborative investigations with non-EU country
authorities. Intelligence-driven strategies are of crucial importance for combating the multifaceted structure of
these networks. In order to ensure the efficacy of such investigations, it is essential to strengthen the jurisdiction of
the competent authorities, while cognisant of the transborder aspect of these criminal activities. Member States
need to establish clear objectives, dedicate resources, facilitate investigators’ work through training and creatively

employ the existing legal apparatus in a holistic, coherent and committed manner (Council of Europe, 2022).

(') Between 2018 and 2021, EU crime priorities included cybercrime, drugs trafficking, facilitation of illegal immigration, organised property crime, trafficking in human
beings (for all forms of exploitation), excise and missing trader intra-community fraud, illicit firearms trafficking, environmental crime, criminal finances and money
laundering and document fraud.

(') The EU policy cycle for organised and serious international crime is utilised to define the cooperation framework for setting common priorities. Empact serves as the
operational platform that facilitates cooperation between practitioners. It is the only programme that utilises intelligence-led policing and a multidisciplinary and
integrated approach to combating organised crime.



Innovative solutions like developing an open-source platform could greatly augment criminal investigations and
furnish crucial leads about assets held by criminals, their associates and instated businesses (Europol, 2021). A sound
understanding of burgeoning technologies can also aid law enforcement authorities. Furthermore, technologies
such as regtech (regulatory technology), can foster regulatory compliance and enable oversight of financial markets

(Anagnostopoulos, 2018), including the crypto-asset ecosystem.

In essence, high-risk criminal networks pose a direct threat to the EU’s security fabric by generatingillicit profits and
leveraging advanced technologies for evasion. Despite illicit assets being seized as a deterrent, only a fraction of
the criminal proceeds is successfully recovered, due to a lack of seamless transborder cooperation and enforcement.
Given such predicaments, proactive measures like whistleblower protections, leniency agreements or rewards might
encourage insiders to report illicit activities. Additionally, criminal activities involving digital platforms,
cryptocurrencies and encrypted technologies complicate investigations. This necessitates a coordinated EU effort,
with advanced data sharing and specialised tools being critical for dismantling criminal networks and safeguarding
society against such threats. Equally important is the role of whistleblowing, which provides early intelligence and
actionable leads that complement technological and legal measures. Priority actions may include: (1) harmonising
confiscation frameworks across Member States; (2) strengthening whistleblower protection and incentives; (3) using
advanced analytics and blockchain tools for asset tracing; and (4) enhancing cross-border intelligence sharing.
Future research should focus on the effectiveness of integrated strategies combining confiscation, whistleblowing

and technology, and explore the ethical implications of Al-driven enforcement tools.
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