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Detlef Nogala
Detlef Schroder
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EUROPEAN UNION AGENCY FOR
CEMENT TRAINING

European Agency for Law Enforcement Training, Budapest

Being no exception to any other walk of modern life,
institutions established to enforce the law (the police,
customs, judiciary and others), often find themselves
subject to calls for more efficiency, efficacy and bet-
ter performance, in particular, when misgivings about
their capability for keeping public order or ensuring
citizens' safety are entering the public and political
agenda. Looking at Europe alone and focusing on the
period after the collapse of the Sowjet empire, po-
lice organisations in many countries have witnessed
several waves of reform — some fundamental, some
fractional. For an observer it would look like that over
the last three decades, at any moment, some kind of
profound police reorganization is happening in at least
one European country' - police reform as a permanent
practice. When “police reform” can be understood as
dealing with the rearrangement of organizational (or
institutional) structures and often implies turning big-
ger political wheels, “innovation” in law enforcement
comes across as the “little brother” more piecemeal,
subtle, less orchestrated or steered politically, but by
no means less fraught with consequences for law en-
forcement institutions, the officers on the ground, or
for the citizens they are serving.

Within law enforcement, it is most likely the police
owning the most vivid history of innovations — when

1 For arecent comparative examination of developments in
Europe see Fyfe et al. (2013), Mesko et al. (2013), Caparini &
Marenin (2004).

considering the developments and novelties in terms
of strategy, tactics and equipment since the modest
beginnings of modern formats of policing in the mid
19" century and onwards. However, in the academ-
ic and professional literature, the combination of the
terms police/policing and “innovation” has caught at-
tention comparatively sparsely, and only in the last two
decades, most likely driven by the rise of new manage-
rial mindsets and even more impactful, by technologi-
cal progress, this has changed.

With this conceptual background in mind, the confer-
ence organisers? had put forward “Innovations in Law
Enforcement” as the leitmotif for the 14th edition of
the CEPOL Research and Science Conference. As is the
tradition of this convention, practitioners in policing
and other areas of law enforcement, trainers, educa-
tors and scientific scholars from Europe and beyond?,
where invited to discuss and reflect on the implications
for practice, education and civil society, innovations in
law enforcement might yield in general terms as well
as specifically: How would novel ideas, technologies,

2 The 2017 CEPOL Research and Science Conference was jointly
organised by the European Union Agency for Law Enforcement
Training and the Hungarian National University of Public Ser-
vice, hosted at the university’ premises in Budapest.

3 Over 200 participants, mainly from Europe, but also from
Canada, Hong Kong, Thailand, Ukraine and the United States,
attended more than 80 presentations, including poster sessions
and practical demonstrations of advanced training hard- and
software.
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concepts — as reaction to new forms of crime and de-
viance - form and shape law enforcement institutions,
like police, customs, border guards, prosecution and
courts, and their demands for training and education
today and in the future?

In the open Call for Papers, contributors were invited to
submit papers and presentations, preferably based on
recent empirical research or academic study, address-
ing the following areas and aspects:

1. Which are the emerging innovations in society that
are prompting a response from the law enforce-
ment community, both in terms of adapting strat-
egies and tactics, as well as the law enforcement
educational requirements?

2. What are the expectable implications, benefits,
risks or potential ramifications of introducing
certain new technologies (gadgets or systems),
organisational or operational concepts for doing
law enforcement work in a new, innovative man-
ner? Is it different for innovations that are driven or
imposed by the outside environment as opposed
to those that are emerging from “inside”? Where
and when have law enforcement innovations failed
and what lessons have been learned so far?

3. Which educational innovations will have signifi-
cant impact on the training and education of law
enforcement officials on the various levels of the
organisations — and why?

4. Some innovations in law enforcement are received
with great sympathy and endorsement, some with
lesser enthusiasm by members of the civil society.
What has to be considered in the management of
the innovation process so a particular innovation is
not perceived as ineffective, undue, unfair or even
illegal? Are there innovative ways to manage po-
tential disputes between “innovators” and “preserv-
ers"?

In order to cover all the relevant aspects and angles,
the presenters where encouraged to examine particu-
lar innovations by taking the perspective of police or
law enforcement officers, teachers, trainers, educators
in the law enforcement education systems as well as
those of the citizens, who will be subject to and bene-
ficiaries of innovative law enforcement practices.

=
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Innovation: notion and meaning of

.There are words and concepts — many words and con-
cepts — that we use with no knowledge of their past. Such
concepts are taken for granted and their meaning is rarely
questioned. Innovation is such an anonymous concept”,
(Godin 2015: 5).

All discussions about “innovation(s)” need to be aware
from the start about the semantical risk the term carries
inherently, almost becoming a potential “false friend™
when used without caution or further specification in
the dialogue between different professions and pro-
fessional cultures. “Innovation” can signify a variety of
entities and processes, and all depends if the term is
used in a descriptive, ascriptive or even prescriptive man-
ner:

Its original Latin root — “innovare” — literally means “to
remake” or to “renew something” — and is purely de-
scriptive, without implying any positive or negative
connotation or statement about the outcome of this
action. In this sense “to innovate” or “innovation” de-
lineates little more than that something has changed
or has been transformed. However, over the course
of time, and specifically in contemporary public dis-
course, “innovation” is frequently used in an ascriptive
way, that is becoming “loaded” with (predominantly
positive) value and meaning: it implies that how some-
thing is changed is progressive and desirable.

Outside critical academic discourse, “innovation” can
come across in its prescriptive guise, when it conveys
a message or demand that something has to change
in a certain way and towards a certain outcome.

All this is to say, that “innovation” is not a simple and
neutral notion — it has changed its meaning over time
and professional boundaries — and thus deserves re-
flection and qualification, in respect to context and in-
tention. For example, to “invent” — to design or create
something, that has not existed before - is not exactly
the same as to innovate (although often mixed up); or,
to do something different, even in a new way, does not
necessarily and automatically imply that this way is the
better one, or that the outcome is superior. But this is
exactly the association most often evoked in unguard-
ed casual talk: new is (always) better! Maybe it is not, or
only under specific circumstances and in reference to
specific objectives.

4 See Wikipedia entry “False friend"
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In the modern classics of business and management
sciences, the introduction of “innovation” as a theo-
retical notion and concept is often attributed to the
Austrian economist and later Harvard-Professor Joseph
Alois Schumpeter:

“By innovations | understand (..) changes of the combina-
tions of the factors of production. (..) They consist primarily
in changes in methods of production and transportation,
or in changes in industrial organization, or in the produc-
tion of a new article, or in the opening up of new markets
or of new sources of material” (Schumpeter 1927 - cited
in Disch 2016).

Schumpeter's approach has been quite influential in
forming and shaping the notion of innovation among
economists and the managerial classes. Still relevant
for the proper grasp of innovation in our contempo-
rary discussion is his emphasis that innovation is a rath-
er complex social complex and its success full of pre-
conditions. There is a burgeoning specialized literature
about innovation in the business and social sciences?,
for which is no room to elaborate on in this introduc-
tory chapter. It should suffice to underline that “inno-
vation” is a complex (social) concept, which deserves
to be studied in detail and to being made use of in
context and with proper caution.

5 Foradiscussion of Schumpeter’s original approach, see for
example Borbély (2008) and a study of his concept’s reception
in academic and business literature since its inception by
Lazzarotti et al. (2011). Influential in managerial circles has been
the now classical article by Peter F. Drucker (2002). Only recently
innovation has become subject to a critical challenge by histo-
rians and social scientists, stressing the century long evolution
of the term and morphing of its social public connotation to
something diametrical meaning:“The “spirit” of innovation,
what we would call today the culture of innovation, acquired
new meaning and changed to become essentially positive in
the last century and a half (...). A totally new representation of
innovation developed, far different from the previous centuries.
Innovation is no longer seen as subversive to the social order,
but simply as opposed to traditional ways of doing things. The
innovator is not a heretic. He is simply different from the masses
or from his fellows. He may be a deviant, but in a sociological
sense: an original, a marginal, a nonconformist, an unorthodox.
He is also ingenious and creative. He is an experimenter, an
entrepreneur, a leader; he is the agent of change” (Godin 2018:
5). For a thorough and detailed historical review see Godin &
Vinck (2017) and, with a linguistic focus, Weber (2018).

Innovation as a topic for law enforcement

The history of law enforcement in modern times® —
that is from the mid 19th century onwards — could
easily be written as an ongoing progression of innova-
tions: either in organizational, technological or tactical
terms — finding new organizational forms, adapting to
and adopting new technologies and gadgets (in line
with the major developments of modern civilization),
differentiating, diversifying and finetuning its working
methods:

« From the early metropolitan police offices to na-
tional and globally interlinked institutional net-
works;

+ From telegraph to telephone to radio (Brown 2011)
to social media as means for internal and external
communication

« From the proverbial “Bobby-on-the-beat” to
centrally dispatched fleets of patrol cars to Inter-
net-squads;

- From an almost exclusive male workforce to mirror-
ing the diversities of modern society;

« From military-style units to “Community” and “In-
telligence-Led"” Policing (Carter 2013);

« From Bertillonage to fingerprints, DNA and other
biometric identification methods

« From Sherlock Holmes' notebook and his power
of combination to ubiquitous databases covering
almost every aspect of (social) life to Compstat
(Moore 2003) towards Artificial Intelligence-based
applications (Interpol & UNICRI 2019).

This is of course only a incomplete selection of relevant
developments - the full history of innovations in law
enforcement is of course a long, uneven and multifac-
eted one, with im- and exports of new ideas, concepts,
technologies and practices happening all over, shap-
ing and forming the various police forces in specific

6 Such an assertion is grounded on two premises: read “law
enforcement”as (state-organised) policing/police and look at
the process from an overarching international perspective.

Trere are strong scholarly arguments to analyze and understand
police forces and their development as country-specific entities,
as the modern notion of police is inextricably jointed to the rise
of the modern nation state. Such a claim can be uphold even
against the early emergence of cross-border police cooperation
networks like Interpol, or later Europol (see e.g Deflem 2002).
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ways and resulting in the kind of institutions, we are
familiar with today.’

More often than not, police organisations have been
under pressure to cope with increasing workloads and
heightened expectations, as societies have become
more complex and opportunities to commit offenses
multiplied — modernisation becoming a constant im-
perative (Senior et al. 2007). Deploying scarce resources
efficiently and effectively — this has always been a ma-
jor occupation for police leadership and intensified in
the 1990’s along the rise of the notion of “New Public
Management” - at least in Western countries (see Ken-
nedy 1993; Cope et al. 1997; McLaughlin et al. 2002).

Police managers, urged to find new solutions to old
and familiar policing problems, directed their attention
inadvertently to attainable innovations — which also
sparked a rise of interest in the study of police inno-
vation since the turn of the millennium. When King
(2000) made a study of various innovations in Amer-
ican policing, differentiating and looking at radical
management (COP, POP), radical technical (e.g. AFIS,
DNA, mobile phones), line technical (e.g. pepper spray,
unmarked cars), administrative (e.g. hiring women, de-
centralisation) and programmatic (e.g asset forfeiture,
crime analysis and others), his main conclusion was
that “(..) it is apparent that police organizational inno-
vation is certainly not a unidimensional construct. Future
studies of police innovation should address this finding by
exploring their measures of innovation for multi-dimen-
sionality concluded” (King 2000: 314).

While King can be taken as supportive of the position
that innovation is a genuine social process, subsequent
studies stressed out that “(...) improving police perfor-
mance through innovation is often not straightforward.
Police departments are highly resistant to change and
police officers often experience difficulty in implementing
new programs {(...)" (Weisburd & Braga 2006: 339) and
content that “..it is misleading to speak of innovations
as though they are all identical. In the three case stud-
ies, we saw that each innovation took its own trajectory
and involved various ingredients for its success” (Allen &
Karanasios 2011: 96). Underlining what has stated be-
fore — that the term innovation shall be implemented
with care and caution in particular in the context of

7 Inregard to the inventiveness of organising law enforcement
structures in the particular European context, see the recently
published authoritative work by Fijnaut (2019).

=

{

policing and other law enforcement, Willis & Mastrof-
ski find: “(..) that one of the major challenges confront-
ing police scholars is conceptualization. Not only must
the term innovation be defined clearly and appropriately
according to the context in which it is being used, but the
multifaceted nature of many innovations requires that
they be defined according to their relevant dimensions or
attributes. Failure to do so hinders meaningful cross-study
comparisons and the development of the field as a whole.
Moreover, researchers should query rather than accept the
popular view that innovations are socially desirable and
superior to current practices. Doing so will contribute to
more comprehensive and considered assessments of the
identification, diffusion, adoption, and implementation of
innovations” (2011: 43f). An interesting implementation
of this recommendation is delivered by Okabe (2014),
who, when comparing police innovation patterns in
Japan and the United States, discovered significant
differences between those countries. It is more likely
than not, that any comparison between national sys-
tems will discover peculiarities and genuine patterns
of which organisational or technical innovations have
been taken up and successfully implemented full, to
a certain degree or not at all®.

Innovations in law enforcement have a sell-by day —
that is, their novelty can fade fast and yesterday's sen-
sational new tool or organisational strategic change, is
adopted and turned into today’s normal way of doing
things: the innovation no longer an innovation.?

It seems that it is rather the cumulative effect of various,
mostly independent and asynchronous innovate initia-
tives taken in a range of dispersed offices, departments
and leadership chairs, which have created a dynamic of
change, that had, is about and will change the structure
and appearance of the institutions law enforcement (in
particular the police). While those innovations can take
time to appear before the public eye, when seen un-
der a historical perspective, the occasional short-time
disruptive effect, morphs into a more evolutionary per-
spective, as suggested in publication considering the
future of policing in the UK: moving towards a data-

8 The diffusion of Community Policing in its various formats in
Europe would be a case in point (EUCPN/CEPOL 2019, another
the introduction of body-worn cameras or Tasers into the police
forces of European countries another (internal CEPOL Survey
2019). For a theoretical reflection on the diffusion of innovations
into law enforcement practice in the U.S,, see DeGarmo 2012).

9 Sarre & Prenzler (2018) have provided their top-ten list of key
developments in Australian policing, which at one point all had
been innovations.
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c1900-c1960

Policing 1.0

Policing 2.0
T lution of this

1960-present

Policing 4.0
P

Source: Gash & Hobbs (2018: 3)

and technology driven vision'® for law enforcement —
Policing version 4.0 (Gash & Hobbs 2018).

Conference Contributions

It is in the aforementioned context that the editors are
proud to present in this fourth Special Conference Edi-
tion of the European Law Enforcement Research Bulle-
tin'" twenty-nine articles, which are based on original
contributions made at the CEPOL Research and Science
Conference in late 2017, covering a wide spectrum of
law enforcement innovations and considering their
various aspects’. As being demonstrated, “innovation”
is not a trivial, straightforward topic — nor is it a simple
task for the editors to sort and cluster the contributions
in this collection for the reader — there are various ways
to do it. In order to provide some structure and guid-
ance through for the readers, we have divided the sec-
tions by bundling those papers:

10 It shall come to no surprise that the occasional enthusiasm for
new technology options for the purposes of policing and law
enforcement, have been met with scholarly scepticism and put
under analytical scrutiny (see e.g. Nogala (1995), Byrne & Marx
2011, Lum et al. 2017).

Earlier Special Conference Editions were published under the
previous title of the publication as “European Police Science and
Research Bulletin”.

12 A handful of other conference contributions have already been
published in regular issues of the European Law Enforcement
Research Bulletin, available at https://bulletin.cepol.europa.eu.
Files of presentations given at the conference can be retrieved
from the section of CEPOL's website (https://www.cepol.europa.
eu/science-research/conferences).

- reflecting the wider institutional context of inno-
vation processes aimed at law enforcement and
security (in the EU);

- tackling innovations that are driven by new tech-
nology, including critical perspectives

+ reporting about the outcomes and findings of pro-
jects funded by the H2020 research programme;

+  presenting innovation in regard to learning, train-
ing and education

« informing about innovation projects in national
and regional contexts.

Innovation: The Institutional Context

In her Welcome Address to the participants, Anabela
Gago sat the stage of the conference as Head of Unit
“Innovation and Industry for Security” at the EU Com-
mission, by pointing out the key role education and re-
search have in providing law enforcement officers with
the competencies, they urgently need for successful-
ly tackling the security threads, the Union’s citizens
are faced with. In reference to the investments made
in security research within the Horizon 2020 funding
programme, she provides various examples of research
projects, where academic scientists worked closely to-
gether with industry and law enforcement practition-
ers, delivering innovate and useful tools for doing law
enforcement.

Crime in the age of technology is the topic of the con-
tribution presented by Oldrich Martinu and Gary McE-
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wen from Europol®, delivering a real-life perspective
of emerging crime-threat scenarios, fostered by new
technologies and already used by criminal elements.
Various cyber-enabled and cyber-facilitated crimes are
on top of their list of concerns, but also 3D-printing
and drone technology. In the second part, they discuss
aspects of the necessary law enforcement'’s response
to those developments.

lllustrating an innovative approach to tackling new
challenges from another Justice and Home Affairs
Agency’s point of view, Piotr Malinowski (Frontex) de-
scribes an Application of modern technology for mi-
gration management, stressing the crucial relevance
of customer-orientation in development and service of
such complex systems.

As it has been demonstrated in earlier paragraphs of
this introduction, “innovation” is often framed in the
academic literature as an organizational challenge or
issue. The Reflections on the triple helix as a vehicle
to stimulate innovation in technology and security
brought down to paper by Marleen Easton from Ghent
University, could be read as a supporting comment to
Mrs. Gago's conference address: what would an opti-
mised model for stimulating innovation in the field of
internal security look like? Her answer in a nutshell is,
for yielding better results out of the cooperation be-
tween the state, industry and academia, one have to
move away from a state-centered towards a trilateral
approach. How this works in practice is exemplified for
the Belgian Innovation Centre for Security.

Innovation driven by technology

The invention, introduction and implementation of
new technologies has always had a decisive impact
on how societies are organized and how people go
on with their lives — our hypermodern times are in-
conceivable without looking at the key technologies
which “changed the game”. This is for sure the case for
law enforcement, in particular for policing: technolo-
gies on various level of scale and scope of application
have changed and transformed police work in general
and the tools and instrument used by law enforcement
officers in particular.

A good example of how even a small gadget can alter
the way the “look and feel” of everyday-policing can
change, is the recent wide-scale introduction of body-

13 See also, as an update, “Do criminals dream of electronic sheep?”
(Europol 2019).
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worn cameras for police officers on the ground - a new
kind of “eye of the law”. In his paper Opening up the
black box: Understanding the impact of bodycams
on policing, Sander Flight wonders if these gadgets ac-
tually work —and his empirically informed answer is not
a simplistic one, as this apparently depends immensely
on the circumstances of how the device is implement-
ed and what the actually invested expectations were.

While also innovating on the visual aspects of law
enforcement work, the article Automatic Weapon
Detection in Social Media Image Data using a Two-
Pass Convolutional Neural Network by a group of
authors from the Munich Innovations Lab ventures into
the technologically advanced area of artificial intelli-
gence- driven automated support for police analysts
to find and identify objects like weapons in images dis-
tributed on social media.

The next two papers examine in more general terms,
how advanced technology alters the ecology of po-
lice intelligence work: imposing new conditions, but
opening new possibilities as well. The contribution
by Akghar & Wells discusses the Critical Success Factors
for OSINT Driven Situational Awareness - where OSINT
stands for open-source intelligence - and how the ma-
terial delivered via social media is creating completely
new challenges — and chances — for investigative tech-
niques. How advanced new technology - the “T-fac-
tor’, as they call it — is affecting the so-called “intelli-
gence cycle”, in particular new requirements in regard
to skills and learning settings for the analysists. is the
subject of the paper submitted by Blanco, Cohen, Rubio
& Brezo. They also examine the issue of “identity man-
agement” as a matter of professional protection for the
analysts.

The internet is producing torrents of new data on a dai-
ly basis, literally creating gigantic hay-stacks, in which
menacing “moving” needles have to be located and
tracked by law enforcement bodies. According to Lib-
eratore, Quijano-Sanchez & Camacho-Collados, technol-
ogy is carrying its own innovative solution for policing
in the form of applied data science. They exemplify
their claim in presenting a study on VeriPol, an Inves-
tigation Support Tool, designed to help investigators
to sort out false reports on violent robberies from the
actual ones, in order to cope with the raising number
of cases and efficient investment of scarce resources.
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The risk of being at some point being overwhelmed by
the flood of data generated by police organisations in-
ternally and by the internet-juggernaut externally, is the
point of concern in the paper by Casey, Burrell & Sumner
on Decision Support Systems in Policing. With refer-
ence to the body of research on decision making, they
wonder if the technology under the label of “artificial
intelligence” has actually advanced to the point, where
these systems are now moving beyond the point of
“just” supporting the decisions to be made by analysts
and police officers. Their case in point argued for is the
swiftly rising notion of predictive policing, one of the re-
cent law enforcement innovations, which has attract-
ed a lot of professional, scholarly and media attention.
While predictive policing is seen by some with high an-
ticipation as becoming a timely problem solver for law
enforcement, others are less enthusiastic, of not out-
right skeptical. Two contributions explore this contro-
versially discussed innovation from the empirical side:
Cyril Piotrowicz has examined the Perceptions of its
Risks and Benefits by Police Trainees and Citizens in
France in a small survey study. He finds that his sample
of French citizens want their police make use of it, even
if they do not really grasp what is means and think it
could be potentially dangerous. In contrast, the police
trainees believe the understand the concept, but have
doubts about its success and demand specific training
for it. Results from an evaluation study on a pilot pro-
ject in the German land of Baden- Wiirttemberg about
Using Predictive Policing to Prevent Residential Bur-
glary is reported by Dominik Gerstner. A specific pre-
dictive policing market product was used and tested
in urban and rural pilot areas. More remarkable than
concluding than that there were no clear conclusions
to be made about the effectiveness of the software, is
maybe his finding that the assessment and acceptance
of the new innovative tool among police officers as
either system users, management or first line officers
was obviously heterogeneous, if not divisive.

The two articles rounding up the cluster of contribu-
tions looking at the technology driven aspects of in-
novations in law enforcement, are pouring cold water
on the optimism and enthusiasm about the potential
bright future of predictive policing from an academi-
cally informed theoretical observation point. Lucia G.
Pais headlines her contribution as Predictive Policing:
Is it really an Innovation? - and her finding is appar-
ently trending towards the negative, based on three
objections: suspicion about the epistemological roots
of the mindset the concept of predictive policing

is built on, a lack of aptness of many police forces to
adopt to methods based on scientific research, the re-
duction of (potential) offenders to mere data objects,
missing out on their human agency and potential.
A fundamentally critical position if also taken by Cana-
dian Professor James Sheptycki, in his essay Technolo-
gy and Policing Practice, which concludes this group
of papers focusing on technology-driven innovations
in law enforcement. Empirically intimately familiar with
the history, structure and principles of operation of
police forces internationally, he states his serious res-
ervations against promised future technology-focused
scenarios of almost total information awareness, better
cost effectiveness or sustainable forms of automated
policing. He suspects that such a model of future po-
licing is drifting away from ideas of citizen centered
philosophies of policing by consent, in line with dem-
ocratic principles and being guided by values of social
justice as well.

H2020 Research Projects

A major stimulus for triggering innovation is research —
in particular the type of applied research, which is
intended to solve a specific, practical problem that
has been identified. As explicated in the Welcome
Address, the Commission’s Horizon 2020-programme
is a research fund, which identifies an array of urgent
research tasks, of which some are very relevant for in-
ternal security and law enforcement. Those H2020 re-
search programme projects deserve special attention,
as they regularly bring together distinct cutting-edge
knowledge of academic scientists with the hands-on
experience and comprehension of strategic require-
ments of law enforcement practitioners. A selection
of security-related H2020 research projects presented
final or interim findings at the conference and provided
a paper for this Bulletin. Their common nominator is
that they are all seeking innovation effects by applying
a combination of capabilities enabled by new technol-
ogies and fresh approaches'.

The RAMSES project addresses the rise of ransomware
attacks on public and private computers, and intends to
Create countermeasures by building an internet-based
forensic support platform for tracking the money flow

14 More detailed information about the projects is available from
their dedicated websites:

RAMSES: https://ramses2020.eu/

UNITY: https://www.unity-project.eu/

INSPEC2T: http://site.inspec2t-project.eu/en/

L"W-TRAIN: http://www.law-train.eu/index.html

TARGET: http://www.target-h2020.eu/
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behind the dissemination and exploitation of mal- and
ransomware by malicious hacker groups. Gaining bet-
ter forensic evidence faster for criminal prosecution is
the ultimate goal of this undertaking.

The UNITY and INSPECT projects are two consorti-
ums striving to render new technologies useful for
fostering connections between the police and the citi-
zens in the spirit of Community Policing. Both projects
emphasize the innovative role of internet-based social
media for law enforcement in building mutually bene-
ficial relationships with their communities and various
community-cultures. Network platforms, mobile apps,
even games and specific training tools are the deliver-
ables to achieve these objectives.

Two other projects, LAW-TRAIN and TARGET are
exploring the new possibilities of training law en-
forcement officers in innovative, ambitious ways,
making use of cutting-edge augmented and virtual re-
ality equipment and software. The consortium of LAW-
TRAIN aims at building a “virtual platform” which will
allow to train law enforcement officers in cross-border
investigation cases in jointly interviewing suspects in
a multilingual context. It also builds on artificial intelli-
gence elements, by introducing a “virtual trainer” as an
intelligent pedagogical agent, in order to ensure that
all trainees are following the same methodology of in-
terviewing. The ultimate goal is to foster cross-border
law enforcement by facilitating innovative interview
scenarios. Even more aspiring is the TARGET project
consortium, which strives to bring serious gaming
technology for law enforcement officers to a new level,
developing it finally into a commercial tool, available
at the market and offering flexibility to design a wide
variety of training narratives and scenarios. Testing of
six pilot scenarios are described in the paper.

Exploring and testing innovative approaches for train-
ing and educating law enforcement personnel or for
new ways of how-to police and enforce the law, is by
no means a prerogative of EU-funded research pro-
jects — similar intensive efforts are pursued also in the
Member States of the EU, albeit with less emphasis and
use of advanced technology.

Learning Innovation(s)

Two papers are in this chapter are dealing with in-
novative training projects from Finland. Sirpa Virta &
Harri Gustafsberg take the International Performance
Resilience and Efficiency Programme as an example,

=

{

to describe how Innovation Management in Police
Organisations can be succesful, when innovations
resulting from research are properly transformed into
new training formats. As a point of note, the iPREP
training programme, developed and tested as an in-
ternational research project, obviously took its initial
course from a CEPOL seminar in 2013. The introduction,
implementation and evaluating reception of a new
Executive Master of Business Administration in Po-
licing as a training programme in police leadership in
the Finnish police is delineated in detail in Tiina Koivu-
niemi’s paper.

Innovation in training is not happening just at the top
level of law enforcement organisations. Andrea Bein-
icke & Albin Muff present findings of their study on the
Effectiveness of simulation-based learning in basic
police training in Bavaria, Germany — the introduction
of unassuming role-play scenarios has yielded measur-
able positive effects on learning satisfaction of trainers
and learners alike.

How improvement in qualifications for law enforce-
ment training instructors can be achieved through
EU-funded twinning projects — here between Lithu-
ania and Croatia - is reported by Zaneta Navickiené &
Vidmantas Vadeikis in their paper Integrated concept
for the training of trainers within police cooperation
of the EU member states.

Applied Innovation

In this final cluster of conference contributions, the
reader will find studies and reports on innovative pro-
jects, which are located in the specific national context
of law enforcement institutions and processes, which
nevertheless can serve though as potential examples
and blueprints for triggering initiatives, aiming for in-
novation elsewhere in Europe.

Erna Uricska & Katalin Molndr inform about the format
of The Police Café (an import from Belgium), and its
introduction to Hungary, aimed at becoming an effi-
cient method to facilitate and foster community po-
licing-style dialogue between the police and citizens.

The issue of Recording Hate Crime, an offense which
seems to rise in parallel with the increasing use of social
media, has come lately under scientific scrutiny in Ire-
land. Amanda Haynes & Jennifer Schweppe’s paper gives
an account of the development, as they point out the
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limited gain of technical innovation, when agreed defi-
nitions and proper training are neglected.

How even rather trivial innovative changes of internal
formal procedures can have a significant positive ef-
fect on the workplace and speeding up of case-work is
exemplified by Damir Osterman & Damir Maracic when
they present the Croatian Model of Telecommunica-
tion Information Requests Management (TIRM).

Evidence, that the introduction of new [T-technology
and the accompanying European legislation into a law
enforcement environment of candidate countries can
be a real challenge, can be taken from the account
Kristina Doda & Aleksandar Vanchoski are giving in their
Situational Analyis in Northern Macedonia, Monte-
negro and Serbia.

Directions towards future desirable innovations in the
law enforcement context are outlined and discussed
in two contributions from Portugal. Interoperability
for first responders to incidents is the subject of con-
cern for Felgueiras, Pais & Morgado and their sketch of
a research scenario for developing a new assessment
tool. More than a research project is the ambition of
Nelson Macedo da Cruz - his vision of the MOLECULA
project aims to bring the investigation of tax, financial,
and economic transnational organised crime in the Eu-
ropean Union to a new level by taking advantage of
new information flow architectures.

In Conclusion

Reflecting academically on the origin, history and se-
mantic meaning of the term “innovation” can open
new perspectives and unsuspected insights, but in-
novation is happening constantly in all occupations
of life — it is the fuel feeding modernization in gener-
al, and is driving forward developments in the policy
area of law enforcement as well. As pointed out earlier:
looking back at how ways, instruments and tools of
modern policing have changed and advanced only in

the last few decades, the strong innovation dynamic
in this field becomes more than evident. The presenta-
tions given at the CEPOL conference and the articles
are helping to grasp the wide variety of promising initi-
atives, which are ongoing.

However, one can expect that innovation in law en-
forcement will be forced to speed up to a higher pace
in the years to come - with technical innovations likely
to have a decisive role again.

Law enforcement communities need to adjust to the
challenges that will come with e.g. 5G, 6G telecom-
munication, “Internet of Things’, driverless cars, Al and
drone technologies. Apart from other change-driving
factors (e.g. ageing societies in Europe), these technol-
ogies are expected to transform significantly the daily
life in our societies - the citizens have the rightful ex-
pectation that law enforcement is prepared to protect
them even in such dynamic changing environments.
There is little doubt, that indispensable innovations in
law enforcement communities can and will only be
successful in a very close cooperation of law enforce-
ment communities, academics, industry and civil soci-
ety across Europe.

We trust that this compilation of articles, originating
in contributions made to the CEPOL Research and Sci-
ence Conference in late 2017 in Budapest, is not just
a documentation of the inspirational presentations on
contemporary innovations in law enforcement given
at this particular event, but that this publication itself
might serve as a catalyst for fostering and facilitating
a much needed further multi-disciplinary and mul-
ti-professional discussion on how to innovate law en-
forcement in Europe: not to do things just differently,
but better, and with a better result.

The European Union Agency for Law Enforcement
Training is committed to facilitate such much need-
ed close cross-professional dialogue and cooperation
with similar conference events like this in the future.
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Welcome Address

CEPOL 2017 Research and Science
Conference, Budapest 28 November 2017

Anabela Gago

Head of Unit - “Innovation and Industry for Security”, European Commission

Dear Ladies and Gentlemen,

I would like to thank the Organisers, and especially Dr Detlef Nogala, for the invitation to participate to the CEPOL 2017
Research and Science Conference “Innovations in Law Enforcement — Implications for practice, education and civil
society”. It is a pleasure for me to give a keynote speech at this Conference in Budapest. | will give you an overview,
including on the added-value of EU funded security research, WP2018-2020, key features, examples, FP9.

Nowadays, criminals and terrorists exploit technological developments and find more and more sophisticated
ways to act and elude investigations. Moreover, we are facing new challenges through cyber-crime attacks on
infrastructures, companies, public administrations.

As stated in Tallinn two weeks ago, at the Security Research, Innovation and Education Event, co-organized by DG
HOME with the Estonian Academy of Security Sciences and EE Ministry of Interior (Panel “What can research and
education do for police”?), we need police officers with the right competences to face these challenges. To this
end, research and education are the keys, and not only on a national level. Building an EU capacity is vital.

We can only find solutions to safeguard the security of our citizens through cross-border cooperation. If crime
does not know borders, responses shouldn't either. Also Member States do not have the necessary capacity to
face certain challenges. We need to tailor our actions consequently and provide practitioners with the support
they need in their daily work.

In a recent Special Eurobarometer on Europeans’ attitudes towards security, the importance of cross-border co-
operation for the European citizens has been underlined: 69% think national law enforcement authorities should
share info with other EU countries on a systematic basis. Also in Spring 2017 Eurobarometers, for the first time,
terrorism comes as number one challenge facing the EU.

There is thus a clear mandate of the citizens for the Member States to work together on security matters and that
they benefit from EU support. And EU support includes support through research funding. Research can help
identify new security threats, better understand their real causes and their impacts on societies. Security research
also plays an important role in the development of innovative security solutions that help to mitigate security risks
more effectively. It can be new technologies, or new systems or processes.
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We have invested nearly 2 billion euro in over 400 projects since the “EU security research programme” started ten
years ago, in the seventh Framework Programme, and continued in Horizon 2020. Under the Programme for 2014-
2020 1.7 billion are foreseen for “Secure Societies”. EU Security Research accounts for 50% of all public funding for
research in security in the EU. Only 7 MS have their own national security research programmes. The EU and its
citizens rightfully expect to see a return for this investment. We do have quite a number of results. Some of these
will be presented here. | will also mention some a bit later.

Let me underline: we face a major challenge: market uptake that is to ensure that research results are effectively
translated into tools and services that police, customs, etc. can use in their daily work. For that to happen, we need
practitioners, trainers, educators, civil society, to be involved in our projects and also industry, if we want the EU
security research to have a real added-value for European citizens.

The current framework programme, Horizon 2020, has a central role in ensuring that the EU’s research effort is
well targeted, factoring in the needs of law enforcement authorities by involving end-users at all stages of the
process. To this end, the participation of practitioners in research projects is now mandatory. Eligibility criteria
have been made stricter in this respect. Furthermore, under the current work programme, we fund pan-European
practitioners’ networks.

The reasoning behind funding networks of practitioners lies in the following:

1) Practitioners (LE) police, customs have little means to free workforces from daily operations, and to dedicate
time and resources to monitor innovation and research that could be useful to them and to be thinking about
long-term threats and what tools they would need to tackle those threats.

2) Practitioners have little opportunities to interact with academia or with industry on research and innovation.
The newly created networks include two on law enforcement (I-LEAD, ILEA-net), one on firefighters, one on CBRN
testing sites (forensics) and one on the Danube River Basin. They aim at helping practitioners identify their future
needs, make those needs known to research and industry and be able to monitor what research has brought
and what innovative solutions could be of use for their work on the ground. Role of Agencies: Frontex / European
Boarder and Coast Guard Agency, Europol, eu-LISA should play an important role in research leading to the tools
their relevant practitioners need.

Using the outcomes of research in police practice is very important and should cover a whole range: technolo-
gy-related research as well as cultural, social and human sciences. And this is why an event like this one organised
by CEPOL is so important and so much welcome, convening practitioners in policing and other areas of law
enforcement, trainers, educators and scientific scholars from Europe and beyond around the topic of Innovation.
| recognise in particular from the programme a number of projects funded by EU Security Research's familiar
names such as TENSOR, ASGARD, UNITY, AUGMED, TARGET and | am particularly pleased and grateful that they
are presented here in this forum.

On 27 October the Commission adopted the WP2018-2020 of H2020. The overall funding for the 2018-2020 Work
Programme will exceed 30 billion euro, 700 million of which dedicated solely to security research. It will focus
efforts on fewer topics with bigger budgets, directly supporting the Commission’s political priorities:

- preventing and fighting serious crime including terrorism;

«+ improving border security; and

+  protecting infrastructure against threats, including cyberattacks.

In this context, a key feature is the creation of ‘Focus areas’, cut across several parts of the overall Work Programme
and expected to create an exceptional impact, addressing ‘big ticket’ challenges. These focus areas have been
designed around four political priorities: a low-carbon, climate resilient future; circular economy; digitising and
transforming European industry and services; and ‘Boosting the effectiveness of the Security Union’.
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The Focus Area ‘Boosting the effectiveness of the Security Union’ will have an overall budget of one billion euro.
It will bring together a wide array of security relevant topics from different parts of Horizon 2020, including ICT,
Space, Health and Energy.
I would like to give some examples on how we try to:

on the one hand, use security research as a tool to implement security policies; and
- onthe other hand, use security research to feed into the policy development cycle.

The most recent example is the comprehensive Counterterrorism Package which was adopted on 18 October. It
comprises a number of practical and operational EU measures to support Member States in fighting terrorism,
such as two Action Plans: one on CBRN preparedness and one on EU support to protect public spaces. The Pack-
age also entails Recommendations on
- the better application of the Regulation on explosives precursors; i.e. better control of supply chain
« as well as actions to counter radicalisation;
- to counter terrorist financing; and

to strengthen the external dimension of counter-terrorism.

Let me bring an example related to technology-oriented research on home-made explosives. Most bombs used
by terrorists or criminals actually benefit from commercially available products. Innovative solutions to neutralise
and detect these explosives have been a constant theme in both EU security policy and EU security research.
Our research projects PREVAIL and EXPEDIA have found a way to alter the composition of commercially availa-
ble chemicals, to make them unusable for bomb makers. These findings will now be used in the revision of the
new regulation on explosives. But short-term relevant recommendation to MS is already proposed. Through this,
research is providing scientific advice to the policy development process and contributes to the shaping of leg-
islation.

Another example is the Action Plan to protect public spaces — H2020 2018-2020 funding, ISF Police — 18.5Min 2018,
plus 100 M in 2018 Urban Innovation Act.

Our work on violent radicalisation is another, [less technology and more socially oriented example, but by no
means less important] Since 2007, research on violent radicalisation has been a recurrent topic in our Work Pro-
grammes. Under FP7, four such projects were funded with 14 million euro in EU contribution. Research projects on
violent radicalisation are producing scientific tools, and providing policy suggestions for direct use by law enforce-
ment agencies and security policy-makers, including by the experts of the Radicalisation Awareness Network.

As an illustration of their usefulness, let me just mention one of these projects, called SAFIRE, which developed,
for the first time, a model of the radicalisation process in its full complexity. This model is already actioned by
services in some Member States to address individual cases of radicalisation. Within Horizon 2020, TENSOR and
DANTE, two projects related to the detection of online terrorist content, started last year. Four more projects,
worth 12 million euro in EU contribution, were launched for funding this year, through the 2016 call for proposals
under the H2020 Secure Societies Challenge. They propose among others to develop policy recommendations
and improved communication tools for law enforcement and security agencies. Violent radicalisation and explo-
sives will remain research priorities for the 2018-2020 Work Programmes of the Secure Societies Challenge. These
are some examples of how the circle between research and policy is closed.

Some of you are already engaged in our projects. | would encourage all of you to look into our Work Programme,
into our projects. Our ultimate goal, from a European security research perspective, is to be useful to policy makers
and to law enforcement. Let’s join forces to be effective in the fight against crime and terrorism.

| wish you all three very successful days of discussions, mutual learning and networking.

Thank you for your attention.
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Abstract

The serious and organised crime landscape in the EU has changed drastically in the past years - in large part due
to advancements in technology. Criminals quickly adopt and integrate new technologies into their modi oper-
andi or build brand-new business models around them. The use of new technologies by organised crime groups
(OCGs) has an impact on criminal activities across the spectrum of serious and organised crime. This includes
developments online, such as the expansion of online trade and widespread availability of encrypted communi-
cation channels, as well as other aspects of technological innovation such as more accessible and cheaper drone
technology, and advanced printing technologies. Technology has become a key component of most, if not all,
criminal activities carried out by OCGs in the EU and has afforded organised crime with an unprecedented degree
of flexibility.

Keywords: card fraud, child sexual exploitation, crime-as-a-service, cybercrime, darknet, data, drones, drugs, en-
cryption, Europol, firearms, human trafficking, illegal immigration, intellectual property, internet, malware, money
laundering, online trade, organised crime, prevention, public-private partnerships, ransomware, technology.

1. Introduction

Serious and organised crime is a key threat to the secu-
rity of the EU. Criminal groups and individual criminals
continue to generate multi-billion euro profits from
their activities in the EU each year. Some parts of the
serious and organised crime landscape in the EU have
changed drastically in recent years — in large part due
to advancements in technology that have had a pro-
found impact on the wider society and economy.
While these advances have provided great benefit to
society in general, they are often used, abused, or ex-
ploited for criminal intent. Technology is therefore now
a key component of most, if not all, criminal activities

carried out by criminal groups in the EU and has afford-
ed organised crime with an unprecedented degree of
flexibility. This flexibility is particularly apparent in the
ease with which criminals adapt to changes in soci-
ety. The vital role of technology for organised crime
is clearly reflected in both the SOCTA 2017 (Europol
2017a) and IOCTA 2017 (Europol 2017b). The range and
variety of technological advances that can be exploit-
ed by criminals is extensive, this article will therefore
focus on some of the more noteworthy.
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2. Crime and the internet

While many technological advances play an important
role in a wide range of criminal activities, none has like-
ly had greater impact or influence than the internet.
Just as internet can be used to enhance and augment
the daily lives of everyday citizens, and the functioning
of businesses and services, it has not only given rise to
a completely new form of crime, but can facilitate or
assist criminality across almost all other crime areas.

The internet is of course fundamentally a source of in-
formation, and an environment where communities of
like-minded individuals can meet. The list of informa-
tion that could be used to assist criminals is essentially
endless, but key examples include access to detailed
map data, including satellite and street-views for re-
connaissance, shipping routes and schedules, tutorials,
guides and recipes for drugs or explosives, and tips on
operational security.

Cybercrime

Cybercrime is a global phenomenon, and is as border-
less as the internet itself. The attack surface continues
to grow as society becomes increasingly digitised, with
more citizens, businesses, public services and devices
connecting to the internet. Moreover, the potential for
one attacker to affect many victims is scaling expo-
nentially. The term ‘cybercrime’ encompasses a broad
range of different criminal threats however. The most
threatening aspects of cybercrime involve crimes such
as the distribution of ransomware and other mal-
ware, fraud involving non-cash payments and the
online trade in child sexual exploitation material.

Cyber-dependent crime

Cyber-dependent crime can be defined as any crime
that can only be committed using computers, comput-
er networks or other forms of information communica-
tion technology (ICT). In essence, without the internet
these crimes could not be committed. It includes such
activity as the creation and spread of malware, hacking
to steal sensitive personal or industry data and denial
of service attacks to cause reputational damage.

A mature Crime-as-a-Service business model under-
pins cybercrime and provides easy access to tools and
services across the entire spectrum of cyber-criminali-
ty, from entry-level to top-tier actors, or any other party,
including those with other motivations such as hack-
tivists or even terrorists. The development and distri-
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bution of malware continues to be the cornerstone for
the majority of cybercrime. Information-stealing mal-
ware, such as banking Trojans, represent a significant
threat, although ransomware has become the leading
malware in terms of threat and impact, as demonstrat-
ed by with the scale of the WannaCry and NotPetya
attacks of mid-2017. Network intrusions that result in
unlawful access to or disclosure of private data (data
breaches) or intellectual property are growing in fre-
quency and scale, with hundreds of millions of records
compromised globally each year.

Cybercrime continues to expand in scope and impact.
Digital economies and societies are an attractive tar-
get for cybercriminals. Technological innovation holds
exciting prospects for businesses and citizens alike,
but also creates new attack vectors for those criminals
seeking to capitalise on these developments. Increas-
ing internet connectivity by citizens, businesses and
the public sector, along with the exponentially grow-
ing number of connected devices and sensors as part
of the Internet of Things is creating new opportunities
for cybercriminals.

Cyber-facilitated crime

Cyber-facilitated crimes are crimes which can be con-
ducted either online or offline. The role played by the
internet is to increase the scale, geographic scope, and
speed of these crimes. Online child sexual exploita-
tion epitomises the worst aspects of cyber-facilitated
crime. The hands-on abuse of vulnerable minors occurs
very much in the real world, but it is captured, shared,
distributed, encouraged and even directed over the in-
ternet. The internet provides offenders and potential
offenders with an environment in which they can op-
erate with an enhanced level of safety and anonymity;
where they can research, target, and groom minors for
abuse. Moreover, the Darknet hosts a growing num-
ber of forums dedicated specifically to the production,
sharing and distribution of child sexual exploitation
material. The internet additionally offers a wide range
of internet-based applications, such as Peer-to-peer file
sharing, and secure data storage, which facilitate this
crime.

Fraud involving non-cash payments is an ever-pres-
ent threat. Many aspects of this crime area are highly
organised, highly specialised, and constantly evolv-
ing to adapt to both industry measures to combat it,
and new payment technologies. This crime priority is
divided into two, relatively distinct crime areas: card-
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not-present (CNP) fraud, which occurs largely online
and card-present fraud, which typically occurs at retail
outlets and ATMs.

Fuelled by the availability of compromised card data
stemming from data breaches, phishing, and malware,
the fraudulent use of compromised card data to make
purchases online continues to plague the e-commerce
industry. The retail sector is predictably one of the
hardest sectors hit; however, airline ticket fraud contin-
ues to have a high impact and priority across Europe.
Fraud relating to accommodation (e.g. hotels booked
using compromised cards) is on the increase. Both in-
dividuals and OCGs are involved in this type of activity.
Where OCGs are involved, this crime is often linked to
other crimes such as trafficking in human beings (THB)
or drugs, and illegal immigration — crimes where trans-
port and temporary accommodation is required to fa-
cilitate the criminal activity.

Technology is also providing criminals with new meth-
ods of intrusion into ATMs and similar systems. By drill-
ing or burning small holes into an ATM case, attackers
can reach the ATM’s computer hardware components.
The attackers use this access to control the ATM's oper-
ating system and force it to dispense cash.

Criminal groups involved in the theft of motor vehicles
increasingly rely on high tech tools to gain access to ve-
hicles and to overcome security measures. Information
on how to overcome car security systems can be easily
accessed via online messaging boards and websites.
As vehicles increasingly rely on keyless entry systems
and other new technologies to aid navigation, driving
and entertainment, this trend is set to intensify over the
coming years.

The online trade in illicit goods

Online platforms operating in the legal economy have
had a profound impact on business models, shopping
experiences and customer expectations. The multi-
plication of sales platforms makes online trade easier,
more accessible and cheaper. This development has
been mirrored in the online trade in illicit goods and
services as criminals, like legitimate traders, seek op-
portunities to grow their businesses. lllicit online mar-
kets, both on the surface web and Darknet, provide
criminal vendors the opportunity to purvey all manner
of illicit commodities. Many of these illicit goods, such
as cybercrime toolkits or fake documents, are key ena-
blers for further criminality.

The drugs market is undoubtedly the largest criminal
market on the Darknet, offering almost every class of
drug for worldwide dispatch. Earlier this year, the now
defunct AlphaBay, one of the largest Darknet markets,
had over 250 000 separate listings for drugs, account-
ing for almost 68% of all listings. 30% of the drugs
listings related to Class A drugs. Prior to this year’s law
enforcement action, some studies suggest that the
total monthly drugs revenue of the top eight Darknet
markets ranged between EUR 10.6 million and EUR 18.7
million, when prescription drugs, alcohol and tobacco
were excluded.

Infringements of intellectual property rights (IPR)
are a widespread and ever-increasing worldwide phe-
nomenon, exacerbated by online markets. The impact
of counterfeiting is high in the European Union, with
counterfeit and pirated products amounting to up to
5% of imports. Most counterfeit products can be sold
on the surface web, being presented as (or mixed with)
genuine products. Sale of counterfeit products on the
Darknet tends to relate to those commodities that are
explicitly illegal, such as counterfeit bank notes and
fake ID documents.

Compromised data is another key commodity com-
monly traded online, and subsequently used for the
furtherance of fraud. Typically, this is financial data such
as compromised payment card data or bank account
logins. However, any data that could be exploited to
commit fraud or other crimes is also readily available
for sale. This includes everything from lists of full per-
sonal details and scanned documents to email lists and
online account logins.

Firearms are increasingly traded on online platforms
including Darknet marketplaces. Both individual crim-
inals and OCGs can obtain illegal firearms via these
markets. This online trade allows individuals with no or
limited connections to organised crime to procure fire-
arms. Given the number of terrorist attacks throughout
2016/2017, the potential easy availability of firearms and
explosives is a worrying trend.

3. Communications technology

There have been many developments in communi-
cations technology in the last few decades - innova-
tions that have vastly improved the availability, speed,
range, and security of channels of communication.

\
N P
T CEPOL




European Law Enforcement Research Bulletin - Innovations in Law Enforcement

In parallel with this are developments in the devices
through which these channels operate. As an example,
the modern mobile phone is not simply a telephone,
but a fully functional, internet-enabled computer. The
internet, coupled with almost ubiquitous access via
smart devices has spawned a myriad of communica-
tion applications and options, from text-based instant
messaging to Voice-over-internet protocols (VoIP) and
live video streaming.

Criminals make use of all and every communica-
tion channel available, not just for their own internal
communication, but also to contact potential victims,
which modern technology allows them to do in un-
precedented numbers. For example, email can be used
for phishing campaigns or to distribute malware, and
social media can be used to find and groom victims for
online child abuse.

Law enforcement is witnessing a transition into the use
of secure apps and other services by criminals across
all crime areas. The majority of the apps used are the
everyday brand names popular with the general popu-
lace. As not only these applications, but also the devic-
es they operate on, become increasingly secure, incor-
porating end-to-end encryption for example, they are
readily adopted by criminals seeking reliable, secure
communications. This creates additional challenges for
law enforcement as it renders many traditional inves-
tigative techniques, such as wire-tapping, ineffective.

Encryption

While the use of encryption is increasingly important
to private citizens and industry for protecting their
data, thereby denying it to criminals who desire it for
criminal purposes, the growing use of legitimate ano-
nymity and encryption services by criminals and other
malicious actors poses a serious impediment to the
detection, investigation and prosecution of crime. This
is pertinent across all crime areas, including terrorism.

4. Criminal finances and money
laundering

Criminal finance has benefitted greatly from techno-
logical innovation such as the shift to online solutions
for most financial services provided for the legitimate
economy. The emergence of new forms of payment
such as cryptocurrencies and the appearance of
a plethora of highly diverse and often difficult to regu-
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late online payment and banking platforms has afford-
ed criminals with new ways of financing and expand-
ing their criminal businesses. The rapid processing
of transactions across multiple jurisdictions and the
proliferation of encryption and anonymisation tools
represent some of the most significant obstacles en-
countered in increasingly complex and technically de-
manding financial investigations.

Sitting largely outside the regulated financial sector,
cryptocurrencies are increasingly exploited by crimi-
nals. For the past few years, this has almost universally
meant Bitcoin, the criminal abuse of which has grown
in parallel with its general adoption and legitimate
use. It is the most commonly used currency for crim-
inal-to-criminal payments within cybercrime, for ex-
ample when purchasing or renting cybercrime tools
or services on the digital underground. It is the only
currency accepted on most Darknet marketplaces and
automated card shops, and is the currency required by
almost all of today’s ransomware and DDoS extortion
demands. There are also a growing number of cases
where it is used for crimes outside of cyberspace, as
payment for ransom in kidnappings for example.

5. Industrialisation and manufacturing

Many crime areas have benefitted from developments
in, or the increased availability of technology asso-
ciated with manufacturing and the industrialisation
of processes. One such area is the drugs market. The
market for drugs remains the largest criminal market in
the EU. 45% of the criminal groups active in the EU are
involved in the production, trafficking or distribution
of various types of drugs across Member States, gener-
ating multi-billion euro profits for the groups involved
in this activity. Technical innovation and the accessibil-
ity of sophisticated equipment has allowed criminal
groups to maximise production output. Large-scale
cannabis cultivation sites are often maintained us-
ing professional growing equipment such as climate
control systems, CO2 and ozone generators. Similarly,
laboratories manufacturing synthetic drugs feature
advanced equipment and production lines capable of
producing synthetic drugs on an industrial scale. The
production, trafficking and distribution of illicit drugs
remains a key threat to the EU that is only enhanced
by the availability of advanced production equipment
and the shift to online platforms used to trade these
illicit drugs.
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Other crimes that have benefited from advances in man-
ufacturing technology are those that concern the pro-
duction of other illicit commodities, such as counterfeit
products, including counterfeit banknotes. Industrialisa-
tion, automating and miniaturisation have all contribut-
ed to faster and greater production of higher quality (in
terms of apparent authenticity) counterfeit goods.

3D-printing

One particular manufacturing technology that has demon-
strated its potential for criminal abuse is that of 3D printing.
Already readily available, 3D printers can print in a wide vari-
ety of materials including ceramics, plastic and metals. More-
over, assuming that the appropriate files can be obtained,
almost any object can be printed with those materials. It is
already possible to print handguns, and magazines, and as
bigger printers become available, it will be possible to print
larger objects. Such technology is already used by ATM
skimmers to produce skimming devices and equipment
(such as ATM panels). Developments in 3D printing technol-
ogy have seen many consumer 3D printers hit the markets
making it easier for criminals to acquire the technology they
need to make the custom components required for any il-
licit purpose.

Drone technology

Advances in drone technology are expected to have an
impact on a number of areas of criminality - essentially any
crime that could exploit a low profile mechanism of trans-
porting or delivering illicit goods. The trafficking and distri-
bution of drugs or other contraband are obvious examples.
As drones develop greater travel distance and the ability of
carrying heavier loads, as well as becoming more afforda-
ble, criminal groups involved in drug trafficking will likely in-
vest in drone technology in order to avoid checks at border
crossing points, ports and airports.

The availability of drones will open up a number of
opportunities for criminals and other malicious actors.
Drones will allow for reconnaissance and counter sur-
veillance, and it has already been demonstrated that
civilian drones can be mounted with firearms, includ-
ing automatic weapons, or potentially even explosives.

6.The law enforcement response

It is clear that that any developments in the use of
technology by criminals must be matched and coun-
tered by an appropriate and effective law enforcement
response. There is an obvious challenge here for law

enforcement to not only keep pace with new techno-
logical developments, but with emerging crimes and
a continually changing threat landscape.

Cybercrime, as a relatively new crime area, is a good ex-
ample of this, and poses many challenges peculiar to
that crime area. Attribution — determining who is be-
hind an attack, and where they globally are located, is
especially challenging, particularly in an environment
where cybercriminals share tactics and tools with ma-
licious actors with other motivations, such as hacktivist
or nation state actors. Furthermore, many aspects of
cybercrime are developing rapidly, requiring specific
expert knowledge and the use of cutting-edge inves-
tigative techniques and advanced digital forensic tools.

In order for law enforcement to effectively fight tech-
nology-enabled crime, it must of course embrace
technology itself. Technology can also be a significant
aid to law enforcement authorities in the fight against
serious and organised crime, often using the very
same technology abused by criminals. For example,
mapping and geo-location tools have proved to be
invaluable for planning and co-ordination during large
events such as public protests, especially if combined
with other technologies such as drones and social me-
dia monitoring on the internet. Developments in artifi-
cial intelligence and machine learning could have sig-
nificant benefits when considering predictive policing
software, or the processing of the increasing volumes
of (big) data that potentially arise from modern police
investigations.

Naturally, the use of such technology by law enforce-
ment has considerable resource implications, not just
in gaining access to or ownership of the technology
in question, but in ensuring that adequate training is
available to capitalise on the technology. A harmo-
nised and co-ordinated approach towards training and
capacity building across the EU is therefore essential.

Many aspects of the criminal abuse of technology are
out-with the implicit remit of law enforcement, and in-
stead lie with regulators and policy makers. This applies
to issues such as encryption, or the commercial avail-
ability and use of drones. Emerging technology fields
such the Internet of Things (loT) for example, have
resulted in the creation of new legal, policy and regu-
latory challenges, and demand cooperation between
different sectors as well as different stakeholders. In
such discussions, it is essential for law enforcement to
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have a voice, and to provide guidance and recommen-
dations regarding the needs and requirements of law
enforcement in order to be able to continue effectively
combatting crime where these technologies are in-
volved.

Combatting crime however is not something law
enforcement can or should shoulder alone. A critical
factor for success is therefore to develop working re-
lationships with private industry and academia. Indus-
try and academia often have access to data, resources,
technology and expertise that is simply unavailable
to law enforcement. Moreover, they are often willing
partners, particularly when a threat affects their indus-
try. An excellent example of this are Europol's Global
Airport Action Days that target fraudsters travelling on
tickets bought using compromised payment cards.
Such events bring together law enforcement, airline
companies, travel agents, banks, and payment card
companies from over 60 countries round the world,
and have had a significant impact on this threat area.

This level of joint working and engagement with the
private sector represents a significant change in the
mind-set for many law enforcement agencies, whereas
previously they may only have ‘engaged’ with com-
panies through court orders and warrants. This for-
mation of successful and mutually beneficial collabo-
rative partnerships with non-law enforcement bodies
demonstrates how law enforcement has had to adapt
to factors other than emerging technologies, and has
changed the way it interacts with other facets of so-
ciety.

Another such development is the growing involve-
ment of law enforcement in prevention measures.
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Abstract

The traditional methods of migratory management alone cannot withstand the challenges the migration author-
ities are facing today, therefore the state-of-art solutions have become indispensable for situation monitoring.
This paper gives a brief overview of the surveillance tools — Eurosur Fusion Services (EFS) applied by Frontex under
the EUROSUR framework. Special attention was paid to optical and radar imagery, airborne aerial surveillance
technologies, maritime surveillance tools enabling detection and tracking of the vessels of interest, geographical
information system (GIS) technology for data integration and dissemination. The paper provides valuable insights
into the full EFS lifecycle — from service design integration to transition and implementation, and stresses the
importance of the customer-oriented approach and continuous service improvement to better respond to the
situation monitoring needs of Member States.

Keywords: migration management, border surveillance, surveillance tools, aerial surveillance, state-of-the-art

technology

Introduction

The migratory pressure that Europe has been expe-
riencing for couple of years now is a hot topic in the
public and social media. It is however even hotter topic
for actors who are directly engaged in dealing with mi-
gration management on a day-to-day basis. The tradi-
tional methods of migratory management alone can-
not withstand the wide scope of issues the migration
authorities are facing today. Thus the use of modern
technology has been one of the viable solutions used
by most of the notable actors on the stage of the Euro-
pean migration management.

1 Corresponding author's email: Piotr.Malinowski@frontex.europa.
eu

One of the actors that highly values and makes the
best use of the state-of-art technologies is Frontex,
the European Border and Coast Guard Agency. As per
the Council Regulation (EC) 2007/2004 of 26 October
2004 the European Agency for the Management of
Operational Cooperation at the External Borders of the
Member States of the European Union (Frontex) was
established and repealed by Regulation (EU) 2016/1624
of 14 September 2016, as Frontex, the European Border
and Coast Guard Agency. The core mission of Frontex is
to promote, coordinate and develop European border
management in line with the Charter of Fundamental
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Rights of the European Union and the concept of Inte-
grated Border Management?.

Frontex takes an active role in variety of migratory mat-
ters, helping to identify migratory patterns, as well as
trends in cross-border criminal activities by monitoring
the situation at the borders and supporting border
authorities in sharing information. The Agency also
carries out vulnerability assessments, coordinates and
organises joint operations and rapid border interven-
tions, as well as assists EU Member States in forced re-
turns of people and organises return operations.

In addition, Frontex supports the cooperation be-
tween law enforcement authorities, EU agencies and
customs and works closely with European Fisheries
Control Agency (EFCA) and European Maritime Safety
Agency (EMSA) to implement multipurpose opera-
tions. In these operations, vessels and aircraft deployed
for border surveillance can also be used for fishing and
environmental monitoring.

In all of the aforementioned activities Frontex focus-
es on preventing smuggling, human trafficking and
terrorism as well as many other cross-border crimes,
sharing gathered intelligence with relevant entities. In
doing so, the Agency acts as the centre of expertise
in the area of border control by developing training
curricula and specialised courses in a variety of areas.
In all of these matters, Frontex encourages the use to
the newest technologies available to match the latest
challenges that the wide scope of migratory issues en-
tails. In particular, the state-of-art solutions available
have been indispensable and crucial for the situation
monitoring purposes.

The Agency strives to become the leading source of
balanced assistance to the European Commission and
Member States in relation to the long-term EU Research
Framework Programmes, which are relevant to border
security. The Agency plays a key role in analysing exist-
ing and future capacity needs and feeding them into
the planning and implementation of the EU Research
Programmes. The Agency also serves as a technical ad-
visor and support to Member States and the European
Commission as well as other stakeholders. It facilitates

2 See Article 77 TFEU (ex-Article 62 TEC), Article 4 of Regulation
(EU) No 2016/1624, Council Conclusions of 4-5 December 2006
on Integrated Border Management (2768th Justice and Home
Affairs Council meeting in Brussels).
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information exchange by organising demonstrations,
pilot projects, workshops and conferences.

Common application of surveillance
tools - the legislative framework

The situation monitoring assignment stems large-
ly from the Agency’s tasks entrusted by the Eurosur
Regulation No 1052/2013 of the European Parliament
and of the Council of 22 October 2013 establishing the
European Border Surveillance System (Eurosur). Under
Eurosur, Frontex maintains a European situational pic-
ture and common pre-frontier intelligence picture that
contain information on the situation at European bor-
ders and the pre-frontier area.

Frontex is also responsible for coordinating the so-
called common application of surveillance tools, i.e.
Eurosur Fusion Services. At the strategic level, the EFS
implementation relies on the legislative framework for
the provision of the high quality Eurosur Fusion Servic-
es (EFS) - the common application of surveillance tools
as per Art. 12 of Eurosur regulation (EU) No 1052/2013,
the Regulation (EU) 2016/1624 on the European Border
and Coast Guard and the Copernicus Regulation (EU)
No 377/2014.

In addition, the EFS provision in 2018 will also be based
on the Copernicus Delegation Agreement, signed on
November 11, 2015 between the European Commis-
sion and Frontex, which provides for the implementa-
tion of the border surveillance component of the Co-
pernicus Security Service. This allows Frontex to access
resources both financial and technical provided by
this Programme, including privileged use of Coperni-
cus Space Component Data Access (Copernicus Data
Warehouse).

State-of-the-art technology in the field of
border surveillance

The vision of the Eurosur Fusion Services is to sup-
port and add value to operational activities, as well
as to provide essential components to compile the
European Situational Picture (ESP) and the Common
Pre-frontier Intelligence Picture (CPIP) from a variety of
sources, including platforms deployed under the Com-
mon Application of Surveillance Tools. In practice this
means that a number of information services and data
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sources (external: institutional, commercial providers;
internal: Frontex systems) are bundled together into
customised and integrated services. These customised
services are delivered to EU Member States authorities
and other partners via different communication chan-
nels, including the Eurosur network. These services are
defined based on user needs in Member States and
Frontex, and contribute to achieving the strategic and
operational objectives of border surveillance. Frontex
Fusion Services currently include 13 services with three
new services still in pipeline.

The EFS makes extensive use of the satellite data with
optical and radar imagery. Radar imagery is mostly
used for the Vessel Detection Service where it helps
to detect objects at sea. The service can be correlated
with the collaborative ship reporting systems such as
Automatic Identification System (AIS) and Long Range
Identification and Tracking (LRIT) to identify uncooper-
ative vessels or small boats not required to have such
a transmitter. This allows operational planners to effec-
tively allocate seaborne and airborne assets to investi-
gate these detections and intercept vessels.

Optical data is mainly used over land to perform tasks
such as verifying intelligence reports and applying
change detections. This is useful to establish the man-
made built ups and changes in the terrain potentially
indicating departures. Both imageries data is best used
complimentary to benefit from the advantages of both
technologies. Over the course of last years the resolu-
tion of optical imagery has significantly increased from
a few meters to 30-50 centimetres, allowing for the
identification of even the smallest objects of interest.
This is mainly due to military technology becoming
available for civilian use and an increased number of
satellite constellations becoming available to Frontex,
helping further improve service capabilities.

Another area of activity where state of the art technol-
ogy applies is anomaly detection. Special algorithms
are applied to identify general patterns of behaviour
of vessels. This allows operators to identify potentially
suspicious behaviour for further analytical and decision
making purposes.

The Maritime Simulation Module provides operators
with a tool to compute and simulate the likely posi-
tions of vessels in distress and possible routes, taking
into consideration the meteorological and oceano-

graphic information such as wave high, current, wind
speed and water temperature.

The use of modern technology would not be com-
plete without the use of real-time data. The incorpora-
tion of the real-time data is achieved by using airborne
aerial surveillance technologies through the extended
use of Fixed Wing Aircrafts (FASS) and Remotely Piloted
Aircraft Systems (RPAS) under the Multipurpose Aerial
surveillance (MAS) service. The streamed real-time data
is received from the airplane to the European Moni-
toring Room at Frontex premises and other dedicated
coordination centres. In case of a detection, EMT ex-
perts analyse the information and alert the responsi-
ble authorities or the responsible international coor-
dination centre - who also have parallel access to the
live video stream — to take over and coordinate the
proper follow-up activity. The gathered information is
inserted real-time into different information exchange
platforms between the Frontex, Member States and
other entities (e.g. EU Agencies) concerned (to create
a real-time awareness picture). It is also combined with
other available data sources.

To manage and process the variety of data collected
(ship data, geospatial data, reporting data etc.), Frontex
requires cutting edge geographical information sys-
tem (GIS) technology for data integration, visualisation
and dissemination®.

The Eurosur Fusion Services are delivered through the
Frontex web-based information exchange systems
adapted to fit the customer needs and reflect the us-
er-friendly approach to service delivery. These systems
are also continuously upgraded with features such as
new search functionalities and more intuitive user in-
terface.

The Eurosur Fusion Services (EFS) -
service design and implementation

The Frontex Situation Centre (FSC), a unit within the
Situational Awareness and Monitoring Division of Fron-
tex, manages the design and delivery of these services.
It is important to highlight that the services undergo
a complete service lifecycle from service design inte-

3 Geographic Information Systems is a computer-based tool that
allows to analyse and integrate geospatial data from a variety
of sources and display multiple layers of information on a single
map.
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gration to transition and implementation. In all of these
aspects continuous service improvement is the key
process that ensures that the modern technologies are
applied directly to the services delivered to customers.

The customer-oriented approached is achieved
through the daily support of the Service Desk - Single
point of contact for situational monitoring and informa-
tion exchange services and products, and also through
numerous user uptake activities, involving workshops,
awareness sessions and other forms where valuable
feedback stimulates the improvement of services.

In order to ensure that the technologies are applied
in the best way to fit the operational environment the
EFS Service Managers who are dealing with the direct
service implementation in the Member States provide
detailed hands-on trainings to the users. In order to
make the best use of technologies for training purpos-
es, Frontex also benefits from remote training options
via video-conferences, video tutorials and e-Learning
platform.

Services and their newest capabilities are tested and
tried in the real operational environment during the
EFS exercise campaigns to ascertain the service qual-
ity and possibilities of use cases through combination
of different service combinations. During the recent
years the exercises were organised and services tried
in all major sea regions from Atlantic, through Mediter-
ranean, Black and Baltic Sea, as well as in the external
land border sections most affected by migration. All of
these efforts demonstrate the intent to ensure that the
technologies used are up-to-date and reflect the best
use of services for purposes of the situational monitor-

ing.

Conclusions

Frontex's vast experience demonstrates that the use of
modern technology is indispensable for ensuring that
migratory management is efficient and addresses con-
temporary challenges.

The Eurosur Fusion Services (EFS) are all about con-
tinuous expansion and enhancement of the existing
capabilities with the state-of-the-art technology and
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widening the range of information and data fused and
provided to Frontex customers. In that respect, Frontex
closely cooperates with other Agencies, making use
of service contracts and products already available to
avoid duplication and receive best value for money.

The continuous service improvement lifecycle is key to
ensure that the modern technologies applied in the
migratory management field are still valid and reflect
the current technological achievements. The crucial
part of this is the availability of information on the lat-
est technology progress in the field.

Frontex plays an active role in exploring the newest
innovations and tools offered and is a regular partic-
ipant in the technology expositions and conferences
related to its potential use for the border management
purposes.

Ever since its launch in 2014, and full operationalisation
in 2015, the EFS have facilitated situational awareness
of Member States and other Frontex stakeholders. Over
the last 4 years, the number of EFS service users has
significantly increased.

The services offered to the Frontex stakeholders via EFS
are dynamically evolving in response to users’ needs,
feedback and latest available technical solutions. For
Frontex, the service evolution stands for the improve-
ment of the existing service capabilities, e.g. infrastruc-
ture upgrade and decreased time of service delivery.
Few years ago it was unimaginable to have a high res-
olution imagery detecting object of less than 1m, and
now such imagery is delivered on a day-to-day basis.

Following the increased demand for higher resolution
and better quality, Frontex motivates and drives com-
mercial suppliers to strive for success in the field of re-
search and innovation. In doing so, Frontex serves as
a linkage between research (and development) com-
munity, end users and policy makers involved in bor-
der management issues to ensure that the challenges
faced at the EU borders are duly tackled. Therefore,
the Agency not only stays abreast of the latest border
surveillance technology, but also constantly looks into
the future to identify opportunities for further devel-
opment.
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Abstract

A

In this contribution the main argument is that a triple helix collaboration between industry, government and
knowledge institutes can be a vehicle to stimulate innovation and technology in the field of safety and security.
To underpin this argument the significance of the evolution from a state model to a triple-helix model is described
as well as the paradigm of open innovation that is a necessary condition for the triple-helix model. Relying on
experiences since 2014 with the Belgian Innovation Centre for Security reflections are made on the dynamics of
the triple-helix collaboration taking into account its creation, objectives, ambition, methodology, partners and
funding. Some of the (perceived) barriers encountered and logics used by government, as one of the ‘hesitating’
participants in the triple-helix collaboration, are further discussed.

Key Words: triple-helix, innovation, technology, security, safety, Belgium

Introduction

In Europe and indeed around the world, the security
sector is seen as one of the sectors with the most po-
tential for growth in employment and turnover (BVBO,
2012; CoESS, 2013). Over the past decade, safety and se-
curity issues have undergone a fundamental change.
Supervisory and surveillance tasks are ever more rap-
idly evolving towards traditional on-site surveillance by
deploying security staff with mobile security, which are
backed up by technological and electronic equipment
(CoESS, 2013). The traditional ‘system and technology

1 Director of the research group ‘Governing & Policing Security'
In 2014 she took up the presidency of the Innovation Center for
Security to pursue a nexus in the field of innovation, technology
and security. Since 2017 she is also Adjunct Professor at the
Griffith Criminology Institute at Griffith University in Brisbane,
Australia.

solutions’ consisted of cable laying, camera positioning
and routine surveillance service planning. Nowadays,
when it comes to supporting businesses with their
security challenges, there are high expectations with
regard to securing the cloud and handling Big Data
and smart solutions (mobile and integrated) (Marti,
2011). In a large-scale survey of 28 EU Member States,
Bosnia-Herzegovina, Macedonia, Norway, Serbia, Swit-
zerland and Turkey, conducted by the Confederation
of European Security Services (CoESS), 92.31% of re-
spondents said they expected to see positive growth
in technological applications in the safety and security
markets. According to 92.31% of the respondents, there
will be solid growth in pooled technology, ICT and se-
curity staff services, whereas according to 53.85%, the
traditional security and surveillance market will shrink,
thus appearing to be in decline.
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In recent years, the field of security in Belgium has seen
a great many technological initiatives and innovative
developments. For example, several local police forces
have taken the initiative to deploy new technologies
such as ANPR (Automatic Number Plate Recognition),
drones and/or unmanned cameras. These initiatives
typically begin as a local initiative, which results in
a much broader spread. On the one hand, this is pos-
itive, because it reveals the flexibility of local police
forces when it comes to technology and innovation.
On the other hand, however, it is a drawback, because
the initiatives’ local character does little in the way of
encouraging the technological and innovation learn-
ing process among other police forces. Fire services are
embracing innovation too, turning to ‘smart’ clothing,
which integrates sensors and communication devices
into the protective clothing, or experimenting with the
potential to deploy drone technology during fire-fight-
ing events. The opportunity to stimulate cross-sector
innovation is not being fully exploited. In other words,
too little knowledge is being exchanged within and
between organisations (Easton & Dormaels, 2016).

It is worth noting that a great many of these security-re-
lated initiatives take shape through bilateral partner-
ships. These are largely local security actors from the
public sector who partner with private sector actors,
businesses which generate new products and servic-
es in the fields of technology and innovation. One ex-
ample would be the police zone of MidLim (As, Genk,
Houthalen-Helchteren, Opglabbeek, Zutendaal) which
partnered with a drone company and became the first
zone to deploy drone technology. Rarely in Belgium
do partnerships arise involving the state, industry and
academia when it comes to innovation and technolog-
ical development in the field of security (Dormaels &
Easton, 2016).

One exception to this is the Innovation Centre for Se-
curity, the non-profit organisation INNOS?, which was
established in 2014 and acts as a Belgian intermedi-
ate organisation that stimulates innovation and tech-
nology partnerships between industry, government
and knowledge institutes in the field of security. The
interaction among these three actors forms the foun-
dation of the triple-helix model. Below, we explain
the significance of the evolution from a state model
to a triple-helix model (2). Then, we go on to outline
the paradigm of open innovation as a necessary con-
dition for the triple-helix model coming to full fruition

2 www.innos-center.be
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(3). We also take a close look at the complex workings
of the triple-helix model (4). After that, we describe the
creation, objectives, ambition, methodology, partners
and funding of the Innovation Centre for Security in
Belgium. Finally, based upon our experiences® at the
innovation centre, we reflect on the triple-helix as a ve-
hicle for spurring on innovation and technology in the
field of security.

The evolution from a State Model to
a Triple-helix Model

When we consider the models available to us on the
creation of technological innovation, we come across
the triple-helix concept, which made its debut in the
1990s and was introduced by Etzkowitz and Leydes-
dorff (Etzkowitz, 1993; Etzkowitz & Leydesdorff, 1995).
The concept has been described as: ‘The interaction
among university, industry and government.” (Etzkow-
itz, 2008: 1) and can be situated on the evolutionary
line from state model to laissez-faire model to triple-helix
model, which is depicted in Figure 1 below and briefly
explained thereafter.

The most significant institutional pillar of the so-called
state model is government, to which industry and
knowledge institutes are subordinate. The government
governs relations between these actors and takes the
lead in any projects or new initiatives. These institu-
tional spheres are a fair distance apart. The downside
to this model is the lack of bottom-up initiatives, which
stifles innovation. In the laissez-faire model (middle of
the illustration above), the government, industry and
knowledge institutes operate autonomously and inde-
pendently of each other. In other words, there are clear
boundaries, as a result of which interaction, and there-
fore innovation, is limited. The triple-helix model (to
the far right in the illustration above), implies coopera-
tion and interaction between knowledge institutes, in-
dustry and government. The purpose of this intensive
cooperation is to promote innovation and, through
a mutual exchange of knowledge and experience,
bring about economic growth. As a consequence of
this, the model provides a means by which to analyse
innovation in a knowledge economy. In addition, it can
also be seen as a workable model for steering process-
es of innovation (Etzkowitz & Ranga, 2013).

3 This experience consists of four years of participation in the
functioning of the Innovation Center for Security (vzw INNOS)
as president (Marleen Easton) of this non-profit organization.
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Figure 1: Evolution from a state model to a laissez-faire model to a triple-helix model (compilation of models from Etzkowitz,

H., 2008).
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At the heart of the triple helix lies the issue of construct-
ing an entrepreneurial state in which knowledge insti-
tutes, industry and government can jointly innovate in
response to current economic challenges in any num-
ber of policy areas. The triple-helix concept is under-
pinned by the thesis that in a knowledge economy the
potential for innovation and economic development
resides in the interaction between knowledge insti-
tutes, government and industry. That very interaction,
the model’'s Achilles’ heel, is seen as the source of new,
innovative organisational forms and social interactions,
which stimulate the production, transfer and applica-
tion of knowledge (Ranga and Etzkowitz, 2013:239).

The triple-helix partnership is also thought to have the
potential to resolve the so-called ‘innovation paradox’.
The paradox exists in the sense that knowledge insti-
tutes’ research activities do not align with private sec-
tor innovation needs (SERV, 2011; Flemish Government,
2014:13). Indeed, the same paradox exists in respect of
public sector needs for innovation. The paradigm of
open innovation is thus essential for spurring on inter-
action between the three institutional spheres (gov-
ernment, industry and knowledge institutes).

The Paradigm of Open Innovation

A precondition to a full appreciation of the triple helix
is the paradigm of open innovation. ‘By open innova-
tion we mean close collaboration by all stakeholders (busi-
nesses, citizens, universities, financial institutions and other

Tri-lateral networks and
hybrid organizations

..- : - \
Academia
State

Industry |

intermediate organizations) in addressing a business and
social opportunity or challenge. Engaging with each oth-
er through multiple channels and pooling their internal
resources; including knowledge, finance, people, markets
and data.... It is about co-innovating and co-creating.’ (An-
derson & Hutton, 2013:4). Chesbrough* (2006:15) argues
that ‘open innovation’ deserves its status as a new par-
adigm because external knowledge is employed; be-
cause there is a new perspective on successful inno-
vation (not merely organisation-specific) and because
intermediate organisations have emerged and other
measurement tools have been developed to monitor
an organisation’s innovation.

In other words, open innovation is about sharing
knowledge (= power) in partnership and in interac-
tion with others. It is about open interaction between
disciplines, sectors, organisations and professions. The
‘boundaries’ are, as it were, deliberately exceeded.
A process is put in place which is at once practically
oriented and theoretically based, and this brings us to
what is known as ‘evidence-based co-created public
policy’. The ability to develop this rests on active com-
mitment of the stakeholders and partners involved,
a commitment of resources (personnel, money, equip-
ment and infrastructure) and high-quality employees
and leaders/managers, who are able to set up the net-
works®.

4 Chesbrough Henry is executive director Center for Open Inno-
vation, Walter A. Haas School of Business, University of California,
Berkeley, USA.

5 www.biginnovationcentre.com
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Mutual confidence is crucial to bringing all of this
about in practice. Given that the parties in the triple
helix (government, industry and knowledge institutes)
each have their own structural and cultural identi-
ty, it is important that they get to know one another,
demonstrate mutual understanding and communi-
cate clearly. Moreover, a shared interest is needed to
create and maintain a ‘balanced’ triple helix at the very
least (Smits, 2011).

Europe also encourages the concept of ‘open inno-
vation’, and even takes it a step further with its ‘open
innovation 2.0, which rests on a Quadruple Helix In-
novation Model. In addition to government, industry
and knowledge institutes, the quadruple helix involves
citizens. The end users are involved at the start of the
innovation process to create a stronger impact (includ-
ing societal impact), or this is the idea at any rate. In
other words, it is not just about open innovation, but
about participative innovation. This sort of participa-
tion takes shape in the so-called Living Labs, in which
a public-private-people partnership (PPPP) is created
and social innovation is considered alongside techno-
logical innovation®. But whether and how the impact
will be felt in practice is very much a matter of wait
and see. Keeping a healthy critical eye on the process
seems absolutely appropriate here. After all, the triple
helix's workings are complex. In the following section
we consider a few of the model’s core dynamics.

The Workings of the Triple-helix Model

Figure 2 below introduces the complex workings of
the triple helix. We introduce a few of the main dynam-
ics, but the list is by no means exhaustive. Etzkowitz
makes a distinction between circulation at the macro
level (between actors) and at the micro level (with-
in each institutional sphere). The first form leads to
partnership, projects and networking between the
actors involved, whereas the second consists of out-
put from each individual actor (Etzkowitz, 2007: 8). In
other words, it requires circulation of flows within and
a circulation of flows between universities/knowledge
institutes, industry and government. Below, we focus
on circulation of flows between the actors involved, in
that our contribution is about the stimulation of inter-
action between these actors.

6 https://ec.europa.eu/digital-agenda/en/open-and-participa-
tive-innovation
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If we zoom in on the workings of the triple helix, Fig-
ure 2 tells us that the circulation of people, information
and output is a crucial factor in generating interaction
between the actors (Etzkowitz, 2007).

The triple-helix model recognises the importance of
people (academics, policy-makers, students, entrepre-
neurs and business angels) as individual innovators.
Within this model Ranga and Etzkowitz draw a dis-
tinction between the innovative organiser and the
enterprising academic, among others. The innovative
organiser takes a key position in one of the institutional
spheres and exerts the influence needed to bring gov-
ernment, industry and knowledge institutes together.
He or she takes the initiative to coordinate top-down
and bottom-up processes, initiatives and stakeholders,
with a view to developing new ideas, promoting eco-
nomic and social development and winning support
for accomplishing innovations (Ranga and Etzkowitz,
2013:242). The enterprising academic seeks to har-
monise the research activities with the needs of the
market and government. This results, among other
things, in the establishment of spin-off organisations
and sale of patents, but also includes the accumulation
of knowledge about how technology impacts organ-
isational processes (Ranga and Etzkowitz, 2013:243).
In other words, the enterprising academic offers a re-
sponse to the aforementioned innovation paradox.

It is clear that individual innovators (innovative organ-
isers and enterprising academics) step outside of their
traditional roles, which are linked to their institutional
context, whether it be industry, government or knowl-
edge institutes. This is precisely why the boundaries be-
tween the actors involved become blurred in this sort of
triple-helix partnership. In any event it facilitates better
circulation of people, ideas, knowledge and capital. This
openness stimulates flexibility, creativity and innovation
(Ranga and Etzkowitz, 2013). Specifically, the circulation
of people can be achieved in several ways. It can be
done through a permanent shift from one sphere to
another. A professor, for example, can become a full-
time business entrepreneur. What's more, there is also
the potential to combine two positions, for example to
have a part-time or full-time appointment at a universi-
ty, along with a part-time position in industry or govern-
ment. For example, a practitioner might be appointed
part-time to a university to conduct research or prepare
his or her doctoral dissertation. It could also happen
that a person transfers to another sphere where he or
she enjoys relative success before returning to his or her
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Figure 2: Triple helix circulation (Etzkowitz, 2007:9).
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previous position. According to Ranga & Etzkowitz this
dynamic can break down ‘parochial thinking" and gen-
erates empathy within the triple-helix model.

At the same time, this blurring of the boundaries can
be a source of conflict, particularly from the demands
which stem from a traditional perspective on roles
within an institution’s own context. At universities, for
example, professors are judged on their publications
and funded research projects, and not so much on the
relationships they develop with other disciplines, busi-
nesses and government based on their expertise. On
the other hand, it is about the traditional government
view of partnership with industry, and the limitations
that government experiences in this form of partnership
as a result of the public procurement legislation. Finally,
seeing the direct added value and return on investment
through partnership with government and knowledge
institutes is a challenge for many businesses.

Figure 2 also clearly illustrates the need to actively stim-
ulate information flows between the actors in the triple
helix. This is because partnership relies on communica-
tion and information. Nowadays information and com-
munication technologies provide a wealth of opportuni-
ties to share information and stay up-to-date on potential
new developments. These information networks must
be actively set up in the triple helix (Etzkowitz, 2007
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10). An organisation’s traditional seminars, workshops
and newsletters are a valuable start, but more intensive
forms of exchange based on specific software, Dropbox,
WeTransfer or email are sorely needed. It is essential that
these flows be organised and maintained. After all, they
do not appear of their own volition.

Finally, the exchange of output is important. This deals
with the outcome of a partnership. Output must, by ne-
cessity, create a win-win situation for every actor involved.
Moreover, equivalent contribution to the outcome is fun-
damental: 'If there is a negative imbalance in contributions;
a gap might appear in innovation: conversely a positive im-
balance might stimulate other actors to increase their efforts!
(Etzkowitz, 2007:10). In light of the preceding information
it is vital that freerider behaviour in these partnerships be
avoided at all times. Itis, in and of itself, a challenge to find
ways of preventing this behaviour.

To facilitate the circulation of people, information and
output, Ranga & Etzkowitz tell us that space is required
for knowledge development, innovation and consensus
(Ranga & Etzkowitz, 2013). Space for knowledge is creat-
ed when knowledge institutes and resources are in ad-
equate supply. These can throw up technological ideas
and fuel regional development. Space for innovation im-
plies that knowledge institutes, governments and busi-
nesses exchange skills and knowledge on a regular basis,
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which can result in innovative new ideas. Specifically, this
could be set up in a science park, a cooperative research
group or a centre for excellence in a particular field.
H-STAR, at Stanford University, is a specific example of
this (http./hstar.stanford.edu). As an interdisciplinary re-
search institute it aims to serve as a crossroad for people,
expertise, projects and programmes that blends human
sciences with research and innovation in information
technology. In this innovation space the development of
a separate Triple Helix organisation has a major role to
play in bringing knowledge institutes, governments and
businesses together. This institute can set up, manage
and encourage subsequent cooperation between the
three actors. Space for consensus implies that each party
involved is assured of the partnership's benefits and add-
ed value. This is because the actors must have an interest
in common if a balanced triple helix is to be created. The
outcome must be a win-win situation for everyone. In
addition, the presence of a sense of urgency is a prereg-
uisite to achieving a productive partnership.

These ‘spaces’ are not formed the same way in every
policy domain, region or country and are often trig-
gered by the local or regional needs specific to the
relevant actors partnering in the triple-helix model.
These needs reveal the actors, relationships, resources
and new institutional forms required. The creation of
a triple-helix partnership thus depends to a considera-
ble degree on the actors’ motivation to participate in
joint projects, which is easier said than done. It calls for
a seismic shiftin an organisation’s way of thinking. ‘This is
not an easy process, as setting joint agendas often involves
a major change of vision, crossing organizational silos,
thinking beyond the boundaries of a single institutional
sphere, harmonizing institutional and individual objectives,
resources and cultures, etc. (Ranga & Etzkowitz, 2013).

The Innovation Centre for Security in
Belgium (INNOS vzw)

INNOS was set up as a non-profit organisation on 28 July
2014, by individuals from the private sector, the public
sector and knowledge institutes, i.e, the so-called part-
ners in the triple-helix model. In practice, Securitas and
Betafence joined forces with the support of the West
Flanders Development Agency, the Provincial Security
Services Training Centre (POV, Zedelgem) and local po-
lice, represented by the chiefs of police in the local West-
kust and Ypres police zones. The initiative also received
support from knowledge institutes from Prof. Dr. Paul
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Ponsaers of the Centre for Police Studies (CPS), Evelien
De Pauw (VIVES) and Prof. Dr. Marleen Easton (Ugent).

These partners came together through a desire to
help find an answer to three obstacles to technology,
innovation and security in Belgium (Dormaels & Eas-
ton, 2015a, Dormaels, Moons, Easton, 2016). The first of
these obstacles being the observation that, irrespec-
tive of the field, society is reluctant to accept new ap-
proaches, products and technologies. In other words,
an effort has to be made to get innovations estab-
lished, a point against which the field of security is not
immune. A second sticking point is the observation
that Belgian businesses (including the security sector,
with a few exceptions) tend to be very conservative, so
that innovation is fairly scarce and no (national) strate-
gy has been developed to book progress in this area
(Haid, 2014). A third difficulty is the observation that the
actors in the field of security are often short on market
insight, with the result that current technologies are
under-exploited, as are opportunities for innovation.
Public sector actors, for example, are not always aware
of how recently developed technologies from the pri-
vate sector can optimise their work processes, in man-
aging information flows, for example.

INNOS has set itself the goal of responding to the funda-
mental security challenges in the area of new technolo-
gies, social innovation and integrated security. The Inno-
vation Centre runs projects to simplify the introduction
of innovative products, services and applications. In this
way a contribution to the development of knowledge
and a contribution to the development of the econo-
my take place simultaneously. Finally, INNOS contributes
to the social and economic clout of the public/private
security sector, while at the same time bringing great-
er efficiency to the security actors’ collective pursuit of
a safer society (Dormaels & Easton, 2015a). INNOS vzw
was not however set up for commercial purposes, nor
does it broker contracts between government and in-
dustry. INNOS occupies an explicitly intermediate role
in the heart of a triple-helix model, which is geared to-
wards interaction between governments, businesses
and knowledge institutes. The diagram below illustrates
the network structure which arises as a result.

Based on this interaction, the innovation centre unites
knowledge and needs in the field of safety and secu-
rity, and multidisciplinary knowledge and innovation
projects are produced in the fields of new technolo-
gies, social innovation and integrated security. In this
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Figure 3: INNOS as a triple helix network organisation
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manner, INNOS combines the expertise of each of its
partners and generates a win-win situation for all those
involved (Dormaels & Easton, 2015b). In its first two
years of operation, INNOS has shown that triple-he-
lix projects can yield good, innovative solutions. For
example, INNOS created an ad hoc command post
during the administration of the First World War com-
memorations in Nieuwpoort (Dormaels & Easton, 2015
and 2016). The method was found useful not only for
the commemorations, but also for security in relation
to other events, such as the Tomorrowland festival
(Barco, 2016) and E3 Harelbeke cycling race (Noppe,
Dormaels & Easton 2016). Additionally, INNOS deals
with the exchange of knowledge and identification of
needs. For example, it organised a seminar on critical
infrastructure security and a seminar involving work-
shops designed to stimulate interaction between in-
dustry, government and knowledge institutes in the
areas of technology, innovation and security (Dormaels

7 VIPs from 83 countries were invited to this international ceremo-
ny. The project resulted in the creation of an ad hoc command
post, which was set up on a piece of land in the ceremony’s
vicinity. The expertise and partnership between Barco, Securitas
and the police services led to an innovative solution. Several
sources of information (mobile camera images, helicopter im-
ages, radio communication, social media data) were exchanged
in real time between the Westkust and Ypres police zones, the
Federal Crisis Centre and between various emergency services,
such as the fire service and emergency medical services.

Government

Government

Research Enterprises

Government

Research

& Easton, 2015a). In other words, INNOS has a very wide
range of activities.

The “Triple-helix DNA" is crucial in the work of INNOS.
This means that partners are drawn from each of the
institutional spheres (industry, government and uni-
versities) for every activity. For example, in the afore-
mentioned ad hoc command post, multiple sources
of information (mobile camera images, helicopter im-
ages, radio communication, social media data) were
exchanged in real-time between the Westkust and
Ypres police zones, the Federal Crisis Centre and sev-
eral emergency services, such as the fire service and
emergency medical services. At the same time, the
knowledge institutes went on to study how this ex-
change of information affected the information flow,
Dormaels & Easton (2015¢). If an activity does not meet
the Triple-helix DNA' criteria it is passed over and will
undoubtedly go to another organisation within the
field of security.® In other words, the triple helix is the
common thread uniting the INNOS network. The am-

8 The members of the INNOS Board of Directors decided that the
‘Commemoration of the Battle of Waterloo' did not qualify as
an innovation project because it did not satisfy the conditions
for a triple-helix partnership. The management role lay squarely
with a private organiser, government participation had not
been finalised and the project involved no added value from
knowledge institutes'input.
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bition is to become the point of reference for technolo-
gy, innovation and integrated security by 2020.

At start up, INNOS vzw was unable to rely on govern-
ment funding with the exception of individual mem-
bership by the West Flanders Development Agency.
The first two years of operation were funded almost
exclusively by the private sector. Through structur-
al funding, Securitas, Betafence and Barco made it
possible to set the organisation up in the first place.
Although these companies conceived the idea of the
innovation centre alongside representatives from gov-
ernment and the knowledge institutes, they also bank-
rolled the staff in order to make the centre a reality.
Thus, the non-profit organisation INNOS was created
from the bottom up, without state support.

Below, we reflect on the specific workings of the triple
helix and the questions it generates, with reference to
our experience at the Innovation Centre for Security
over the last two years. We devote the greater share
of our attention to the government point of view, be-
cause this partner is often ‘hesitating’ and ‘holding
back’ from participating in this initiative.

Reflections on the Belgian triple-helix
cooperation

A major reason for the government to withhold sup-
port from the INNOS non-profit is partially due to the
complex structure of the Belgian state, which gives
a great many government authorities the potential
to play a role in the realm of technology, innovation
and security. The federalisation of Belgium has turned
innovation policy (to name but one of many factors)
into a patchwork of programmes and initiatives. Add-
ed to this is the complexity involved in the process
of actually steering security policy, with powers del-
egated to the federal state, the regions, communities
and local authorities. This is because federal, regional,
subregional and local authorities are saddled with the
responsibility of security in Belgium, in which they are
confronted with the future challenges of technology
and innovation. There are a number of federal public
services (FPS) involved, such as the FPS for Information
and Communication Technology, the FPS Interior, FPS
Justice, FPS Mobility and Transport and the Ministry of
Defence. Moreover, each of the local mayors is respon-
sible for the administration of his or her local police
service and emergency relief zone (fire service) and has
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special powers when it comes to the enforcement of
public order. The Flemish Government also has powers
in the area of innovation, exercised by a minister who is
also responsible for employment, economy and sport.

A partnership between industry, government and
knowledge institutes also touches on the relationship
between market and government. A so-called ‘entre-
preneurial state’ is needed to enable innovation and
entrepreneurial spirit and to keep it going in the long
term. This also applies to the policy domain of security
and to the various authorities with security powers in
that domain within the Belgian state structure. At first
sight there is no easily identifiable entity to take up the
gauntlet. Belgium has a need for an entrepreneurial
and, perhaps more importantly, networking govern-
ment, one that can make itself felt at the central and
decentralised levels alike. Moreover, it fits in seamlessly
with the network structure which is central to the cur-
rent activities of INNOS.

Given that Belgium currently does not have an entre-
preneurial, networking government (read: combina-
tion of different administrative levels), which profiles
itself in the domain of technology and innovation in
the field of security, bottom-up initiatives such as IN-
NOS vzw, which is primarily funded by the private sec-
tor, are viewed with a certain degree of suspicion. The
question is often raised, and rightly so, as to whether
INNOS is supply-driven or demand-driven. To put it an-
other way, the question is one of whether INNOS facil-
itates the placement of new services and technology
on the market for business by creating needs among
end users, or whether innovation arises from needs
among end users, which then translate into innova-
tion projects. In order to answer to this question it is
often speedily assumed that because INNOS is largely
privately funded it must surely exclusively pursue eco-
nomic profit on the basis of supply-driven operations.
However, this assumption overlooks a number of ele-
ments.

Although INNOS does not receive structural funding
from the government, the Board of Directors does
reflect the ‘triple-helix DNA. This means that the
Board of Directors is composed of private partners
and representatives from the local police, fire service
and knowledge institutes. The nature of this compo-
sition is crucial in answering any question in relation
to supply-driven or demand-driven innovation. This
is because the composition of the Board of Directors
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ensures that innovation is demand-driven, on the basis
of societal challenges in the field of security, and not
‘merely’ supply-driven to create a sales market for ex-
isting technology. The ‘triple-helix DNA" indeed means
that a balance is sought between the two, and it is
found in the pursuit of win-win scenarios for industry,
government and knowledge institutes. If a business is
uncomfortable with this, it is asked to refrain from par-
ticipating in the triple helix. As are governments and
knowledge institutes that are uncomfortable with the
idea of bringing to the market the results of innovation
projects with which they are involved.

One specific example of a demand-driven innovation
project is the INNOS pilot project. INNOS brought gov-
ernment, industry and knowledge institutes together
in response to the specific needs expressed by the
Westkust and Ypres police zones. Barco and Securitas
were responsible for setting up an ad hoc command
post by employing ‘open’ technology applications, in
which various ICT platforms and CCTV systems were
integrated. This project was accomplished in a period
of six weeks. This type of result is only possible when
businesses are given a clear understanding of the
needs of government and are prepared to incorporate
existing applications and services into a single final
project. In this manner a balance was found between
demand-driven and product-driven innovation.

The significance of these demand-driven projects
should not be underestimated. In such cases the suc-
cess of an innovation project cannot only be measured
in terms of the pure economic return for the private
partners alone. Indeed, it also includes improved ser-
vice (e.g. decisions taken and communicated more
rapidly) or a justification in terms of personnel or re-
sources. An evaluation of the pilot project, for example,
shows that the use of technology brings personnel
savings of about 25%. In other words, the pursuit of
innovation not only requires an investment by the par-
ty requesting it, it can also pay that party back. In this
case, police capacity can be freed up for other tasks
and redirected towards service (or better service) for
the population. It also immediately justifies govern-
ment investment in innovative solutions and offers
a clear return on investment.

This is why it is so important for government to come
to the table and help identify the challenges that face
the field of security, for which innovative solutions
must be sought. When government participates in the

innovation process, often as an end user, it becomes
a co-owner of the innovation process. This means that
innovations can be set up and tested more rapidly
through projects, and that the effect of the technology
on the regulatory framework can be more readily iden-
tified. It leads to a quicker implementation of technol-
ogy and innovation in response to security issues. As
a result, services are more extensive, come to market
sooner and contribute towards security solutions. The
mission to simulate better security in society through
a triple-helix organisation will then contribute indirect-
ly to economic growth.

The operation of INNOS shows that co-investment is
needed from government and industry, and that a re-
turn on investment is needed by both parties if the ini-
tiative is to create and retain its credibility over the long
term. Our experience at INNOS puts into perspective
the notion that in Europe (Mazzucato, 2013) there is too
much ‘state’, not enough market and a lack of entrepre-
neurial culture. The Innovation Centre for Security was
created from the bottom up by the entrepreneurial
culture of the actors involved and with the majority of
its financial support derived from a few businesses. It is
now up to the government to show its entrepreneur-
ial spirit at various levels of the Belgian state structure,
and to take up the gauntlet too, to give the triple helix
a better chance in the long term. This implies funding,
but it also implies involvement and open dialogue
with all partners. After all, it is a way of shaping the cur-
rent and future challenges in technology, innovation
and security.

Our experience in the setting up of specific projects
through INNOS has taught us that action on specific
challenges and issues can only be taken if a certain
degree of harmonisation is reached in the awareness,
motivation, methodology and rewards available for
each of the actors involved. This piece of the puzzle
must fit if we are to generate real impact in technology
and innovation in the field of security. There is also no
single actor that should take up the gauntlet alone to
face this challenge. Our experience has shown us that
where there is a will, there is a way that will lead to in-
novation.

Where budget is concerned, the triple-helix logic faces
a serious challenge in the future. It is not so much to
do with the available amount of budgetary room for
manoeuvre, it is more to do with a recurrent budget
being obtained that covers basic funding: a budget
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with a balanced composition, based on the member-
ship of the triple-helix partners (government, knowl-
edge institutes and private businesses), which are seen
as its founding partners. From this platform, additional
funding can be sought in relation to specific issues, for
which projects will be set up.

To conclude we are aware of the fact that there is
a need for more comparative international research to
get insights on the true added value of the triple-he-
lix model for stimulating innovation and technology
in the field of security. The study of the rise, the goals,
the ambitions, the work processes, the partners and
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Abstract

Police forces in countries all over the world are using body cameras or considering the introduction of these small
wearable devices. Most impact assessments are based on projects within one geographical area or jurisdiction.
Yet, the results are sometimes seen as an answer to the general question: ‘Do bodycams work: yes or no?’ In the
first part of this article, | present a meta-analysis aggregating nine impact assessments from three different coun-
tries. The average results are positive prompting the conclusion that bodycams work. However, the overwhelming
majority of research on bodycams comes from the United States or the United Kingdom. As police forces in other
countries try to copy projects from abroad, they quickly discover that bodycams are about much more than just
acquiring the devices. Any bodycam program needs careful preparation and attention to implementation to
enable the devices to work as intended. By looking at effectiveness from this perspective, a different question
appears from underneath the average results: ‘How do bodycams work, under what conditions and for whom?’
In the second part of the article, | sketch a framework to help science and practice to answer this much more rel-
evant and realistic question. Central tenets within this framework are mechanisms, context and implementation.
The final part of the article focuses on two topics that are often overlooked, but might prove essential in the quest
for transferable lessons on bodycams: the visibility of the bodycam and the guidelines regulating the use of the
bodycams.

Keywords: bodycams, police, evaluation, meta-analysis, implementation

The rise of the body camera

Bodycams are small cameras that are worn on the per-
son, that have at least one microphone and an inter-
nal data storage that allows audio and video footage
to be recorded.? The cameras are typically located on
the officer’s chest, shoulder or head. In 2015, according

1 Correspondence email: info@sanderflight.nl. | wish to thank
Rylan Simpson for detailed comments on an earlier version of
this article and the anonymous reviewers for their feedback.

2 The technology is known under different names in different
countries: body-worn cameras or BWC (mostly in the United
States and Australia) or body worn video or BWV (popular in
the United Kingdom and Canada). In this article, | call them bod-
ycams or body cameras.

to a trend analysis of the global market for bodycams,
135,000 bodycams were sold to police and other law
enforcers, mainly in the North Americas and Western
Europe. Markets in countries such as France, Germany
and Benelux were predicted to grow rapidly at least
until 2020 (IHS, 2016). Police forces in many other coun-
tries are also either using these wearable cameras or
testing the technology. At the annual technology con-
ference of the International Association of Chiefs of Po-
lice in 2016, the number of workshops about bodycams
outnumbered all other topics, including cyber securi-
ty, big data, predictive analytics and forensic science?

3 Anoverview of all presentations is available here: http://www.
iacp.org/2016LEIMPresentations.
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In 2012, in a market review by the U.S. Department of
Justice, eight different bodycams were compared (Na-
tional Institute of Justice, 2012). Four years later, in 2016,
a similar market review included 38 different vendors
producing 66 different types of bodycams (Hung &
Babin, 2016). Bodycams are becoming ‘the new nor-
mal” inside the world of policing at an unprecedented
speed, even when we compare them to other types
of video technology that were very popular from the
start, such as closed-circuit television or automated li-
cense plate readers (Lum et al,, 2015).

Bodycams in The Netherlands

In The Netherlands, the police has experimented with
wearable cameras for quite some time. The first small-
scale experiments were done as early as 1997 when
portable video cameras were attached to helmets of
officers (Flight, 2017). A second, more centrally co-or-
dinated, test was organised in 2009 when bodycams
were introduced in four of the 25 regional units. The
aim was to reduce aggressive behaviour from citizens
towards police officers. Although the evaluation docu-
mented some encouraging results and showed there
was considerable support for the bodycams among
the officers, the body cameras did not reduce the
number of assaults on police officers® (Ham, Kuppens
& Ferwerda, 2011). Based on the report, the leadership
of the police decided not to roll-out bodycams on the
national level. This decision created the space for lo-
cal and regional forces to start their own experiments,
which they did on a large scale* A third wave of nation-
ally co-ordinated experiments was recently announced
by the Dutch National Police and is taking place in 2017
and 2018. A total of 32 experiments are conducted to
answer the question whether bodycams can be added
to the standard equipment of police officers.

Since 2011, no independent academic impact assess-
ment of bodycams has been done in The Netherlands.
There have been several high-quality studies in other
countries. To make optimal use of these evaluations,
a review of the available international literature was
commissioned in 2016 by Police and Science. The aim

4 One of the reasons might have been that the number of
assaults against the police was small to begin with, making it
unlikely that bodycams (or anything else, for that matter) could
bring it down any further.

5 In2011, one year after the decision was made not to roll out
bodycams at the national level, 17 of the 25 regional units had
started bodycam programs (Flight, 2017).
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was to better inform the Dutch National Police about
the effects bodycams have on policing (Flight, 2017).5In
this article, | first present a summary of the meta-eval-
uation that formed the starting point of that literature
review. The second part of the article is about the chal-
lenges facing practitioners and policy-makers who
hope to copy postive outcomes that were reached in
other countries into their own social and legal context.
The third part of the article highlights two specific
issues that have not received the attention | believe
they need: the visibility of bodycams and the policies
regulating bodycams. But first, | describe the reasons
why body cameras are almost universally regarded as
‘inevitable’, making it one of the very few types of sur-
veillance that are embraced by nearly all stakeholders.

Everybody happy?

One of the main drivers behind the widespread intro-
duction of bodycams within the world of policing, is
the fact that support for the technology comes from
a rainbow-coalition of politicians, civil rights activists
and police officers. Political leaders embrace bodyc-
ams because they will ‘build and sustain trust’ between
the police and the community (White House, 2014)
and because they will increase police accountability
and legitimacy (Mateescu, Rosenblat & Boyd, 2016).
Civil rights advocates in many countries also support
the introduction of bodycams, because they believe
they will increase police accountability. If interactions
between citizens and police officers are recorded, of-
ficers are expected to act in a professional manner and
in accordance with official guidelines. And even if cam-
eras don't prevent incidents, the recordings can still be
used for internal sanctions or criminal investigations.

The police also like body cameras, even though it is
popular to think that the main purpose of the body-
cams is to expose police misconduct and correct it.
Police leadership organizations publicly support bod-
ycams and the cameras are rapidly adopted by them.
Research into police officers’ perceptions shows strong
support for bodycams and that support becomes even
stronger post-deployment (White & Coldren, 2017). Re-

6 Police and Science is an independent research program funded
by the Dutch Ministry of Justice and Security. Its aim is to build
bridges between academic research and police practice. As
a follow-up to the literature review of 2016-2017, Police and
Science has commissioned me to evaluate two of the 32 exper-
iments that are currently being done. The results are scheduled
for publication at the end of 2018.
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Table 1
Meta-evaluation bodycams

Indicator Effect Number of studies
Complaints against the police decrease 5
no effect 2
increase -
(unknown 2)
Use-of-force by the police decrease 3
no effect 1
increase -
(unknown 5)
Use of recordings as evidence positive 2
no effect 2
negative -
(unknown 5)

searchers in Florida, for instance, concluded that police
officers are supportive of body-worn cameras because
they perceive a potential for the body cameras ‘in im-
proving citizen behaviour, their own behaviour, and
the behaviour of their fellow officers’ (Jennings, Fridell
& Lynch, 2014). This finding has since been confirmed
by several studies that measured officer ‘buy-in’ of the
technology (Gaub et al,, 2016). The goals police officers
and their organisations hope to achieve with body-
cams are often a little more down-to-earth than the
ideals of politicians. Typical benefits police officers and
their organisations hope to achieve with bodycams,
are to cut down on paperwork and help prosecute
criminals (NBC, 2007), decrease offending, increase
prosecution and guilty pleas (Palmer, 2016) or to im-
prove operational effectiveness of policing by using
the recordings as evidence (Edmonton Police Services,
2015).

A final powerful driver behind the technology is the
idea that body cameras are in some way ‘inevitable’
for any modern police organisation. This seems to
have been an important reason for the former may-
or of London, when he described the acquisition of
23,000 bodycams for the Metropolitan Police Service
as ‘a huge step forward in bringing London’s police
force into the 21st century’ (Mayor of London, 2015). His
colleague, the mayor of New York City, agreed when
he announced the full rollout of body cameras to all
30,000+ police officers of the NYPD, without waiting

for the results of a 12-month trial: ‘This is the shape of
things to come’ (Southall, 2017).

Meta-analyses

Several times a year, we can find articles in the me-
dia that claim to have the answer to the million dollar
question: “Do bodycams work: yes or no?” Sometimes,
the answer is yes, sometimes no. Typically, the weight
attached to these pieces of ‘evidence’ from impact
assessments depends less on how thoroughly the
research was done, than on how recently it was pub-
lished. A meta-analysis or research synthesis is often
quite helpful in such an environment because they are
based only on studies that meet rigorous scientific cri-
teria for internal validity and because they aggregate
findings from several studies.

The first meta-evaluation of bodycams was published
in 2014 and included all high-quality evaluations that
were available at that time (White, 2014). Another me-
ta-analysis adding another five high-quality evalua-
tions, was published three years later (Flight, 2017). The
raw material for the 2017 analysis was gathered using
an internet query aimed at finding all publications in
either English or Dutch that reported on the effects of
bodycameras and that were based on independent
academic research. This resulted in a longlist of a little
under 150 publications, which were all studied and
included in the literature review. Of these, 36 publica-
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tions were labelled evaluations, but 18 were technical
evaluations containing no information about the im-
pact bodycams have on policing. For the remaining 18
studies, the quality of the research design was assessed
and nine studies were eliminated because they were
based on anecdotal evidence or on pre-post outcome
measures for a treatment group (officers with bodyc-
ams) without a control group (officers with no body-
cams). The nine studies that were included in the me-
ta-evaluation were either pre-post measurements for
both a control group and a treatment group (5 studies)
or RCT's in which the bodycams were randomly as-
signed to either different groups of officers or different
shifts (4 studies)’

The results are discussed in detail in the literature re-
view, including some promising findings from the less
rigorous studies. For the purposes of this article, | have
selected three indicators that were presented in at
least four of the nine studies: i) complaints against the
police, ii) use-of-force by the police and iii) the use of
recordings as evidence.

The number of complaints against the police de-
creased according to five of the nine studies. The effect
size ranged from a 14% decrease to an 87% decrease.
Two other studies reported that the number of com-
plaints had not changed. The two other studies did not
contain information on the number of complaints.

Use of force by the police decreased in three of the
nine evaluations, with an effect size ranging from a de-
crease of 28% up to a decrease of 75%. One study re-
ported no change in use of force by the police. The
other five evaluations did not contain information on
use of force.

Finally, the use of bodycam recordings as evidence for
investigations was reported on by four of the nine eval-
uations: two studies reported a positive contribution,
two reported there was no change in either the quality
or the speed of investigations.

7 The cut-off point for the analysis was June 2016, which means
all studies published after that date have not been included.
The nine studies included were from Edmonton in Canada
(Edmonton Police Services 2015), from Plymouth (Goodall
2007), Essex (Owens et al. 2014) and London (Grossmith et al.
2015) in the United Kingdom, and from Rialto (Ariel et al. 2015),
Mesa (Mesa Police Department 2013 and Ready & Young 2015),
Phoenix (Katz et al. 2014), and Orlando (Jennings et al. 2015) in
the United States.
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Yes, they work! No, they don't!

Based on the results of this meta-analysis, police forces
that hope to reduce the number of complaints against
police officers or to reduce the use of force by the po-
lice, would be tempted to start using bodycams. But
before buying the equipment, it may be wise to take
a closer look at what lies hidden beneath the aggre-
gated results. All major reductions in the number of
complaints and the use of force were found in bodyc-
am projects in the United States; the studies that were
done in the United Kingdom or Canada reported ei-
ther much smaller decreases or no difference at all.

This could be a coincidence, but it could also show that
there is something about policing in the United States
that influences the way bodycams work; something
that is not present in the United Kingdom or Canada.
Furthermore, there are differences between the stud-
ies from the United States as well that might contain
useful information about the factors that impact the
effects bodycams have. But what type of factors should
we start looking for? How can we find relevant patterns
within what at first appears to be random? To help us
find the right direction, we can turn back the clock one
or two decades and look at another form of visual sur-
veillance: CCTV. A systematic review of 41 evaluations
from five different countries (Welsh & Farrington, 2007,
Welsh & Farrington, 2009) concluded that CCTV on av-
erage reduced crime by 16 percent. But underneath
that average result, some remarkable patterns were
visible. First of all, there seemed to be a ‘country’ effect,
just as with bodycams. Only this time, all the positive
results came from the United Kingdom, whereas all
non-UK studies, mostly from the United States, found
no significant effects.® And there were other, more in-
formative, ways to disaggregate the results, for instance
by location. In car parks, crime went down by 51%, but
in city centres, public transportation and public hous-
ing, CCTV did not decrease crime significantly. A third
meaningful way to split up the aggregate results was
by crime type: significant reductions were found for
vehicle crime and property crime but there was no ev-
idence of an effect of CCTV on violent crimes. In short:
country, location and crime-type mattered. But how
can we be certain that these are the only important

8 Thisisa summary of the text on the website of the Crime
Reduction Toolkit for CCTV, published by the What Works Centre
for Crime Reduction: http://whatworks.college.police.uk/toolkit/
Pages/Intervention.aspx?InterventioniD=1.
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variables? And how should this knowledge be applied
to specific crime problems in specific settings?

One way of approaching this very problem, had al-
ready been written fifteen years before the meta-anal-
ysis was published (Tilley, 1993). In this article, Tilley
approached the problem from the theoretical starting
point and tried to think of all the ways in which CCTV
might have an impact on crime in car parks. He then
went on to describe the contexts within which these
mechanism could be triggered leading to measurable
outcomes. He called these ‘context-mechanism-out-
come configurations’ and concluded these would
have to be described and understood if our aim is to
be able to successfully transfer positive results from
one CCTV-scheme to the next.

It depends

Returning to the subject of bodycams, we can see that
history is starting to repeat itself. The first meta-evalu-
ations suggest that on average bodycams ‘work’, but
that they are more successful in some places than in
others. If we limit ourselves to individual studies, we
will never be able to explain why this is the case. We
need to start looking at patterns across different stud-
ies from different settings. The first meta-analysis of
bodycams already contained this conclusion. The au-
thor of that study wrote that even though we know
from the positive results that were discovered that
bodycams can have a civilizing effect, we cannot really
generalise the information because the ‘dynamics of
police-citizen encounters are complex, and there are
numerous potential explanations for the decline in cit-
izen complaints and use of force’ (White, 2014). Three
years later, this has not improved. One of the most in-
fluential teams of researchers in the area of bodycams
concluded: ‘The evidence on [bodycams] is substan-
tially long on evidence but rather short on theory. Why
should [bodycams] ‘work’ and under what conditions
or on whom?’ (Ariel, Sutherland, Henstock, Young &
Sosinski, 2017).

We have no clear idea on how the mechanisms of de-
terrence and increased self-awareness work, nor do we
know who is influenced by the bodycam: the police
officer, the citizen or both. To remain relevant to prac-
titioners, academics should no longer ask baldly stat-
ed questions about whether bodycams do or do not
work, because it depends. A more interesting question

would be: ‘'On what?" Academics need to start aiming
at making ever better informed judgments about the
potential of bodycameras to fire specific mechanisms
in specific contexts.

In the remainder of this article, | try to take some steps
in the right direction by looking at two issues that have
not received a lot of academic attention even though
both are essential to unpack why different evaluations
can lead to seemingly contradictory findings. The first
is the visibility of the bodycam: ‘Can people see it? The
second issue is the policy that regulates the use of the
bodycam and the footage: ‘The rules of the game’.

Can people see the bodycam?

There are over fifty types of bodycams, each with their
own design. Because one of the main objectives of all
bodycam programs is to influence the behaviour of cit-
izens in the desired direction, it would make sense to
choose a bodycam that people can easily see. It would
also make sense to include information on the visibility
of the bodycam in academic publications that report
on the (absence of a) civilizing effect of bodycams, yet
this information is hardly ever included in reports? To
give an impression of the wide range in the visibility of
bodycams, some examples of devices, colours, mounts
and signs are shown below.

9 Some researchers have tried to find out whether it makes
a difference if an officer gives a verbal warning that a record-
ing is in progress. But the question whether different physical
appearances of the device itself can lead to different outcomes
has not received considerable scientific attention yet. The only
exception | could find is Timan (2013) who describes the way in
which the design of one type of bodycam, Zepcam, was partial-
ly based on demands from policymakers, partially on technical
and practical considerations and partially on legal requirements.
Timan concludes that the design that was settled on in the end,
had intended and unintended consequences for both police
officers and citizens. Unfortunately, no empirical studies have
been done yet to measure the size of these effects.
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Figure 1 - The device

Some of the early bodycams were quite literally a ‘black
box’ which effectively rendered them invisible to citi-
zens. In order to trigger the civilizing effect, to activate
the mechanism of deterrence, or to comply with legal
requirements, vendors have started to design bodyc-
ams that can be made visible by the officer using the
device. One option is a red flashing light around the
record-button once it has been activated (top left). An-
other option is to start the recording by pushing down
a slide, which reveals a green circle around the cam-

(7~

era lens (top right and bottom left). A third option is
a camera lens on top of the device that can pan and
tilt, combined with a small screen that displays what
the camera sees (bottom right). All three bodycams
are visible after activation, but the level of 'noticeabili-
ty” will probably still differ considerably between these
three options and between being switched on and off.
But there is more than just the device that influences
visibility of the bodycam.
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Figure 2 - Colour of the uniform

A black box on a black uniform (top-left) is less visible
than a yellow box (top-right and bottom-left). But not
if the uniform itself is yellow, in which case the black
bodycam is easy to see (bottom-right). The point here
is not whether more visibility is necessarily better: that

P ;\cuz.r
el

&
N f
R

depends on the mechanisms the police hope to acti-
vate. The point is that in any project, the colour of the
bodycam in combination with the colour of the uniform
should be considered carefully, because a highly visible
bodycam can become an invisible one, or vice versa.
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Figure 3 - Mounting of the device

Where the bodycam is positioned on the body of the
officer will impact visibility and, therefore, whether
a civilizing effect can be expected or not. A body cam-
era on the chest will probably not be noticed as easi-
ly as a camera on the shoulder or collar (top-left). The
most visible bodycam is probably the one attached to

a pair of glasses, because it positions the camera di-
rectly next to the eyes of the officer® Other, less visible,
options are available as well. Consider for instance the
bodycam that is integrated with the radio microphone
(bottom left), or a camera that can be hidden from
view (bottom-right).

10 These choices have other important consequences as well. An
advantage of attaching the camera to the head instead of the
shoulder or chest, could be that the camera ‘sees'what the of-
ficer sees when she turns her head. The advantage of attaching
the camera to the torso of the officer is a more stable image.
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Figure 4 - Signs

Research on CCTV in Cincinnati has shown that signs
that inform the public of the presence of CCTV cam-
eras, sometimes have more impact on behaviour than
the actual cameras (Mazerolle, Hurley & Chamlin, 2002).
There is no reason to expect this will be completely dif-
ferent for bodycams. This means that signs informing
the public about the bodycam, either on the camera
itself or on the officer, may influence behaviour more

than the actual bodycam itself. Signs can be hand-
made (top-left) or provided by the manufacturer (top-
right and middle-left). An interesting option is to place
an extra sign on the police officer wearing the camera;
either on the front of the officer (middle-right and bot-
tom-left), or on the back (bottom-right). Again, there
is no one design that is best for all purposes; this de-
pends on the mechanisms that should be triggered.”

11 The pictures of officers with signs on their body and on the
camera, are from Germany and Austria. The reason for this may
not even be a conscious attempt to maximise the civilizing
effect of the bodycam, but instead may be necessary to comply
to the stricter legal framework regulating surveillance in these
countries compared to others.
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Does design matter?

We cannot assume that citizens will be aware of the
fact that their interactions with police are being re-
corded. In a study in the United States, researchers
interviewed 250 citizens who had encounters with po-
lice officers that were recorded with a bodycam. Only
29% was aware they had been recorded (White, Todak
& Gaub 2017). Another survey among 400 citizens in
a city in southwestern United States showed that 38%
of all people who had a recent documented interac-
tion with a police officer with a bodycam, correctly
remembered there was a bodycam present. An even
more striking finding was, that when the officer was
not wearing a bodycam, 27% of citizens still said they
remembered seeing a bodycam (McClure et al,, 2017).
This type of research is not without its methodological
difficulties,”” but the findings do suggest that a majori-
ty of these citizens did not notice if the officer they are
talking with is wearing a bodycam or not. The inter-
esting thing about the study, however, is that the au-
thors do not describe the type of bodycam the officers
were wearing. Given the fact that some bodycams are
nearly invisible, it would be useful if researchers would
include information on the design to enable others to
compare their situation to the one that was studied.

The point here is not to find a design which is best:
there may not be one single design that is best for all
applications. Sometimes maximum visibility will be
desirable, for instance if the aim is to deter aggressive
citizens from assaulting police officers through the
mechanism of deterrence. But sometimes a less visi-
ble or even a completely hidden camera could work
much better, for instance in an under-cover operation
or if the bodycam would escalate an already tense
situation. The point is that these choices need to be
considered before acquiring a specific bodycam and
that these decision should not be made on the basis of
technical considerations only.

12 In the second case (the n =400 study), surveys were admin-
istered within one to two weeks of the actual interaction
between community members and officers. An experimental
methodology could eliminate this time-problem, by creating an
artificial setting in which different images of police officers can
be shown to participants, immediately followed by a ques-
tionnaire. For a recent example of this methodology to gauge
perceptions of police officers with different attire or on different
patrol strategies (see Simpson, 2017). An experimental setting
could create its own problems, however, for instance by making
the ‘encounter’less stressful than an actual encounter with
a police officer. This could result in an overestimation of people’s
ability to accurately remember information compared to actual
street encounters with the police (Wells, 1978).
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The rules of the game

Anyone who has witnessed the introduction of body-
cams in a police force will have discovered that many
police officers worry about the policy or guidelines
that dictate the use of the device and the handling of
the recordings. Often, these three questions are central
to the debate:

Is the use of a bodycam voluntary or mandatory?

- Who decides what has to be recorded: the individ-
ual officer or will there be rules?

Who has access to the footage?

Deciding on these questions and documenting them
in written guidelines is not a task that should be tak-
en lightly. The Dutch National Police, for instance, has
been improving the national framework for bodycams
for four years before the first version was published
in November 2017. The New York Police Department
based their guidelines on input from thousands of
citizens and police officers and went through sixteen
different versions of the document before the ‘BWC
Operations Order Final Draft’ was published.”

The reason these policies are so important is that they
influence officer buy-in of the bodycam technology.
Police officers unfamiliar with the bodycams will have
concerns, especially about the policy that dictates how
often and in what way their supervisors can review the
footage. If access is restricted to specific incidents, such
as complaints, use of force or random quality checks,
this concern can be alleviated (White & Coldren, 2017).
But in many cases, bodycams are supposed to (also)
increase accountability of the police, which could lead
to policies that are the exact opposite of what police
officers would choose themselves.

Guidelines have received academic attention recently.
One recent study that was already mentioned above,
compared use of force by police officers in nine differ-

13 The Dutch policy ('Voorlopig inzetkader Bodycams bij opera-
tioneel gebruik’) can be downloaded here: https://www.politie.
nl/binaries/content/assets/politie/algemeen/algemeen/inzet-
kader-bodycams.pdf.

The NYPD (‘BWC Operations Order’) can be downloaded here:
https://www1.nyc.gov/assets/ccrb/downloads/pdf/investiga-
tions_pdf/oo_16_17.pdf.

14 For a discussion of officer buy-in of bodycams within three
police forces in the United States, see Gaub et al, 2016.
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ent sites in various countries. The conclusion was that
on average bodycams had no effect on use of force
by the police. But beneath this average there were dif-
ferent results. Use of force depended on how well of-
ficers complied with protocol. Where officers followed
the protocol (turn on the camera throughout every
interaction and give a verbal warning of the camera/
recording that is going on), use of force decreased by
nearly 40%. Where officers did not comply with pro-
tocol guidelines (they decided during the shift when
they turned the cameras on or off), the use of force
increased dramatically — more than 70% (Ariel, Suth-
erland, Henstock, Young & Sosinski 2017). So: policies
make all the difference.

Another interesting thing is that the three questions
mentioned above are intricately linked together. If the
decision is made that use of bodycams will be man-
datory and if all interactions with citizens have to be
recorded (always on’), the pressure will be on the poli-
cy-makers to prevent the recordings from being a pub-
lic record. This happened for instance in the state of
South Carolina where all officers had to start wearing
bodycams (Williams, 2015). If, on the other hand, all
recordings will be published online without redacting
them first, police officers will probably notimmediately
embrace a policy that includes mandatory use of bod-
ycams, or that is based on the ‘always on’ principle.

Just as there is no general rule that determines which
design of the bodycam itself is best, there is no single
policy that will work best in all settings. The political,
policy and policing context is different from one po-
lice force to the next. If the reason for the bodycams is
external, for instance a legal ruling or a consent decree
that forces the police to start using bodycams, the po-
lice will probably prefer a policy with as much room
for officer discretion as possible. If, on the other hand,
the police opt to use bodycams as a proactive step to
demonstrate transparency, the policy may leave less
room for choice on the level of the individual officer.

Afinal point that needs to be stressed is that guidelines
are only meaningful when introduced together with
mechanisms to enforce compliance. Without a system
of, for instance, random pulls of recordings and internal
sanctions for officers who do not comply with the pro-
tocol, the policy will remain ineffectual.

Conclusions

Police forces around the globe will continue to invest
millions in bodycams over the coming years. Yet, many
of them - especially outside of the United States and
the United Kingdom - are quickly discovering that
bodycams are about much more than just the tech-
nology. Buying a set of body cameras and distributing
them among all front-line police officers does not pro-
vide enough focus to fundamentally influence the way
these officers do their job, let alone for a coordinated
attempt to improve the relationships between the po-
lice and the community as a whole. Police forces that
aim to emulate ‘success’ from elsewhere, will need to
start looking beneath the surface to find out what it
was that made the bodycams ‘work’. We need to un-
derstand how and where and for whom they work.

In this article, two aspects of any bodycam program
that are very influential are discussed: the visibility of
the bodycam and the policies that regulate the use
of the device and of the recordings. These issues have
not received a lot of systematic academic attention
yet. Practitioners that look to science in the hope of
receiving useful information can feel overwhelmed by
the number of variables that have to be considered.
This article adds another two items to their desktop
that was probably already overflowing with ‘evidence’
and ‘lessons leared’. But if the number of high-qual-
ity empirical studies keeps increasing and academics
start paying more and more attention to mechanisms,
contexts and implementation issues, we may end up
with a relatively small number of variables that are the
most relevant. Furthermore, academics need to broad-
en their view to include not only validity of the findings
within a specific context, but to include more descrip-
tive methodologies and theoretical explorations. This
will be the only way in which we will be able to make
sense as the number of superficially contradictory
findings will inevitably increase. This task can only be
achieved by increasing the number of projects where
academics and practitioners collaborate.
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Abstract

Police analysts are faced with a deluge of data when monitoring the activities in specific areas of social networks
and other internet data sources. Image recognition can help to prioritize the reading and subsequent analysis. The
paper presents a case study for weapon detection in image data that has the potential to reduce the workload of

the analyst by a factor of 200.
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1. Introduction

Police analysts are faced with a deluge of data when
monitoring the activities in specific areas of social net-
works and other internet data sources. Image recogni-
tion can help to prioritize the reading and subsequent
analysis. For example, when monitoring online resourc-
es of potential radicals, any posting of a weapon is of
interest as it might indicate a possible threat. In recent
years, image object classification using deep learning
techniques has made significant progress with the ad-
vent of powerful computational architectures such as
Graphical Processing Units (GPUs). The purpose of this
paper is to study the performance of the application
of the publicly available and open source TensorFlow

1 Corresponding author’s email: je@munich-innovation.com

framework (Abadi et al,, 2015) to the problem of weap-
on recognition in images.

A classification approach that allows to incorporate and
learn from analyst feedback using supervised learning
while keeping the total retraining time of the classifier
at a minimum is presented.

2. Methods

2.1. 2-Pass Image Object Detector

The presented 2-pass image object detector consists
of two modules: First, the Search-Net, a region-based
fully convolutional network (R-FCN) (Dai et al,, 2016)
with a ResNet-101 feature extractor (He et al. 2016) for
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object detection and second, the Confirmation-Lay-
er network which is used to revise the output of the
first network and consists of multiple Inception v3 net-
works (Szegedy et al, 2015), one for each respective
class of the Search-Net. The Search-Net analyzes the
input data and returns class ids, scores and bounding
boxes for the detected objects. The extracted objects
are provided to the Confirmation Layer which evalu-
ates whether a detection is correct (true positive) or
incorrect (false positive) (see Fig. 1). The classifiers of
the Confirmation Layer are continuously trained on the
user feedback and thereby learn to detect systematic
misclassifications of the Search-Net. The system was
implemented using Python and the machine learning
framework Google TensorFlow (Abadi et al, 2015), in
particular its object detection functionality (Huang et
al, 2017). All computations are conducted on an Intel i7
workstation equipped with a Nvidia Geforce GTX 1080
for GPU processing.

For all detected objects, the Search-Net and the clas-
sifiers of the Confirmation Layer calculate confidence
scores based on the extracted features. By setting

thresholds for both modules, the sensitivity and spec-
ificity of the whole system can be optimized for the
specific use case.

2.2.Training Data

The Search-Net was trained on pictures collected from
the Internet Movie Firearms Database (IMFD, 2017) for
two classes (1162 pistols and 387 assault rifles) which
were annotated manually. The classifier of the Confir-
mation Layer were trained on true and false positive
samples for both classes. To generate the true positive
data, the Search-Net was run on the training data and
the image sections which contained the detected
objects were extracted and validated manually (pis-
tols: 1391 / assault-rifles: 734). Moreover, 5703 random
images collected from Flickr (Flickr, 2017), which con-
tained no weapons, were classified by the Search-Net.
Here, 738 assault-rifles and 1211 pistols were mistakenly
detected and were used to generate the false positive
data. With this data, the Confirmation Net was trained
to detect false positives of the Search-Net for both pis-
tols and assault rifles separately.

Figure 1: 2-Pass Object Detector. The Search-Net provides class ids, scores and bounding boxes of detected objects. The
Confirmation Layer checks the output for misclassifications. The analyst gives feedback regarding correct and incorrect
classifications which is used for refinement of the Confirmation Layer network.
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3. Results

The performance of the 2-Pass Object Detector was
evaluated using a test data set with images collect-
ed from Flickr (Flickr, 2017) and Wikimedia Commons
(Wikimedia, 2017), which consisted of 80 images de-
picting weapons (40 pistols / 40 assault rifles) and 734
random images with no weapons. The Search-Net was
configured to classify an object as weapon if the confi-
dence score exceeded 0.90. With this threshold, it iden-
tified 75 of the 80 images depicting weapons correctly,
which corresponds to a true positive rate (sensitivity) of

93 %. However, 117 images were mistakenly classified
to either show at least one pistol or assault rifle which
corresponds to a true negative rate (specificity) of 85%.
The output of Search-Net was then re-evaluated by
the Confirmation Layer. Here, the threshold for the con-
fidence score was set to 0.50. The Confirmation Layer
was able to correct 75 false positive detections, but
also reclassified 5 correctly identified weapons as false
detection. Consequently, the specificity of the whole
framework increased to 95% while the sensitivity was
decreased to 87% (see Tab. 1). Some of the results are
shown in Fig. 2.

Table 1: Results before and after reclassification by the Confirmation Layer

True Positive False Positives Sensitivity Specificity
Search-Net 75 of 80 117 of 734 93 % 85%
Confirmation Layer 70 (-5) 42 (-75) 87 % 95%

Figure 2: Results obtained from the test image data set. Top: All weapons have been correctly detected and annotated by
the 2-pass object detector. Bottom left: All but one assault rifle have been correctly detected and annotated. Button right:
Combination of two objects mistakenly classified as pistol.
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4. Discussion

The 2-pass approach allows for a direct refinement
of the object detector based on the user feedback.
A common mistake of the Search-Net was for example
to misinterpret a cell phone, which is held in a hand, as
a gun due to shared geometrical features. After pro-
viding a few false positive samples, the Confirmation
Layer was able to detect this systematic misclassifica-
tion without the need to retrain the whole Search-Net.

At the same time, the 2-pass approach significantly re-
duces the time required for supervised learning. As dis-
cussed, analyst feedback is incorporated into the Con-
firmation Layer. The Confirmation Layer only processes
defined parts of images and does not scan the whole
source image as is required for the Search-Net. Hence,
the Confirmation Layer can be re-trained to incorpo-
rate the user feedback within minutes. On the other
hand, a complete training of the Search-Net will take,
on the hardware used for this study, several hours to
achieve good convergence of training results.

The 2-pass approach also allows to tune sensitivity and
specificity depending on the requirements of the task
at hand. For our test data set, we were able to increase
the specificity from 85% to 95% without losing too
much sensitivity (93 % to 87 %).

So what do these numbers mean for the daily work-
load of an analyst? Let's consider the following case:
An analyst has obtained a data set with 10.000 images
from a social media source and he wants to evaluate if
members of that group pose with weapons on some
of these photos in order to assess their threat poten-
tial, while it is not necessary to detect all occurrences
of weapons. Let's assume that 10 of the 10.000 pho-
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tos show a person with a weapon. Without technical
support, the analysts would have to go through 10.000
/ 10 = 1000 photos on average until he finds the first
one showing a weapon. An automatic detector with a
sensitivity of 93% and a specificity of 85% will find, on
average, 9.3 pistols and 1499 false positives (15% out of
9990 possible false positives in 10.000 images) in the
data. This means that (1499 + 9.3) / 9.3 ~ 162 images,
on average, have to be checked to find the first pic-
ture showing a weapon. If the presented 2-pass object
detector with a sensitivity of 87% and a specificity of
95% is used, this number once again decreases to (499
+ 87) /87 ie. ~ 58 images. If the analyst checks 0.5
images per second, his workload for this specific anal-
ysis would have been reduced from initially about 33
minutes to about 2 minutes.

The presented object detection technique is not re-
stricted to weapons but can be trained on any object.
To scan for car plates and street signs can help to get
evidence about the location where the photo has
been taken and to identify group members. Scanning
for symbols and logos can help to gain information
about group affiliation.

We believe that this or a similar technique for image
object recognition can greatly increase the efficiency
of police work while potentially increasing privacy of
users by limiting the amount of content explicitly mon-
itored by police analysts.
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Abstract:

A critical element of successful intelligence-led law enforcement operations is the ability of the police and oth-
er security services to obtain timely, reliable and actionable intelligence concerning the problem, incident or
investigation under focus. As well as traditional investigative techniques and information sources, open-source
intelligence (OSINT) can provide additional capabilities for Law Enforcement Agencies (LEAs) to manage an inves-
tigation or address the intelligence requirements of a given incident. This position paper introduces the concept
of OSINT, identifies and discusses existing effective practices and critical success factors for the fusion of OSINT
with traditional intelligence sources. This paper is written as a position piece based upon CENTRIC operational
involvement in 14 UK based LEA open source investigations over the years 2015 to 2017.

Keywords: OSINT, Situational Awareness, Law Enforcement.

Introduction ment, transfer of money, information and the coordi-

_ _ . nation of llicit activity (Omand et al,, 2012).
The private sector has, over recent years, increasingly

began to use information from open online source,
including social media, to measure customer loyalty,
track public opinion and assess product perception
(Neri et al, 2012). Coinciding with this trend, Law En-
forcement Agencies (LEAs) are applying techniques to
enhance their investigative capability towards improv-
ing their response to against criminal threats (Gibson
2004; Bell & Congram, 2012). As a result, Open Source
Intelligence (OSINT) tools and techniques are increas-
ingly used to be a part of law enforcement’s investi-
gative repertoire in the identification of criminals and
their activities; including activities targeting recruit-

This paper examines the criteria used by law enforce-
ment to utilise, deploy and maintain effective OSINT
investigative tools and tactics, based on experiences
gleaned from collaboration, cooperation, training and
bespoke investigative work undertaken alongside re-
gional UK police forces. Moreover, the paper highlights
critical areas of consideration for modern OSINT prac-
titioners. However, defining the specific characteristics
of OSINT is not a straightforward task, the context and
definition for the use of OSINT often changes depen-
dent on the country and organisation of origin. The
ambiguity of the term is explored in detail later in the
‘Current Challenges and Dilemmas’ section. Despite
this contextual ambiguity, for the purposes of this pa-

1 Corresponding author’s email: d.wells@shu.ac.uk
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per a working definition of OSINT is used, following
the three following defining principles; 1) OSINT consists
of data collected from ‘publicly available sources’, 2) it is
data to be used in an ‘intelligence context’, and 3) the data
collection can be performed in an overt manner. Further-
more, from an ontological perspective the paper con-
siders OSINT to be part of a LEAs situational awareness
capabilities. Situational awareness, in the context of
our discussion is defined as; ‘the capability to identify,
contextualise, visualise, process, and, comprehend the
critical elements of intelligence about particular areas
of concern. These areas of concern may be anything
from an investigation to the management of a major
crisis.

The authors acknowledge - and later explore in detail -
the strengths and limitations of these terms and how
they also allow for flexibility through their interpreta-
tion. These three defining statements are rough out-
lines rather than literal definitions and are explored in
the section “Emerging Challenges to OSINT Interpreta-
tion”. Indeed, it is worth noting that RIPA (Regulation of
Investigatory Powers Act 2000) may be interpreted to
have been written for the capacity for flexible and dy-
namic interpretations, and not to be an inconvenience
or destructive restriction upon law enforcement.

Importance of Social Media

OSINT is increasingly focused on internet based and
social media analysis (SOCMINT). To this extent the UK
NPCC (National Police Chiefs Commission) have debat-
ed over whether to continue calling it OSINT, or inter-
net investigations (NPCC National Open Source Intelli-
gence and Investigations Conference, 2017). Whilst this
may seem like a trivial point, it shows the prevalence
and dominance of online and social media aspects of
contemporary OSINT investigations over traditional
‘offline’ approaches. Currently, it appears that the use
of internet based OSINT, especially regarding big data
analytics are primarily used for intelligence gathering
and investigations, and not for general communi-
ty-policing. As of 2015, it was noted that in general, the
majority of police forces and OSINT practitioners used;
“social media... to inform strategies such as pre-emp-
tive arrests, interceptions of activities, approaching
particular individuals and groups, or change of tactics
during events... (the lack of identifying community
needs) is not yet part of police practice and raises con-
cerns within police about the level of overlap between
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intelligence and engagement” (Carey, 2015). As with
many aspects of law enforcement and other relevant
security practitioners, levels of engagement towards
social media largely differ between forces, with most
mainly using it to engage with community regarding
ad-hoc notifications, such as public information an-
nouncements, and petty crime announcements. This
in itself may concerns members of the public whom
may feel that OSINT monitoring may be a ‘two-way
mirror’?, with intelligence practitioners able to observe
and investigate, with minimum community engage-
ment and interaction.

It is essential to understand and respect that many el-
ements of OSINT investigations benefit from refraining
full disclosure policies towards the specific tactics and
solutions used. It should be made increasingly clear to
the public, the tight rules and regulations that warrant
and authorise deployment, as well as that public secu-
rity and safety may benefit from the indiscretion and
minimized disclosure of engagement which may help
to track down community threats, protect vulnerabil-
ities and to maximise order. It may also be beneficial
to reassure public opinions that the police and oth-
er OSINT certified practitioners have to adhere to far
stricter standards, than the majority of private corpo-
rations and enterprises that utilise big data analytics
and collect, store and correlate personal data. To the
computer-literate generations, the loss of control and
ownership over personal data to organisations and
corporations is not a revolutionary, or particularly ter-
rifying revelation, however it may prove beneficial to
reassure the collective, that OSINT has to adhere to far
stricter protocols than agencies such as; Google, Face-
book, Microsoft, and Amazon.

LEA Requirements in the Age of Austerity

Contemporary use of internet-based OSINT has helped
increase the capacity and efficiency of police forc-
es, this holds a direct knock-on effect for situational
awareness capabilities. One of the leading benefits
of OSINT is through the reallocation and reduction
upon traditional resources. OSINT allows for relatively
low-resource operations, these have the potential to
save great amounts of physical and financial cost com-
pared to traditional policing as they may carried out

2 Atwo way mirror has connotations of surveillance, spying
and monitoring without their knowledge: https://dictionary.
cambridge.org/dictionary/english/two-way-mirror.
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remotely, securely with surveillance and investigative
practices often requiring far less manpower than the
physical presence of officers ‘on the scene’.

Additionally, OSINT training is seen to require relative-
ly low cost and time investments when compared to
other police force specialisations. The majority of UK
based OSINT courses offer on average 2-7 day training
packages, whereas undercover officer, firearms, covert
surveillance, traffic, financial and corruption officer
training courses often require intensive engagement
courses of up to 18 months or longer (Nottinghamshire
Police, 2008). Indeed, as of 2014, open source e-learn-
ing modules are available from the College of Policing
consisting of condensed 35 minute long assignments
(College of Policing, 2014) and requires little training for
investigators compared to other policing specializa-
tions. Furthermore, if procedure, regulation and legisla-
tion are properly adhered to, OSINT operations are usu-
ally low risk due to the non-physical involvement, with
mainly reputational and organisational damages on
the line. Indeed, whilst reputational and organisational
concerns surrounding online privacy and free speech
are increasing, leading to increased force scrutiny from
both public, judicial and NGO agencies, OSINT situa-
tional awareness also is increasingly utilised, perhaps
paradoxically (Barnes, 2006), for public relations mon-
itoring and post-event feedback as a necessary tool in
improving community policing approaches.

Noticeably as loT (Internet of Things) devices increas-
ingly permeate all aspects of modern civilisation, all
investigations now have a cyber element, this is espe-
cially true of considerations for police contamination of
crime scenes through device connections to routers,
local WiFi's, etc. potentially compromising evidential
material. This concern also encompasses the branch-
es of OSINT situational awareness, one example being
officers trained in basic social media search queries
alongside traditional note-taking to assist in commu-
nity roles such as identification of alleged perpetrators.
Furthermore, OSINT can be used to parallel intelli-
gence, this capability allows LEAs to protect undercov-
er and embedded agents as well as evidence and in-
telligence derived from. Closed sources may be passed
onto OSINT teams to recreate the same information
and leads from publicly available information.

Overall, OSINT is one of the few areas that LEAs and
other security practitioners may ‘bring the outside in’,
allowing for (vetted) external expertise and advice. In-

deed, conveniently the motto of the UK Army’s SGMI
(Specialist Group Military Intelligence, whom routinely
utilise open source analysis, is; ‘bringing the outside in’,
Due to the nature of the open source material OSINT
situational awareness may be expanded in more con-
venient manners to the protocols surrounding covert
and classified data. For example, the outsourcing of
security work to researchers and analysts may allow
for taskings that anonymise or mitigate data and in-
telligence concerns, instead focusing on specific lines
of enquiry. For example, when investigating a partic-
ular individual, social media pictures may be doctored
to hide the subject of enquiry but keep in the back-
ground imagery, allowing for external actors to seek
intelligence on the desired location without compro-
mising the information of the individual.

Core Requirements for Situational
Awareness

The ability to covertly monitor individuals, suspected
of involvement in serious criminal or terrorist activity,
has obvious benefits for the LEA and the wider secu-
rity community. OSINT techniques can be used effec-
tively in response to a range of law enforcement issues,
from enhancing community safety, tackling anti-social
behaviour, through to fighting serious and organised
crime and combating terrorism. Any covert technique,
including undercover or publically undisclosed OSINT
surveillance and monitoring must be used sparingly,
appropriately and where OSINT is deployed, that it is
transparent, auditable and in accordance with relevant
legislation. CENTRIC OSINT involvement has observed
seven priority requirements for emerging situational
awareness trends:

1. Counter Terrorism focus of Situational
Awareness

As notoriously publicised by the technical and dissem-
inatory skill of the Islamic State in its prime operating
years of 2014-2016 (Winter, 2017. p.6.), online open
sources play a crucial role in the radicalisation, recruit-
ment, training, financing and incitement of terrorist
objectives. Counter terror (CT) situational awareness
priority requirements have been observed to revolve
around three key vectors:

A) Defensive measures to reduce the vulnerability to
attack of populations, territories, infrastructure, and
communication systems of interest.
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B) Offensive measures to locate, prevent, deter and
interdict terrorist activities.

() Measures to limit the consequences of terrorist at-
tacks and to stabilise the situation in the aftermath
of such attacks, in support of civilian authorities.

Regarding defensive measures, OSINT situational
awareness can greatly assist through measures such
as counterintelligence and red-teaming wherein po-
tential target locations and individuals may be exam-
ined by researchers to reveal potential data leakage
and information freely available that may compromise
their security. Offensive situational awareness OSINT
measures may predominantly consist of traditional
researcher and analyst investigative roles, locating,
monitoring and reporting on terrorist sources. Limit-
ing the consequences of terrorist actions are reactive
measures including suitable public announcements,
open source monitoring from a command and control
perspective and may also include the crowdsourcing
of intelligence for example when the FBI requested
public help unmasking the Boston bombers of 2013
(Bruinius, 2014).

2. Cyber Focus

Cybercrime, cyberwarfare and cyberterrorism have
each evolved rapidly and dynamically over the past
decade. Although the perception of OSINT may tra-
ditionally be considered to be of lower technological
finesse than conventional cyberattacks, threats and
vulnerabilities, it however has proven to be a valuable
tool in identifying emerging cyber trends and pro-
moting greater resilience. One such important area is
in the investigation of - and subsequent automated
crawling of - forums and dark web markets promoting,
encouraging, and selling guides on hacking as well as
data and hardware exploitations. Increasingly, there is
the demand for LEAs to utilise automated monitoring
systems to alert OSINT investigators and analysts to
indicators of such behaviours. This may include cross
validation of news and public sources reporting dis-
covered data breaches, personal info dumps with cross
references to increased activity or keyword appearanc-
es on illicit sites such as identified darkweb forums.

3.Threat Financing

A key challenge facing LEAs and the wider security
community is in identifying and obstructing the fund-
ing of hostile actors. Players participating in terrorism
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activities are likely to parallel organised crime groups
(OCGs) financing tactics which are already proven
and known to avoid the scrutiny of the financial and
government watch teams. However, despite seeking
the same objectives from a financial perspective the
two groups may be argued to hold different end ob-
jectives: OCGs seek to gain as much profit as possible
operating in a stable environment. Usually with a con-
sumer reliant on their activities. It is usual for OCGs in
close proximity to operate in some agreed harmony in
the best interests of each OCG. On the other hand, ter-
rorist organisations usually harbour a radical and politi-
cal agenda that requires funding for organisational and
operational capacity; as such they are less likely to be
limited by considerations to conflict with any partner.

One of the leading and more complex challenges for
situational awareness focused OSINT lies in identify-
ing and classifying requirements for the relationship
between criminal and terrorist funding, as well as be-
ing able to pinpoint when criminal activities may be-
come terrorist financing and escalating to the suitable
countermeasures and procedures. Subsequently, the
priority approach for OSINT situational awareness of
threat financing is:

1. Establish the identity of funding streams to terrorists

2. Identify the bad actors within an OCG who is funding
terrorism

3. Identify apparently legitimate financial streams that
subsequently leads to terrorism.

4. Analysis of Cryptocurrencies

One increasingly difficult element of threat financing
is attached to blockchain cryptocurrencies. Whilst cur-
rencies such as bitcoin and Ethereum are publicly avail-
able and hold open ledgers, the tracing and monitor-
ing of illicit exchanges requires highly specialised and
trained individuals, often operating in the cybersecuri-
ty and espionage spheres.

The use of “spinners” or “tumblers” can make it frus-
tratingly difficult for LEAs to track and trace online
blockchain transactions (Darknetmarkets, 2017). Whilst
it is appropriate to ensure that this funding method is
not overlooked by OSINT and situational awareness
focused departments, the actual proven cases appear
limited; additionally, they appear to rely on a lengthy
and complex period of comparing online marketplace
details against individual blockchain transactions.
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5. Weak Indicator Analysis

Weak indicators can be particularly useful in deal-
ing with situations such as human trafficking, illegal
migration, arms and explosives manufacture, and in
relation to terrorist funding. Weak indicator crawling
analyses the ‘ingredients’ of potential threats or areas
of interest, for example weak indicators, or ingredients,
may be rise in hawala networks, increased ivory trade
or sim card customs seizures, relating to generating
money for terrorist groups. Each individual ingredient
isn't a useful indicator of the overall potential funding,
however when clustered together, these automated
captured ingredients may reveal areas of interest that
indicate a wider problem.

When utilising big data solutions and weak indicator
analysis, it may be encouraged to split OSINT situa-
tional awareness teams between human led investi-
gators and analysts and data scientists and researchers
dealing with the interpretation of quantitative data.
CENTRIC operations allow for the close proximity of
the teams to mutually reinforce the direction of the
investigation. One example of harmonious working
is through the analysis of alleged terrorist recruitment
social media profiles - these profiles may consist of
thousands of separate individual connections. The hu-
man led operation may focus upon individuals whose
profile pictures appear to support terrorist badges,
emblems or carry firearms during time restrictions,
however the data interpreter may assist leading the in-
vestigation towards other profiles, for example female
accounts (Dearden, 2017) whom whilst not suspicious
looking, are priority accounts mapped out in relation

to their connection and prevalence throughout the
suspect networks. Here, successful OSINT situational
awareness utilises the ‘human in the loop’ alongside
the cognitive objectivity of big data and weak signal
analysis. Indeed, 'the major difference between basic
and excellent OSINT “operations” lies in the analytical
process’ (Hribar, et al. 2014), fusing both human led
knowledge with machine based capabilities.

6. Data Capture

When conducting research, operators should be en-
couraged to keep all tabs open, this allows a recollec-
tion of how the user got from A to Z and assist them in
explaining any links if required by a senior officer. Addi-
tionally, the use of secure logbook tools such as OSIRT
(OSIRT, 2017) are actively encouraged for managing
histories, logging details, data capture and encrypted
storage as well as for hashing documents with time
stamps. Overall, the tasking document for a specific
investigation or operation is the single most important
article in the process. All providers should make every
and all efforts to ensure all information is provided, in-
cluding historic emails, mobile numbers, landlines, as-
sociates etc. Custodial records often hold a wealth of
data that can often be overlooked.

One such recommended approach for data collection
best practices is modelled upon the; The JAPAN Ap-
proach’. First developed in 1998 following the intro-
duction of the Human rights Act by Kent Police; it is
broken down in the following diagram and plays an
essential role in guiding OSINT and situational aware-
ness practice:

Justified The actions must be justifiable in the current circumstances. For example; can the ‘need for’ and ‘method of
acquisition’ to view, collect, store, and, share personal or potentially sensitive information be deemed reason-
able.

Authorised Depending on the circumstances, there may be a need for the authorisation of specific actions or focuses of

the investigation. Either the individuals involved should have suitable authorisation to carry out such tasks, or

it has been cleared/designated by a manager responsible for such actions.

The actions and data collection of the investigation must be proportionate, it must be ensured that they could

Proportionate

not be collected reasonably and efficiently from other means, and it is necessary to pursue them altogether.

The chain of evidence gathered from the investigation should be auditable and sufficient enough to hold up

Auditable in a case of law. There must be evidence and clear presentation of how each step of the investigation is linked
and developed.
Necessary The investigator must ensure that the sought after investigation results are of importance and are being

pursued in the best practice.
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7. Emerging Challenges to OSINT Interpretation
Despite the best efforts to define OSINT at the begin-
ning of this paper, the term itself and its defining char-
acteristics are not absolute. Indeed, regarding the three
defining characteristics of situational awareness OSINT
there are significant criticisms of their ambiguity and
how they are actually interpreted by law enforcement
(Hulnick, 2010). Leading criticisms of the interpretation
of OSINT are primarily focused on the definition points
one and three (Gibson, 2004) (Holland, 2012), they are
explored below:

1) OSINT consists of data collected from ‘publicly available
sources’,

2) Itis data to be used in an ‘intelligence context,

3) The data collection can be performed in an overt
manner.

Regarding the first defining point, ‘publicly available
sources’ used in a policing intelligence context also in-
cludes financial data (such as credit reports and bank
details), vehicle registration data (such as from DVLA
databases and insurance providers) as well as addition-
al data supplied to law enforcement from specialists
companies that deal in bulk data and communications
information. UK based companies such as Connexus
GBG (GBG, 2017) and Cosain 9 (Gov.uk, 2017) utilise
mobile and social media data, however only sell their
specialist services to LEAs, or on occasion to other spe-
cialists. The access to such data opportunities is par-
ticularly contentious as, despite branding, they are not
openly available to members of the public.

Additionally, relating to the third defining factor; the
point of challenge relates to the mention that the data
collection ‘can’ be carried out in an overt manner, but
rarely does so. Indeed, such online aspects of OSINT
require anonymity and discretion, in part due to data
protection and policing standards, and, therefore will
not be noticeable. For example, the viewing of social
media profiles, without direct interaction and commu-
nication, will usually never notify the target profile they
are being viewed, this is similar for the police use of
specialist companies and services as detailed above for
big data and communications information.
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Sound usage of OSINT situational awareness must
therefore include proper situational awareness that
reflects on such emerging criticisms as open source
investigations and intelligence increasingly become
mainstream avenues of enquiry as well as becoming
more prominent in the public’s general knowledge
thanks to modern investigative journalism and media
programs. Given the ongoing debate of security and
liberty between political groups, members of the pub-
lic and the current government, the relatively modern
integration of internet-based OSINT capabilities for sur-
veillance and investigation, are potentially volatile top-
ics in the post-Snowden era (Rigoglioso, 2014).

Conclusion

Overall, contemporary OSINT situational awareness is
largely and increasingly dominated by online research
and investigations. Due to the nature of these actions
being somewhat ambiguous it is imperative that ef-
forts are made by LEAs to balance a degree of trans-
parency alongside protecting specific methods and
tactics. Modern OSINT situational awareness has assist-
ed LEAs with increased capacity and operational effec-
tiveness, additionally its format allows for a degree of
outsider support networks through outsourcing tasks
to experts and vetted individuals. In particular, this
approach has helped through emerging security con-
cerns such as terrorist networking, cybercrime actors
and threat financing trends. The inclusion of experts,
analysts and security personnel into modern OSINT is
an essential factor for success - the importance of the
‘human in the loop’ is critical for efficient, accountable
and proportionate intelligence gathering. Indeed,
modern tools supplied to LEAs are often of great val-
ue when used to cut away the noise and help focus
investigations.

All contemporary OSINT situational awareness should
be captured to the highest level of accountability, in-
tegrity and proportionality, such as through the JAPAN’
approach described, by doing so this helps safeguard
modern OSINT situational awareness methods against
some of the emerging challenges, which include po-
tential negative fallout from increasing public aware-
ness of modern surveillance operations..
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Abstract

The world is continuously evolving in regards to the so-called VUCA environments (volatility, uncertainty, com-
plexity, and ambiguity). If we adopt a PESTLE analytical model (which includes political, economic, social, techno-
logical, legal, and environmental factors), we can see that new technologies are the great “game changers”. This
concept, usually considered in foresight and future studies, can be defined as a new introduced element of factor
that changes an existing situation or activity in a significant way. This technological factor (T-factor) is changing
the way that we live, think, interact, communicate, or access services in an increasingly digital society.
Considering what Lowenthal (2013, 2015) has pointed out, intelligence tradecraft is in a permanent process of “fa-
tigue reform”. This paper will identify how Information and Communication Technologies (ICT) are: first, affecting
the so-called intelligence cycle; second, offering new opportunities to collect, evaluate and integrate old and new
sources of information; third, generating new corporative and personal risks for intelligence analysts, especially
in the cyberspace; fourth, introducing new bias; fifth, modifying classical skills usually developed in intelligence
analysts; sixth, offering new tools to support the daily work of the analysts: big data, predictive systems, semantic
analysis; and seventh, changing the way in which intelligence products are disseminated, with more visual con-
tents: maps, infographics, and diagrams.

Keywords: Intelligence, analysis, technology, VUCA, learning
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“Whatever the complexities of the puzzles we strive to solve and whatever the sophisticated techniques we may use to
collect the pieces and store them, there can never be a time when the thoughtful man can be supplanted as the intelli-

gence device supreme”

1. Technologies affecting the so-called
“Intelligence Cycle”

The accelerated process of innovation also affects crim-
inal phenomena. It is not a coincidence that EUROPOL
has chosen “Crime in the Age of Technology” as a subtitle
for this year's SOCTA report (2017, p. 24), stating that “for
almost all types of organised crime, criminals are deploy-
ing and adapting technology with ever greater skill and
to ever greater effect. This is now, perhaps, the greatest
challenge facing law enforcement authorities around the
world, including in the EU”. In its report “Exploring tomor-
row’s organized crime”, EUROPOL identifies eight key
drivers for change. All of them are linked to information
technologies and other related technologies: internet
and deep web, social media, big data, cloud comput-
ing, mobile applications, Internet of Things, nanotech-
nology and smart cities.

Considering that technologies are a key factor in new
criminal trends, Law Enforcement Agencies need to
strengthen their efforts in order to improve their in-
telligence capabilities. Professionals from police forces
and/or criminal intelligence departments need contin-
uously new and specialized training to counter new
threats and to take advantages of new opportunities.
New technologies are at the same time both part of
the current security problem and part of the solution
as well. Since the 9/11 attacks (National Commission on
Terrorist Attacks, 2004), there has been a continuous ef-
fort to improve the capabilities of intelligence analysts.
The intelligence community has been always ques-
tioned after the attacks, due to the simple fact that it
is too easy to carry out analysis from outside, always
after the main event has happened and once all the
information is available. This situation which originates
intense media chatter.

1.1 The end of the intelligence cycle

The intelligence cycle appears in many manuals, ar-
ticles and training courses as the center of the whole
intelligence discipline. It is pointed out that the cycle is
an excessively theoretical construction that translates
an unreal image of work into intelligence, leading to
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(Kent, 1965, p. xviii).

thinking that it is sequential, and cyclical. Several offi-
cial models do not incorporate key tasks such as eval-
uation. As far as this chapter is concerned, and with
the idea of “tools” in mind, it is evident that the current
technological development is modifying the whole
process in its classical conception:

+ New technologies allow the incorporation of new
tasks in the phase of collecting, including some
tasks that had always been considered part of later
steps. For example, open source management sys-
tems allow the extraction of entities and are able
to immediately perform information integrations
based on them. New technologies are capable,
with an increasing degree of success, of synthe-
sizing texts, as well as translating information into
maps and other geolocation applications. We also
work on approaches to automate the evaluation
of information, for example, contrasting the same
facts in different sources.

- The monitoring of information is becoming by it-
self a whole specialization. Systems can be feeding
other basic and current intelligence systems on
a continuous basis.

-+ Several technologies can support analysis tasks:
ACH, decision support systems, statistical packages
or integrated platforms (IBM i2).

Technologies also modify the way in which infor-
mation is presented, with a growing incorporation
of visual and multimedia elements in intelligence
reports, to the detriment of the text, which makes
the work of analysts and decision makers easier and
saves time.

Technologies can also be useful in the training of
intelligence analysts, improving their skills: serious
gaming, simulations, or case studies.

Because of these reasons, we propose a broader con-
cept such as the process of intelligence, which can be
defined as the “set of activities developed in an organiza-
tion, by analysts, and aimed at obtaining information and
analysis to support decision making in time, place and
form” (Blanco & Cohen, 2014, 2016).
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Figure 1. Intelligence Process. Source: Blanco and Cohen (2014 & 2016)
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1.2 The need to avoid “technological solutionism”
Our current society is characterised by the intensive
use of technologies, especially in the field of ICT. Their
contribution has been fundamental in providing new
services and features to citizens, who can interact at
any time and place. But they can also generate new
risks and threats. New technologies are the great
“game changer” of our time.

Among the critical views, or at least those that try to
warn of the negative effects of the technologies, we
can highlight the works of Eugeny Morozov. In 2013,
Morozov criticized what has been called “technological
solutionism”, i.e, the vision of technology as an objec-
tive instead of a means to get different objectives. For
Morozov, every problem has a technological solution.
There are even technological solutions aimed to face
problems that do not exist. In the field of intelligence
analysis, it is possible to find technological warnings,
such as those pointed out by Lowenthal in reference
to Big Data (2013). Perhaps the most coherent position
would be to rely on the benefits of the technologies,
but maintaining a “situational awareness” towards
them. New technologies are the source of new threats
and risks, but, at the same time, they are part of the
solution.
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The possible debate on technologies and intelligence
analysis raises two possible scenarios: technological au-
tomation of the analysis versus technological support
to the analysis (or enhancers of the analysis through
technology). Intelligence analysis is a human-driven
process, and can be technology-enabled at the same
time.

In the field of innovation in Europe, some projects have
been financed by the European Commission, such as
RECOBIA, which have shed a light on the difficulties
faced by organizations in the identification of tools that
meet analytical needs. Proprietary applications are ex-
pensive and require time for development. Commer-
cial developments present additional risks, including:
high prices due to the short life cycle of technological
innovation, risks in information and data security, or
technological proposals that cannot yet be considered
mature. This situation leads to a situation of technolog-
ical paralysis.

Intelligence analysis tools, in the opinion of the analyst
community, are not being effective in separating “the
signal from noise” (Silver, 2015) or in reducing uncertain-
ty. There is a clear gap between what is offered techno-
logically and the analysts’ expectations.
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Badalamante and Greitzer (2005, p. 5) pointed out that
“the complexity, uncertainty and ambiquity in which the
analyst moves to reach judgments about future events
and actions will remain for a while despite the improve-
ment of the capabilities of the software tools”.

There is, however, a high degree of consensus on
the technological support for intelligence analysis, as
a way to:

- Manage complexity;

«  Limit cognitive biases: warning about them and
their impacts;

+ Manage volume, volatility and variety of informa-
tion, especially in its unstructured character (text
format, imagine, video, etc);

- Overcome the human limitation to process and in-
terpret large amounts of data and information;
Support analytical tasks;

Improve the presentation of intelligence products,
especially through the support of visualization
tools;

+Training and developing new skills, through simula-
tions and serious gaming.

It is possible to differentiate between two large groups
of technological challenges in intelligence analysis,
external (environment and specific current character-
istics of information) and internal (organizations and
analysts).

Table 1. Technological challenges in intelligence analysis

Identification of trends

Environment VUCA
Wild Cards

Prospective challenge

External

Infoxication

Quantitative challenge

Information

Reliability of sources and credibility of information Qualitative challenge

Leadership
Change management
Digital transformation

Organization Organizational challenge

Internal

Cognitive biases

Impacts of technology on cognitive skills

Analysts Cognitive challenge

Obsolescence of knowledge and skills

Cybersecurity concerns

External challenges

In a VUCA environment, there are two main challenges
for analysts. On one hand, they must detect techno-
logical trends that affect either the subject matter of
the analysis or their own function as an analyst, under
a dual perspective in both cases: new threats and new
opportunities. On the other hand, it is advisable to de-
velop a prospective exercise that allows to anticipate
technological “wild cards” (Petersen, 1997), facts of low
probability and high impact, in order to adapt the pres-
ent strategies.

It is understood by infoxication, infobesity or informa-
tion overload the situation produced because of hav-
ing too much information to follow a topic or support
the decision making. The incessant generation of con-
tent, a low relation between signal (valid information)
and noise (disposable information), and the ignorance
of the average citizen on how to handle information
contribute to this effect, which in its English terminol-
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ogy (“information overload”) was coined in 1970 by
Alvin Toffler in “The Shock of the Future’, although it
was previously mentioned by Bertram Gross (1964, The
Managing of Organizations).

The current world, in which the concept of post-truth
has recently been coined, shows us how the invoca-
tions of emotions are above the facts themselves. Lies,
propaganda, misinformation, and deception often find
support in new technologies, both as facilitator and
enhancer (Viner, 2016). The great challenge a decade
ago was managing the amount of information. Now,
we face another difficult challenge: the evaluation of all
this volume of information when, increasingly, part of it
is false or has been manipulated.

Internal challenges

Internally, the new environment affects both the intel-
ligence organizations (thinking both of the public and
private sectors) and the analysts themselves. Organiza-
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tions, as part of today’s society, must develop a contin-
uous monitoring of the desires and expectations of the
people that they serve. Again, the technological com-
ponent is a key factor, leading to the development of
ambitious digital transformation strategies and plans.
Organizations must promote and manage change.
Surely, success will be in the hands of those organi-
zations that change the rules of the game, and not in
those who only know how to adapt. The digital trans-
formation requires an external dimension (towards the
client) but also an internal one, taking the digital gap
among its workers as one of the biggest challenges to
face.

Biases are unconscious mental errors resulting from
the instinctive propensity to simplify decision-mak-
ing, leading to shortcuts or deviations in judgment.
They are usually based on memory, experience, ed-
ucation, cultural baggage or ideologies. Biases are
a consequence of the quantitative and qualitative
challenges presented by the information. Kahneman
(2012) has detailed that there are basically two types
of thinking, one fast and intuitive, and other slow and
logical. The first is useful to tackle known and familiar
environments, being a thought that is always activated
and does not generate fatigue. The problem is to re-
spond in the fast mode to complex problems. For that
purpose we need to activate slow thinking, which is
exhausting, demanding high cognitive resources and
cannot be kept active continuously. Admitting the ex-
istence of biases should lead analysts to be cautious.

Some of the bias inducted by technologies are orig-
inated by the way in which search engines are used.
Eli Pariser (2012) has pointed out the “filter bubble”. Al-
gorithms guess what information a user would like to
see based on previous information about them, such
as their location or their search history. Users become
isolated from information that disagrees with their
viewpoints, keeping them in a bubble. Technologies
could strengthen other classical biases: proximity of
information, confirmation (Cook and Smallman, 2008),
completion, anchoring or heuristics.
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In the same way, technologies may already be affect-
ing some of the analysts’ cognitive abilities. Some ef-
fects have been pointed out in recent times. As an ex-
ample, because they are well known, we will highlight:

« "Google effect” We use Google and the Internet in
general as a supplementary memory. We reduce
the personal demands of memorization, trusting
that we can easily recover information on the Net.

+ “The Shallows" effect: Nicholas George Carr (2010)
develops an argument: The Internet can have det-
rimental effects on thinking that damage the ca-
pacity for concentration and contemplation, which
causes a deficit in the memory’s storage capacity
and in the processing of the information. Reading
long articles and books has become an arduous
task. Precisely, multitasking, a sign of our times, is
a possible cause.

+ “Focus effect” Goleman (2013) highlights the dif-
ficulties in focusing on a single task, a situation in
which the great human technification and its de-
pendence on a multitude of informational inputs
greatly influence our cognitive capabilities. The
solution he proposes is meditation, in order not to
damage this human and necessary capacity. For
Goleman, multitasking does not exist, it is not a hu-
man capacity.

«  "Addiction effect” Dopamine is asking us to receive
continuously new informational inputs. This limits
our capabilities to analyze and to go deeper inside
them.

These observations, controversial in part, but very pop-
ular nevertheless, require to look for points of consen-
sus. Technologies do affect the brain, but it may per-
haps be noted that there is no loss of mental abilities,
but rather an adaptation that, in addition, only occurs
in the long term. The plasticity of the brain causes an
adaptive process.

This situation presents specific challenges in the intel-
ligence process:
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Table 2. Technological challenges in the intelligence process. Blanco and Cohen

TASKS CHALLENGE

Technological surveillance

Technological requirements

Planning and direction |dentify end-user requirements
Cost-benefit analysis
Security concerns

Option: own development or commercial product

Collecting tools. Crawls. Entity extraction.

Collecting, monitoring and New demand in intelligence services: Tools for verification
processing Training using OSINT tools

Security concerns

Previous agreement: human-driven analysis and technology-enabled analysis

Training using analytical tools. Complex, because implies knowledge in different domains (data mining,
Analysis statistics...)

Develop computer support for structured and advanced techniques of analysis (for example ACH with

Bayesian support)

Dissemination

Developing of visualization tools, integrated with analytical capabilities

Complexity needs training (for example Tableau)

2.The T-Factor - New skills for intelligence
analysis

In the 1990s, the US Army outlined what would be a new mili-
tary training program. Its parameters were defined with a clear
objective: to develop the capacity of its members to act under
highly complex contexts. This was a new need that emerged
after identifying the main characteristics that would determine
future scenarios, coined as VUCA environments (@cronym for
volatility, uncertainty, complexity and ambiguity, see figure I). As
aresult of this initiative, in 2004 the first results of a new program

known as Thinking Training Method and Think like a Command-
er (TLAC) were published. The final conclusions were defined in
the first lines of the document: “Success in future operations will
depend on the ability of leaders and soldiers to think creatively, decide
quickly, take advantage of available technology, adapt easily and act
asateam'.

This scenario is not an option but a reality, and is a chal-
lenge for analysts, with the added complexity of not
being trained for it, as if it were the TLAC program.

Table 3. VUCA elements

COMPLEXITY

Each event is conditioned by a multiplicity of causes and factors,
each of which is interrelated with third events. This situation gener-
ates a high level of confusion that prevents us from having a clear
vision of the situations that we face.

VOLATILITY

Changes are rapid, almost unpredictable, making it difficult to
identify trends or patterns and reducing the stability of processes.
The type, the magnitude, the volume and the speed with which
they occur make analysis tasks difficult.

AMBIGUITY

The answer to the key questions (who, where, why, when..) is
difficult to establish. Errors of interpretation and the plurality
of meanings is a cause and effect of confusion, resulting in an
increase in imprecision.

UNCERTAINTY

Many of the changes that take place are disruptive, evidencing
that the past does not have to be an indicator of the future, and
hindering our preparation in the face of future scenarios.

If we do not have this VUCA environment in mind, it is
impossible for the next generations of analysts to be
well trained. In the same way we will fail in the recruit-
ment processes. It is very complex to properly select
a profile of analysts when there is blindness to the tasks
that they are supposed to do.

Therefore, it is necessary to consider, not only the lim-
itations of the present, something that is already con-
ditioning us, but also what the future will be like: un-
derstanding what challenges and opportunities it will
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offer us and what skills we have to train in order not to
be overwhelmed by its complexity.

Precisely to respond to these limitations, a second acro-
nym of VUCA emerged, as an antonym, trying to focus
on the perspective from which these environments
must be understood, “VUCA Prime”; vision, under-
standing, clarity and agility (Figure 2). It is configured
as a set of inexorable skills needed in the present and
future times of our societies (Blanco & Cohen, 2017).
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Table 4. VUCA Prime Responses

CLARITY over COMPLEXITY

Even chaos can make sense. Generate knowledge maps. Make

a dynamic tracking of the existing analyses to detect new evi-
dences (monitoring). Understand each phenomenon from within
and from the global perspective simultaneously. Do not use
simplistic, mono-causal or mere chance explanations, trying to
answer all possible questions.

One of the great challenges is knowing and knowing how to use
constantly changing information from disparate sources.

VISION over VOLATILITY

Think in future as a habit. Imagine scenarios and analyze them

in a back-casting process to detect indicators, in order to avoid
future risks and threats. The objective and methodology applied
must be clearly defined. We must be able to rapidly integrate
large amounts of information without the process or tools used,
resulting in less precision and speed.

AGILITY over AMBIGUITY

Maximize the ability to learn, make mistakes, communicate,
respond and adapt. It requires rapid problem solving and constant
decision-making. It must be proactive and be focused on the
problem to anticipate the effects even before adopting the
answer.

The technologies used as support have to be agile and adaptable
to users and needs, leaving behind generalist solutions.

UNDERSTANDING over UNCERTAINTY

The phenomenon that we face must be fully understood. The
answer should go beyond our own previous experience and
knowledge. It needs to build knowledge networks, with trust and
credibility, and use new technologies to strengthen the whole
process and progressively improve reasoning skills.

Taking into consideration these previous definitions
about the way in which the future has materialized,
from our daily experience as analysts, but also as man-
agers of analysis units and professionals of new tech-
nologies, we point out the need to use new principles
for training new analysts: the use of serious gaming,
the focus on skills and not only on knowledge, the shift
of the teaching approach in favor of the learning ap-
proach (empowering students) and the need to con-
sider any organization as a center of continuous learn-
ing, without leaving this work (responsibility) only in
the educational sector.

2.1. Game as a transversal skill

When we refer to the game, we allude both to the
need for its existence in the training processes (serious
gaming), and to its value in terms of attitude, which we
will call gaming-mind.

The training in which the game is allowed goes be-
yond the theoretical content, making it easier for the
analysts to put into practice, both individually and as
a group, the skills that are required before a given ques-
tion or problem, without being exposed to the risk that
would involve doing so in a real situation. It is a “learn-
ing based on experience” process that makes it easier
to immediately obtain feedback and that also trains
the agility of response and allows the analyst to be ex-
posed to rapidly changing dilemmas. These demands
are highly related to the growing demand for discov-
ery, collection, evaluation, integration and synthesis of
data from the use of new technologies.

Under this type of activities, the didactic level is maxi-
mized, because not only the theoretical content is con-
templated, but also its development and use, having

to deal in a simulated way with the problems that the
reality would generate.

However, this problem is evident from an early age,
where the anachronistic teaching methodology of the
current educational centers detracts from this com-
ponent, perhaps because it is perceived as a waste of
time, perhaps due to not knowing how to visualize it
outside the children’s environment.

While it is true that agencies like the CIA have been us-
ing games for years as a training tool for their agents,
the use of these techniques is not widespread. This is
even more palpable in general formations of profiles
that, a priori, have not decided to focus their profes-
sional career within the intelligence analysis, as is the
case of the police bodies, whose position is finally de-
fined by many other rather organizational criteria (con-
ditioned by vacancies, promotions, countries of work,
categories, etc.).

However, this not only facilitates the highlighted pro-
cesses, but can work as: a source of ideas; an improvisa-
tion generator; and a creativity enhancer. It can also fa-
cilitate the search for alternatives; the decision making;
as well as contribute to an improvement of the social
skills and a greater training in the control of biases. All
of them are relevant areas for every intelligence analyst.

Highlighting among these benefits human ingenuity,
experience and creativity, is a relevant factor in intelli-
gence analysis, but also in our need to work with ma-
chines and to be different from them. If the empow-
erment of people that is today allowed by the use of
new technologies is answered with greater creativity,
not only at the individual, but at the organizational lev-
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el, it will be easier to make smarter decisions, to solve
more complex problems.

2.2, Abilities and skills, not only knowledge

In 1970, Alvin Toffler described the symptoms of the
“shock of the future”. The speed at which the change
occurs comes to generate greater implications than
the direction in which it materializes. Events happen so
quickly that we have to be able to talk about the past
and the future simultaneously. Managing complexity,
Toffler pointed out, would be the major problem for
societies in the future. A context that, by pure defini-
tion, is being harmful to those people and organiza-
tions that are rigid and have difficulties adapting to ver-
tiginous change. This context is having a great impact
on an essential element: knowledge.

The creation, transmission and assimilation of knowl-
edge advances and is modified in the same way as so-
ciety, science, technology as or communications. In this
sense, Toffler himself stated (p. 414) that “the illiterate of
the 21st century will not be those who cannot read and
write, but those who cannot learn, unlearn, and relearn”.
He was using words from the psychologist Herbert
Gerjuoy of the Human Resources Research Organiza-
tion% “the new education must teach the individual how
to classify and reclassify information, how to evaluate its
veracity, how to change categories when necessary, how
to move from the concrete to the abstract and back, how
to look at problems from a new direction—how to teach
himself. Tomorrow’s illiterate will not be the man who
can't read; he will be the man who has not learned how
to learn”. Toffler added that training persons would not
be based on immovable knowledge that you have in
your mind, but in function of the abilities needed at
every moment

Years later, in the conference “New Frontiers of Intelli-
gence Analysis: Shared Threats, Diverse Perspectives, New
Communities” (Rome, Italy, 31 March - 2 April 2004), it
was showed that, after the fall of the Iron Curtain, the
intelligence requirements changed completely. It was
not a sudden transformation, but it was a challenge in
terms of the training of the analysts, who were forced
to pay attention to other environments hitherto ne-
glected, such as larger, global scenarios that require
both short and long term for their understanding, with
multiple new cultural connotations and linguistic dif-
ferences.

2 The book’s notes state that Gerjuoy’s comments are from an
interview with Toffler.
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Imagining, listening, experimenting, making mistakes,
creating and destroying creatively, using intuition, are
key skills to live in the future. Knowledge will become
a set of skills, not of immovable knowledge and its use,
in line with the opportunities provided by new tech-
nologies, will be a key factor of success. The objective
will be to create differential value through a specific
skill at a given moment. As Toffler said, by teaching stu-
dents how to learn, unlearn and relearn, new dimen-
sions can be incorporated into education.

2.3. Learning, not teaching

The aim of education is learning, not teaching. The
book “Turning Learning Right Side Up: Putting Education
Back on Track” (Ackoff and Greenberg, 2008) focuses
precisely on trying to answer why we keep trying to
teach people to be machines and not to enhance their
abilities as humans, as highlighted in the previous sec-
tion.

Memory is confused with learning and that conditions
us so that we will hardly remember in our adult life
what was taught to us. However, what was learned
(talking, walking, how to dress) will remain, in general,
in our imprint in a perennial way.

It is about generating the same dynamics that gen-
erate learning before a new job. In this process, the
teaching, if any, is minimal. However, learning arises
from the observation, imitation, the need, the explana-
tion of reference examples, but not the talk.

Learning escapes the standardized and standardized
formats of what an adult is supposed to be in society.
You learn by trying, failing, sharing, interacting infor-
mally to get answers and sharing what you have inter-
nalized.

Learning through explanation is another pillar of this
vision. The “explainer” is required an extra effort that
the teacher is not required, the need to put them-
selves in the mind of the other to be able to answer
their question. A practice that involves developing “en-
vironmental culture” not only taught based on what is
known, but it is explained based on the difficulties that
a third party poses. You learn to “learn from others”. In
this context there is a need to use experienced analysts
as mentors for those more novices, thus sharing expe-
rience, training and skills.
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2.4. Learning organizations

Following the previous scenario and taking into ac-
count that new technologies allow us a greater daily
diffusion between the biological, the physical and
the digital, it is also possible to talk about the learning
needs within organizations.

Peter Senge’s vision of a learning organization as
a group of people who are continually enhancing their
capabilities to create what they want to create could
have a clear use in intelligence analysis teams. Accord-
ing to Peter Senge (1990, p. 3) learning organisations
are: “...organisations where people continually expand
their capacity to create the results they truly desire, where
new and expansive patterns of thinking are nurtured,
where collective aspiration is set free, and where people are
continually learning to see the whole together” (The Fifth
Discipline). For this to happen, it is argued, organiza-
tions need to “discover how to tap people’s commitment
and capacity to learn at all levels” (ibid.. 4).

Senge points out different ways of learning. “Survival
learning” or “adaptive learning”is important and neces-
sary, but it is not enough, and organizations need to
develop a “generative learning” that enhances the orga-
nizational capacities. This is why an intelligence depart-
ment must be continuously looking for the way it can
improve knowledge and especially develop new skills.

This concept has several links with the new skills need-
ed to survive in VUCA environments. For this purpose,
organizations should cultivate five disciplines:

1. Systems thinking: ability to comprehend and ad-
dress the whole, and to examine the interrelation-
ship between the parts.

2. Personal mastery: organizations learn only through
individuals who learn.

3. Mental model: learning to unearth our internal
pictures of the world, to bring them to the surface
and hold them rigorously to scrutiny.

4. Building shared vision: unearthing shared “pictures
of the future” that foster genuine commitment and
enrolment rather than compliance.

5. Team learning: aligning and developing the capac-
ities of a team to create the results its members
truly desire.

All of these 5 disciplines are key elements in intelligence
analysis, in which there is a need of holistic approaches
to have the "big picture” about security phenomena,
and a strong critical thinking philosophy to challenge
previous or intuitive judgements. Individual and team
learning must be balanced, taking into consideration
that intelligence analysis is a team work.

This learning must be guided by the shared vision
about their mission, and the aim of improving the in-
telligence process and the intelligence final product,
in order to facilitate decision taking. This must be fa-
voured not only by governments or institutions, but
also by teachers, human resources, managers and ana-
lysts themselves.
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Table 5. How to survive - abilities needed in a VUCA world

CLARITY over COMPLEXITY

VISION over VOLATILITY

Adaptive thinking Lateral thinking Knowledge Management In-
formation overload management

Diversity management

Intellectual curiosity Star-busting creativity techniques
Cognitive biases management

Data analysis

Operating with estimates (Lowhental®)

General / holistic approaches as well as technical vision
Information media literacy

Observation Explainers (Ackoff & Greenberg)

Learn to learn Knowing how to unlearn Continuous training Anti-
fragility (N. Taleb, 2013) Creativity Agility Motivation
humility

Cognitive adaptability

Collaborative intelligence

Knowledge management based on the team
Diagnosing collaboration barriers

Self-taught use of new technologies
Gaming-mine

Evaluative vision

Social media relations ability

AGILITY over AMBIGUITY

UNDERSTANDING over UNCERTAINTY

Critical thinking Experimentation Learned lessons Learn to
doubt Dismisses the superfluous

Self-driven learning Social pressure management
Proactivity

Decision-making engineering

Team-based decision making quality

Adaptation of the methodologies to the study objective
Finding solutions

Intelligence analysis process development

Crisis management

Time and priorities management

Serious gaming techniques

Talent management

Critical writing

Resolution / decision-making

Transparency Confidence Managing overconfidence (honestly in-
trospective) Collaboration / teamwork Technological awareness
Creating scenarios / simulations Idea Generation Validation of
acquired knowledge

Inter-personal skills

Intelligence of the crowds

Leadership In virtual and transcultural teams

Information visualization techniques

High performance team development

Management of virtual teams

The future, no matter how disruptive or distant it may
seem, is not immune to our control. As organizations,
analysts and citizens, we all have the abllity, if not the
responsibility, to intercede in their evolution with our
decisions. Having the necessary skills to make these as
accurate as possible is only the beginning, having be-
come a condition sine gua non to our future.

3. OPSEC and privacy in online
investigations

Operational security (OPSEC) is a process designed to
protect intelligence analysts from being identified by
third parties. Its implementation results in the devel-
opment of countermeasures, which do not have to be
necessarily technical, in order to prevent possible leaks.
We are now going to discuss some examples of this.

3.1. Identity management in the network

When carrying out research activities on the network,
the analyst will need to authenticate in certain services
in order to obtain additional information. In this pro-
cess, the management of numerous identities can be
an obstacle if it is not properly planned from the very
moment of the creation of those profiles.

3 http//www.tandfonline.com/doi/full/10.1080/02684527.2017.1
328856
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The reuse of real profiles implies the risk of exposing
the analyst’s identity through their usernames, emails,
photographs, comments, affiliations or even IP ad-
dresses. The large number of leaks of information made
public over these years, which have involved top-tier
companies such as LinkedIn, Adobe, Dropbox or Yahoo
are just a reflection that the exposure of sensitive infor-
mation of users is not only possible in low-profile web-
sites. Websites like HavelBeenPwned.com?, maintained
by Australian security specialist Troy Hunt, or Hackead-
Emails.com?®,by José M. Chia, are some examples of this.

A protection tool for analysts is the use of password
managers like KeePass®. These managers are applica-
tions in which the user can store different passwords for
each profile that will be used, generating them random-
ly and storing them in a database encrypted with mil-
itary standards such as AES256. As a consequence, the
analyst will prevent the leaking of information in one
of the resources they use from exposing sensitive data
from other platforms, as the passwords for every plat-
form are different from each other. Obviously, the user
will have to take care of the security of this database,
using a very robust password to prevent that, in case of
loss or theft, a third party has access to their data.

4 https://haveibeenpwned.com
5 https//hacked-emails.com
6 https://keepass.info
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Figure 2. Configuration window for HTTP, HTTPS, FTP and SOCKS proxies in the Firefox browser.
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Creating profiles on the best-known social network-
ing platforms can be difficult if the analyst's aim is to
act as anonymously as possible. The analyst has to be
aware that platforms like Twitter will offer recommen-
dations based on the account’s location, its activity, the
people it follows, the accounts with which it interacts,
the tweets in which it participates or the email address
used in the registration process, thus establishing links
with real contacts of the original profile. Mail providers
such as Gmail or Outlook request numerous personal
information and establish a series of mechanisms that
are difficult to dodge from the moment they begin
to suspect that too many accounts are being created
from the same location. Therefore, many end up opt-
ing for email providers such as ProtonMail” (or mail2tor.
org, cock.li, airmail.cc, mailcatch.com or guerrillamail.
com) that will offer email accounts without performing
too many checks.

7 https//protonmail.com

3.2. Masking the identity of the analyst

One of the problems that analysts have to face when
conducting an investigation is the masking of the con-
nections’ origin. Normally, the IP addresses from which
we connect are visible to the services we visit, since
the point from which the requests are made can be
registered.

The use of proxies

A proxy server is an element that acts as an interme-
diary between two systems, so that both ends of the
connection do not interact except through this inter-
mediate agent. In this regard, each system only has vis-
ibility of this intermediate agent, which in practice has
the effect of masking the origin. There are a lot of lists
of public proxies located in different places like free-
proxy-list.net or freeproxylists.net.
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Figure 3. Operation diagram of the Tor network. Source: Fercufer (Wikimedia)
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The configuration of these proxies in the browser is quite
simple. Just take note of the country from which you want
to exit and adjust the parameters of the proxy settings. For
this case, we have chosen a proxy from Indonesia, whose
IP address is listed as 210.57.214.46 through port 3 128.

The main problem presented by these lists, regardless of
their availability and latency, is that the user has no real way
of knowing what these intermediaries do with their data.

VPN

While proxy servers only act as intermediaries between
two points, a VPN is a more complex technology that al-
lows extending the extension of a domestic or corporate
local network beyond its physical location. Although
they can also be used as a gateway to avoid revealing
the real IP address, their functionalities go far beyond
those of a mere intermediary, since they allow, for ex-
ample, that employees working outside an office have
access to shared resources. The connection between the
user and the physical network itself is tunneled so that
the traffic circulates in an encrypted and safe way.

The Tor network

The Tor project® was conceived with the aim of offer-
ing users an additional layer of privacy in the use of the
internet. Thus, the use of the Tor network for conven-
tional navigation protects the origin of the real user’s
request by exposing only the output node requesting
a particular resource. Tor is a free software designed to
help activists, journalists and Internet users to evade
mass surveillance by routing encrypted traffic through
a series of nodes that make up this network.

8 https://torproject.org
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The user, instead of connecting directly to his desti-
nation, chooses a node of the Tor network as an en-
try node after connecting to a directory of available
nodes. The exit node is the one that will connect to
your destination and your IP address will be the only
one that the destination will have a record of.

Navigation through Tor is not an absolute guarantee for
100% anonymous navigation. Unfortunately, a recently
discovered bug related the way publish local links are
published could expose the user’s real IP address of the
user on Mac and GNU / Linux systems. The bug has
been quickly corrected not only in Tor Browser Bundle
but also has been moved to the project on which it is
based, the Firefox browser itself.

Footbridges towards the Tor network

To facilitate access to the hidden services without hav-
ing to configure any software, there are known as Tor
gateways that act as an intermediary between the user
who tries to access a resource.onion and the resource
itself, collecting the result and serving it again. There
are multiple platforms on the internet that offer these
services, mainly based on the Tor2Web project. Exam-
ples of this type of platforms are onion.city, onio.cab,
onion.plus and onion.link among others.

However, the use of gateways implies that the user
renounces to a significant part of their anonymity by
granting the intermediary information that was not
available to the final server. For the user, these practic-
es carry the risk that, not only the requests made may
be registered by a third party together with their real
IP address, but also that the responses received have
been adulterated by the intermediary.
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Other alternative networks

Apart from the Tor network, there are other types of
networks that can be mentioned, such as 12P (Invisible
Internet Project)®. This project focuses on offering a layer
of abstraction of communications within the network
in order to offer anonymous web pages, chat clients or
file transfer platforms. The main difference with the Tor
network is that 12P has been conceived to be used as
a gateway to the conventional network. Lately, the IPFS
system has also been gaining importance', Inter Plane-
tary File System. It is a distributed protocol in which the
different nodes of the network share disk space and rep-
licate the content for all the nodes of the P2P network.
The project is used in combination with blockchain
technology to store content on a continuous basis.

3.3. Operating systems

There are some operating systems whose main ob-
jective is to preserve the user’s safety. Although each
of them puts the focus on a different aspect of secu-
rity, they all assume that the user will be exposed to
vulnerabilities and failures that can compromise both
their identity and the integrity of their system. Some of
these operating systems are:

- Tails" (acronym for The Amnesic Incognito Live Sys-
tem). This is a distribution designed to protect pri-
vacy and anonymity by requiring that all connec-
tions of this Debian system be made from the Tor
network through the use of Birdy' (a plugin to use
Tor with Thunderbird), with Pidgin or KeePassX for
managing passwords. Unlike conventional operat-
ing systems, it has been specifically designed to be
executed from a Live CD or USB so that it leaves as
little fingerprint as possible in local storage;
Whonix" is distributed in a virtualized environment
with two virtual machines. One of them has the
sole mission of acting as a gateway to the Internet,
routing all the traffic generated by the other, which
acts as a work station, towards the Tor network;
Qubes OS™,an operating system that has been de-
signed with security in mind and that implements
the concept of security by isolation and is defined
as a “reasonably secure operating system”. If an ap-
plication is compromised, it cannot affect other ap-

9 http//geti2p.com/

10 https.//ipfs.io

11 https://tails.boum.org/

12 https://addons.mozilla.org/en/thunderbird/addon/torbirdy/
13 https://www.whonix.org/

14 https.//www.qubes-os.org/
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plications outside the domain in which it is present.
Different security levels are applied, for example, to
execute banking transactions or consult mail.

Conclusions

This paper has identified how technologies are affect-
ing the so-called intelligence cycle. New technologies
offer new opportunities to collect, evaluate and inte-
grate old and new sources of information, to analyse
data and information third, and to disseminate the final
product in a seductive way.

But, on the other hand, new technologies are generat-
ing new corporative and personal risks for intelligence
analysts, especially in the cyberspace, and introduc-
ing new bias. Clearly, it is possible to point out a set of
technological challenges in intelligence analysis. Some
of them are external factors: the technological land-
scape in continuous evolution and the characteristics
of information (infoxication and increasing difficulties
to evaluate sources and pieces of information). Other
factors suppose internal challenges, both for organiza-
tions and analysts: digital transformation, new leader-
ship, new cognitive bias, obsolescence of knowledge
and skills, or new security concerns.

This paper proposes a roadmap to improve the learn-
ing of intelligence analysis, with three main pillars: first,
focus on learning instead of teaching; second, focus
on organizational learning; and third, focus on learning
by gaming and doing. Agreeing that technologies are
a key factor in new criminal trends, Law Enforcement
Agencies need to strengthen their efforts in order to
improve their intelligence capabilities. For this pur-
pose, an adaptive VUCA framework can show us the
main challenges we face to analyze and interpret this
world, and especially its criminal phenomena, letting
us to identify new knowledge and new skills needed
to tackle old and new threats and risks.

Finally, intelligence analysts face new concerns, be-
cause of their possible high digital exposition. Opera-
tional security (OPSEC) is a process designed to protect
them from being identified. In this process of continu-
ous evolving technologies, cloud computing, artificial
intelligence, OPSEC is a relevant content training for
new and old intelligence analysts.
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Abstract

Data Science’is an interdisciplinary field involving the development of processes and systems to extract knowledge
and understanding from data in different formats and from different sources. Considering the large amount of
data generated and managed by public safety agencies, Data Science applications in the police sector are numer-
ous. More important are the advantages that the different applications of Data Science could provide the police on
issues such as the optimization of resources, the increase of efficiency and effectiveness, the modernization and
its exemplariness when compared with other institutions. In this paper we present different potential applications
fields of Data Science for the police. In addition, we focus on the case of VeriPol, a tool for automatic detection
of false violent robbery reports, currently under development by the Spanish National Police. In particular, we
illustrate a detailed analysis of the results of a recent pilot study aimed at assessing the effectiveness of the tool.

Keywords: Data Science, Policing, Optimization, VeriPol.

1. Introduction To transform these huge amounts of data into knowl-

edge, it is necessary to design and use statistical and

Every day we are in contact with systems that collect
large amounts of information in order to model our
behaviour. Spotify does it to recommend artists who
might like you, based on the songs you listen to; Netf-
lix builds a profile for each user, allowing to customize
each person’s experience, and even some banks use it
to detect fraudulent transactions.

computational tools. The interdisciplinary field that
concerns the development of processes and systems
to extract knowledge and understanding from data in
different formats and coming from different sources is
called Data Science. In Data Science, techniques and
theories, which derive from many fields within diverse
areas such as mathematics, statistics or computer sci-
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ence, are used. These include for example: probability
and uncertainty models, automatic learning and sta-
tistical learning, data mining, information retrieval and
retrieval, pattern recognition and visualization, and
predictive analysis.

These techniques and sciences have achieved a dra-
matic reduction in the cost of storing and processing
information and have led Data Science to become
a technological trend that continues to grow. You
could say that at present there is not a single Fortune
500 company that is not investing human and eco-
nomic capital in any area related to Data Science, with
Facebook and Google being two of the most notable
cases. Data Science influences the economy, business
and finance (Patil & Davenport, 2012). From a business
perspective, Data Science is an integral part of compet-
itive intelligence.

The use of Data Science techniques is not limited to
companies seeking to retain their customers to in-
crease their profits (such as Spotify, Netflix, Facebook
or Google), there are also use cases in which these
same methods have been used to tackle problems
with a great social impact. This is the case of “The Data
Science for Social Good Fellowship™ of the University of
Chicago'. Data analysis can help us to improve decision
making in companies, provide new perspectives to our
entrepreneurs and be a powerful ally to combat prob-
lems of social development and public health.

This paper relates to this last social and public interest
and describes the applications that Data Science can
have in security and safety. More concretely, the appli-
cations that the Spanish National Police is considering
developing in the near future and in particular the case
of VeriPol, a tool for automatic detection of false violent
robbery reports, currently under development by the
Spanish National Police.

2. Applications of Data Science for
Security and Safety

The importance of data analysis for police and citizen
security activities has been recognized even by the for-
mer President of the United States, Barack Obama, who
in 2015 launched the Task Force on 21st Century Po-
licing initiative. Within this is the Police Data Initiative

1 httpsy//dssg.uchicago.edu/
2 https://cops.usdoj.gov/policingtaskforce
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which recommends the use of innovative Data Science
techniques to improve police action, relations with cit-
izens and public safety.

Considering the large amount of data generated and
managed by the different National Police Institutions
around the world, the applications of Data Science in
the police sector are innumerable. Specifically, in this
paper, the focus will be in the different applications
that Data Science could provide to the Spanish Nation-
al Police, with issues such as resource optimization, effi-
ciency and effectiveness, modernization, or exemplar-
ity compared to other global institutions. Next, some
of these ideas are detailed.

2.1 Prediction of Crimes

Predictive Policing is the use of police data to identify
individuals, locations and events with a high risk of
crime. The prediction of crimes allows to focus the
police effort in the areas with greater risk in a dynam-
ic way and that adapts to the criminal tendencies of
the moment and of a specific territory. Numerous pilot
projects (Miami, Chicago and London, among others)
have proved useful. PredPol, an initiative in Santa Cruz,
California, uses historical data to point out to agents 10
to 20 high-risk areas (Perry, 2013). The result has been
a reduction in the first year of the 27% of the thefts and
of 11% of the robberies in houses.

The interest for the definition of reliable crime pre-
diction models is evident. Currently sponsored by the
National Institute of Justice, a competition is underway
for the definition of predictive models with economic
awards totalling $1.2 million dollars®.

2.2 Definition of Police Districts and Patrol
Optimization

The prediction of crimes represents the first step to-
wards the definition of a protocol of police action
that fits the profile of each police beat or shift duty.
Through optimization techniques it is possible to de-
fine the distribution of patrol agents in a district to im-
prove different objectives, assuming an improvement
in the distribution of the workload between agents
and an improvement in the efficiency in the actions
(Camacho-Collados, Liberatore & Angulo, 2015; Cama-
cho-Collados & Liberatore, 2015; Liberatore & Cama-
cho-Collados, 2016).

3 https//www.nij.gov/topics/law-enforcement/strategies/predic-
tive-policing/Pages/welcome.aspx
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2.3 Itinerant Crime and Criminal Series
Methodologies such as the Series Finder (Wang, Rudin,
Wagner & Sevieri, 2013), developed at MIT in collabora-
tion with the Cambridge (MA) Police Department, can
identify criminal patterns and detect crime series. More
specifically, this tool builds profiles of Modus Operandi
and detects crimes that belong to the same series. In
a pilot study with theft crimes in housing Series Find-
er has excluded crimes from crime series previously
identified by police. This has reduced the number of
suspects automatically.

2.4 Gender Violence Risk Estimation

Applying learning methodologies such as Case-Based
Reasoning (Aamodt & Plaza, 1994) it is possible to ob-
tain very powerful and effective models based on simi-
larities with previous cases for the estimation of the risk
for abused women. These models could also provide
information on risk factors and their relevance by in-
troducing machine learning predictive models (Bishop,
2006).

2.5 Analysis of Organized Crime Network
Vulnerabilities

The Social Network Analysis (Bishop, 2006) discipline
provides tools for studying social networks and identi-
fying major actors as well as hidden structures. Among
their techniques are methodologies to identify the
most important elements of these networks and the
communities within them. In the context of policing,
similarly to what is presented in Baker and Faulkner
(Baker & Faulkner, 1993), these basic applications could
identify the most important individuals within an or-
ganized crime network, differentiating the different
roles (central and linking elements). More advanced
models (i.e,, interdiction and fortification optimization
models) can be used to define network vulnerabilities,
that is, which individuals “attack” (stop or damage) to
dismantle the network in the most efficient and effec-
tive way (Liberatore, Scaparra & Daskin, 2011; Liberatore,
Scaparra & Daskin, 2012; Liberatore, & Scaparra, 2011).
This model would require the evaluation of the relation
between the actors, leading to the application of Tie
Strength models (Liberatore & Quijano-Sanchez, 2017).

2.6 Analysis of Images of Police Cameras

Police cameras (e.g., body, helmet, and vehicle camer-
as) are a powerful tool that generates a large amount
of data daily. However, the large amount of information
produced makes an analysis by experts impossible.
Fortunately, it is possible to develop tools (Wu, Liu, Li,

Gu, Si & Tan, 2009; Hampapur, 2008) that process the
recordings automatically to search for information of
interest, both a posteriori (for example, identification of
sequences of persecutions) and real time (reading of
license plates, identification of faces of suspects).

2.7 Analysis of Work Productivity

At present, the productivity measurement of a police
station does not take into account the work of crime
prevention, which has the advantage of reducing costs
for both the police, the judiciary system and society as
a whole, as well as the economical and human bene-
fit associated with avoiding the conversion of a citizen
into a criminal. By applying statistical and optimization
models (D’Amico, Wang, Batta & Rump, 2002) it is pos-
sible to design more sophisticated productivity meas-
ures that take into account all factors of police work. In
addition, these models would allow the identification
of police stations where good work is being done in
particular, allowing them to model their techniques
and to open the possibility of training courses to other
police stations or agents, thus sharing expert knowl-
edge that would increase national performance.

2.8 Detection of False Reports

False allegations represent an expense of money and
resources for the Police. In addition, this type of crime is
often accompanied by other crimes, such as fraud. Ear-
ly detection of such complaints would allow inspectors
to focus more efficiently. This type of Data Science tool
is currently being built at the Spanish National Police. In
the following Section the description of such tool and
in particular, a detailed analysis of the results of a re-
cent pilot study aimed at assessing the effectiveness of
the tool are presented.

3. Case Study: VeriPol, a decision support
tool for false violent robbery reports
detection

Police investigations that are carried out in the different
police departments of the Spanish territory are gener-
ally influenced by quantitative parameters, although
many of them also consider qualitative ones. Generally,
these investigations start from a report made by a per-
son harmed or offended by an illegal act that, directly
and by legal imperative, it forces the officers of the Se-
curity Forces to undertake the investigation and clarifi-
cation of what has been brought to his/her attention.
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The referred investigations cover all types of crimes
contained in the Spanish Penal Code, although in
some cases it is easily determined who the author is.
In others, it is very difficult, even at times impossible,
to determine the culpability of the crime. In those
cases that are not possible to close, uncertainties and
doubts usually appear in the course of the investiga-
tion, including whether the complainant has told in
the report everything in his/her knowledge, or if this
complainant has any malicious interest in his story, or
even if he/she is openly lying to get a benefit.

Articles 456 and 457 of the Spanish Penal Code con-
cern false reports and the simulation of crimes re-
spectively, that is, they punish the fact of falsely filing
a report before a judicial or administrative to provoke
procedural actions such as the police investigation.
In certain cases, the police responsible for these in-
vestigations, after a time spent collecting information
about the complainant and the information provided
by the complainant, may suspect that it is a false report
or a simulation of crime. However, since the majority of
these complainants are respected citizens and, above
all, they are not criminals, care must be taken in dealing
with them and with the facts to be investigated, always
without violating the principle of presumption of inno-
cence that every person has.

In recent years it has been observed that, partly mo-
tivated by a social phenomenon such as an econom-
ic crisis, a very high percentage of “normal” citizens,
that is, not ordinary criminals, are being detained or
charged with a crime that they had never known ex-
isted as such, although it does not justify their action.
This situation entails an additional cost of time and re-
sources to the National Police that could be invested in
other more appropriate tasks.

This fact is causing great concern among those in
charge of criminal control, since the statistical indices
of false reports have reached a very high level of con-
cern. Not only because it is a statistical modulator in-
dex, but because when analysing this phenomenon in
depth, the following conclusions, that are quite striking
and that directly and indirectly affect police effective-
ness, can be drawn.

Firstly, it affects the beginning of the investigation. Since
it should be presumed that the information coming
from the complainant is truthful, these falsehoods hin-
der and delay the beginning of the police action.

=
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More often than not, in the course of the investigation, it
is found that the reason that motivates the investigative
police intervention is not true.

This hampers police work and calls for new investigation
in another direction, thus generating unnecessary stress
and strain. A properly targeted approach from the start
would undoubtedly have a better outcome.

Motivated by the analysis of the current situation, an in-
novative project has been carried out within the scope
of "predictive policing,” the result of which is, VeriPol,
a computer tool to estimate the likelihood that a violent
robbery report is false. The program takes the text of
the complaint as input. Therefore, it does not need any
information on the part of the user and is completely
automatic. In addition, it integrates perfectly with the
SIDENPOL system (Police report system). That is, the
system entry consists of a document (in PDF format)
of each complaint, from which the descriptive text of
the complaint is obtained. The program processes the
text, extracting useful characteristics for its classifica-
tion using techniques of Natural Language Processing
(Winograd, 1972). These characteristics are passed to
a mathematical model that uses Artificial Intelligence
techniques (Michalski, Carbonell & Mitchell, 2013) and
estimates the likelihood of falsity of the complaint. The
output of the program is the probability that the com-
plaint entered is false. Empirical experiments show that
the accuracy of the tool is more than 90%.

The purpose of this novel project is the creation of
a global and automatic system for the detection of
false allegations, in addition to the definition of a re-
search protocol for this type of crime. In this first phase,
the problem has focused on the specific case of allega-
tions of violent robbery. The promising results inspire
to continue with this process and design of successive
models for other types of reports.

3.1 Pilot Study

To test the efficacy and effectiveness of VeriPol, a pilot
study has been undertaken in the urban areas of Mur-
cia and Mélaga, Spain. More in detail, the pilot study
was run in Murcia (four police departments involved)
from the 5th to the 9th of June 2017, while it took place
in Mélaga (six police department involved) from the
12th to the 16th of June 2017.

In each destination, two agents, experts in false report
detection and in VeriPol, were sent to install the soft-
ware, give a short course on its use to the local agents
and investigators, and supervise all the activity. After
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that, all the new violent robbery reports as well as all
the open violent robbery cases of 2017, were analysed
by VeriPol.

The results of the pilot study are shown in Table 1. As
it could be observed, the implementation of VeriPol
allowed for an impressive increase in productivity in
terms of number of false cases of violent robbery de-
tected and successfully closed.

Table 1: Comparison between the number of false violent robbery cases closed during the pilot study and the average

number of false violent robbery cases closed in June.

Destination Number of false violent robbery cases closed during the Average number of false violent robbery cases closed in
pilot study the month of June, years 2008-2016
Murcia 31 3,33
Mdlaga 49 12,14
3.2 Survey officials that participated in the pilot study were asked

To understand the level of acceptance and satisfaction
associated with the use of VeriPol, all the agents and

to answer to an anonymous questionnaire (illustrated
in Table 2) on a voluntary basis.

Table 2: Questionnaire structure. For each question, the original text in Spanish and a translation to English are provided.
The third and the fourth columns show the type of question and the allowed answers, respectively.

# Question Type of question Allowed answers
1 Would you like the National Police to explore new methodologies to reduce costs ~ Multiple choice Yes, No
and decrease the workload? Si No
;Te gustaria que en la Policia Nacional se exploraran nuevas metodologias para
reducir costes y disminuir la carga de trabajo?
2 Do you think that the national police should provide investigator staff of more and ~ Multiple choice Yes, No
better technological means to deal with the crime? S No
;Crees que la Policia Nacional deberia dotar al personal investigador de més y me-
jores medios tecnoldgicos para enfrentarse a la criminalidad?
3 Have you worked in the investigation of violent robberies? Multiple choice Yes, No
;{Has trabajado la investigacion de robos con violencia y/o tirones? Si, No
4 Did you use VeriPol? Multiple choice Yes, No
;Has usado VeriPol? Si No
5 Do you think that VeriPol could be useful for the investigation of violent robberies?  Multiple choice Yes, No
;Crees que VeriPol podria ser Util para la investigacion de robos con violencia y/o Si, No
tirones?
6 How useful do you think that VeriPol is as a investigation tool? Linear scale 1 (Not at all, Nada) to
;Cémo de util crees que es VeriPol como herramienta investigativa? 5 (A lot, Mucho)
7 Do you think that VeriPol would be easy to integrate into your daily tasks? Linear scale 1 (Not at all, Seguro
;Crees que VeriPol seria facilmente integrable en tus tareas diarias? que no) to 5 (Abso-
lutely, Seguro que si)
8 If you had VeriPol available, would you use it on a regular basis? Linear scale 1 (Not at all, Seguro
;Si tuvieras VeriPol a disposicion, lo usarias de forma regular? que no) to 5 (Abso-
lutely, Seguro que si)
9 Do you think that VeriPo/ would expedite the investigation of cases? Linear scale 1 (Not at all, Seguro
;Crees que VeriPol agilizaria la investigacion de los casos? que no) to 5 (Abso-
lutely, Seguro que sf)
10 Would you like to have VeriPol installed in a way regular in all the National Police Linear scale 1 (Not at all, Seguro

computers? que no) to 5 (Abso-
;Te gustaria que VeriPol se instalase de forma regular en los ordenadores de la lutely, Seguro que si)
policia?
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# Question Type of question Allowed answers

1 Do you think that it would be useful to extend VeriPol to other types of com- Linear scale 1 (Not at all, Seguro
plaints? que no) to 5 (Abso-
iCrees que serfa util que VeriPol se extendiese a otros tipos de denuncias? lutely, Seguro que si)

12 Would you like to receive training to learn new interrogation techniques? Multiple choice Yes, No
iTe gustaria recibir formacion para aprender nuevas técnicas de interrogatorio? Si No

13 Sex Multiple choice Male, Female
Sexo Hombre, Mujer

14 Age in years Short answer Short-answer text
Edad en arios

15 Police Department Short answer Short-answer text
Comisaria

16 Rank Multiple choice Bdsica, Subinspeccidn,
Escala Ejecutiva, Superior

21 agents and officials took part to the survey. The results are summarized in Table 3.

Table 3: Summary of the survey's result (in this context, NA means “Not Answered"). For each question, the frequency of
each answer is given. Question #14 is an exception as its answer is continuous numerical. For this reason, summary statistics
(minimum, Tst quartile, median, mean, 3rd quartile, and maximum) are given.

Question # Answers
1 Yes: 21 No: 0 NA: 0
2 Yes: 21 No: 0 NA: 0
3 Yes: 21 No: 0 NA: 0
4 Yes: 18 No: 1 NA: 1
5 Yes: 21 No: 0 NA: 0
6 1.0 2:0 3:0 4:8 5:13 NA: 0
7 1.0 2:0 3:0 4:3 5:18 NA: 0
8 1:0 2:0 3:0 4.3 5:18 NA: 0
9 1.0 2:0 31 4:4 5:16 NA: 0
10 1.0 2:0 3:0 4:2 5:19 NA: 0
1 1:0 2:0 3:0 4.3 5:18 NA: 0
12 Yes: 21 No: 0 NA: 0
13 Man: 20 Woman: 1
14 Minimum: 33.00; 1st Quartile: 36.50; Median: 40.00; Mean: 41.45; 3rd Quartile: 44.50; Maximum: 55.00; NA's: 1
15 Cartagena: 3 Fuengirola: 1 Lorca: 4

Malaga Centro: 3 Murcia el Carmen: 1 Torremolinos: 8
16 Basica: 16 Subinspeccion: 3 Ejecutiva: 2
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Applications of Data Science in Policing: VeriPol as an Investigation Support Tool

From the observation of the participants’ answers the
following conclusions can be drawn:

— There is a unanimous interest in innovation in the
Spanish National Police (questions 1, 2, and 12).
— Concerning VeriPol, the participants reckon that:
° ltis a very useful investigation tool (questions
5and 6).
° It would be easy to adopt and they would use
it regularly, as it would simplify their job (ques-
tions 7 to 9).
° It should be installed to all the computers of
the Spanish National Police and it should be ex-
tended to include other types of crimes.

Overall, given the extremely impressive results ob-
tained in terms of false reports cases closed and the
enthusiastic answers provided by the survey's par-
ticipant, the pilot study has been considered a huge
success that has motivated the head of the Spanish
National Police to proceed with the implementation of
VeriPol into the reports management software.

4, Conclusions

Data Science allows us to analyse information flows,
which are generally unpolished, to become valuable,
organised, and hierarchical information. As an example,
in recent years, multinationals such as General Electric,
Banco Santander (Quijano-Sanchez & Liberatore, 2017)
or BBVA have implemented the role of the Chief Data
Officer or Chief Science Officer in their organizations,
with the mission of making the most of their business
data. As the Internet was 20 years ago, Data Science will
mark a before and after in the history of technologi-
cal development and will influence many more areas
than we imagine. With this, we can conclude that Data
Science will be the solution that requires our time, but

References

as the famous Stephen Hawking said, “Intelligence is the
ability to adapt to change.”

In the security field, the implementation of a system
and protocol such as VeriPol, would allow a better use
of police resources (especially human resources), a re-
duction of crime due to greater research effectiveness,
and an improvement of the quality of police data relat-
ing to crime, as it entails a significant reduction of false
information in the databases. In addition, as mentioned
through the paper this type of initiative could open the
door to a new form of investigation individualized in
the crimes of robbery with violence or intimidation, for
its special incidence and social repercussion, and with
the possibility of extending to any type of police in-
vestigation as this is the beginning of an unusual and
innovative system.

Finally, the implementation of the tool would make
the Spanish National Police the first in the world to use
a system of this type. In fact, there is no other system
with similar characteristics, neither at academic level
nor at the industrial level, and research on detecting
lies from text is still in its infancy. Similar initiatives in
foreign police have had a very strong media impact.
For example, the previously mentioned PredPol tool,
developed between the Los Angeles Police Depart-
ment and the University of California Los Angeles, has
been named by Time Magazine as one of the 50 best
inventions of 2011 (Grossman, Brock-Abraham, Car-
bone, Dodds, Kluger, Park & Walsh, 2011).

The implementation of the system proposed in this
document would put the Spanish National Police at
the forefront as one of the most advanced police in the
world, with a very positive impact on its image, both
nationally and internationally. Looking at the results of
the Pilot Study, this is more than likely to occur.

- Aamodt, A, & Plaza, E. (1994) Case-based reasoning: Foundational issues, methodological variations, and system

approaches. Alcommunications, 7(1), 39-59.

- Baker,W.E, & Faulkner, R. R. (1993) The social organization of conspiracy: lllegal networks in the heavy electrical
equipment industry. American Sociological Review, Vol. 58, no. 6, 837-860.

« Bishop, C. M. (2006) Pattern recognition and machine learning. Springer.

- Camacho-Collados, M., & Liberatore, F. (2015) A decision support system for predictive police patrolling. Decision Support

Systems, 75, 25-37.

\
N P
T CEPOL




European Law Enforcement Research Bulletin - Innovations in Law Enforcement

+ Camacho-Collados, M., Liberatore, F, & Angulo, J. M. (2015) A multi-criteria police districting problem for the efficient and
effective design of patrol sector. European Journal of Operational Research, 246(2), 674-684.

- D'Amico, S. J, Wang, S. J, Batta, R, & Rump, C. M. (2002) A simulated annealing approach to police district design.
Computers & Operations Research, 29(6), 667-684.

- Grossman, L., Brock-Abraham, C, Carbone, N., Dodds, E,, Kluger, J, Park, A, & Walsh, B. (2011) The 50 best inventions. Time
Magazine, Nov. 28, 2011.

-+ Hampapur, A. (2008) Smart video surveillance for proactive security [in the spotlight]. IEEE Signal Processing Magazine,
25(4), 136-134.

- Liberatore, F, & Camacho-Collados, M. (2016) A Comparison of Local Search Methods for the Multicriteria Police Districting
Problem on Graph. Mathematical Problems in Engineering. http://dx.doi.org/10.1155/2016/3690474

- Liberatore, F, & Quijano-Sanchez, L. (2017) What do we really need to compute the Tie Strength? An empirical study
applied to Social Networks. Computer Communications, 110, 59-74.

- Liberatore, F, & Scaparra, M.P. (2011) Optimizing protection strategies for supply chains: comparing classic decision-
making criteria in an uncertain environment. Annals of the Association of American Geographers 101(6), 1241-1258.

- Liberatore, F, Scaparra, M. P, & Daskin, M. S. (2011) Analysis of facility protection strategies against an uncertain number of
attacks: The stochastic R-interdiction median problem with fortification. Computers & Operations Research, 38(1), 357-366.

- Liberatore, F, Scaparra, M. P, & Daskin, M. S. (2012) Hedging against disruptions with ripple effects in location analysis.
Omega, 40(1), 21-30.

+ Michalski, R. S., Carbonell, J. G, & Mitchell, T. M. (Eds.). (2013). Machine learning: An artificial intelligence approach. Springer
Science & Business Media.

- Patil, T.H.D. J, & Davenport, T. (2012) Data scientist: the sexiest job of the 21st century. Harvard Business Review, 90 no.10,
70-76.

- Perry,W. L. (2013) Predictive policing: The role of crime forecasting in law enforcement operations. Rand Corporation.

- Quijano-Sanchez, L, & Liberatore, F. (2017) The BIG CHASE: A decision support system for client acquisition applied to
financial networks. Decision Support Systems, 98, 49-58.

- Scott, J. (2017) Social network analysis. Sage.

- Wang, T, Rudin, C, Wagner, D, & Sevieri, R. (2013) Detecting Patterns of Crime with Series Finder. In AAAI (Late-Breaking
Developments).
Available at: https://www.aaai.org/ocs/index.php/WS/AAAIW13/paper/view/7018/6750

- Winograd, T. (1972) Understanding natural language. Cognitive psychology, 3(1), 1-191.

- Wu, J, Liy, Z, Li, J, Gu, C, Si, M., & Tan, F. (2009) An algorithm for automatic vehicle speed detection using video camera. In
Computer Science & Education, 2009. ICCSE'09. 4th International Conference on (pp. 193-196). IEEE.

Acknowledgments

We would like to thank the Spanish National Police Corps and, in particular, Agent Romera-Juarez for all the par-
ticipation in all the phases of the project VeriPol, Commissioner Alvarez for his support in the initial stages and
believing in VeriPol since the beginning. A special thanks to Commisioners Florentino Villabona and José Antonio
Mateos for promoting VeriPol in the Ministerio del Interior (Spanish Ministry of Interior) and providing all the resourc-
es necessary to the development of the pilot study, as well as supporting the implementation of VeriPol in the
Spanish National Police.

The research of Liberatore was supported by MINECO [grant number MTM2015-65803-R]. All financial supports are
gratefully acknowledged. The information and views set out in this paper are those of the author(s) and do not
necessarily reflect the official opinion of the financial supporters.

Wi
N¥
-;)CEF'OL



http://dx.doi.org/10.1155/2016/3690474
https://www.aaai.org/ocs/index.php/WS/AAAIW13/paper/view/7018/6750

Decision Support Systems in

Policing

Don Casey
Phillip Burrell

London South Bank University, London

Nick Sumner
Metropolitan Police Service, London

Abstract

Decision Support Systems (DSS) are widely used in industry, finance and commerce to assist users with the large
and rapidly growing amount of data that these institutions have to deal with. Police organisations have been slow
to investigate the benefits that such systems can offer but this situation is changing. As well as seeking to improve
operational performance, there are now pressing economic reasons for using IT. systems to assist crime analysts
and investigators. A short review of some of the more striking findings of psychological research in decision-mak-
ing is followed by a survey of a selection of recent research into crime linkage and predictive policing using Arti-

ficial Intelligence and some of the systems currently being used in Police jurisdictions.

Keywords: decision support systems, crime analysis, predictive policing, crime linkage, artificial Intelligence

The amount of data generated by, and available to, or-
ganisations through their computer systems increases
exponentially year on year and this phenomenon is
accelerating. In order to deal with some of the prob-
lems that this creates for decision-takers computer
programmes generically entitled “Decision Support
Systems” (DSS) have been developed and are in use
throughout commerce, industry and finance (Turban,
et al, 2007). Police departments face the same prob-
lems in assessing and acting on information and are
adopting the same strategies to assist in deploying
their resources and assisting investigators. This paper
is a review of systems and approaches currently being
undertaken in developing and employing DSSs in Po-
lice contexts, emerging research including Artificial In-

telligence (A.l) solutions, and more widely a discussion
of expert decision-making.

The major areas of application for systems are in pre-
diction of crime "hot spots” and linkage of offences.
The former is normally used in cases of “volume” crime
like burglary and vehicle offences while the latter is ap-
plied to more serious offences such as rape and hom-
icide. A 2014 survey (PERF, 2014) indicated that 38%
of responding Police departments in the US were al-
ready employing “Predictive Policing” systems that are
claimed to improve deployment of Police resources
and reduce crime by deterring offences in areas iden-
tified as high-risk. And that 70% expected to be using
this strategy within two to five years.
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This field is one that lends itself to the cross-fertilisation
of disciplines and the most widely discussed predictive
policing system, “PredPol” (PredPol) is an innovative
collaboration between Environmental Criminology,
Anthropology and Mathematics that employs an algo-
rithm first employed in Seismology to predict geolog-
ical disturbances.

A criticism of Predictive Policing (Robinson & Koep-
ke, 2016) is that by relying on historic data it predicts
where crime has already occurred and that it inevitably
directs the attention of Police to areas and commu-
nities that are likely to report offences. It may also be
that in the case of drug abuse or other “discretionary”
offences that systems become subject to a confirma-
tion bias of continuous reinforcement of decisions as
offences are uncovered in specified areas, i.e. precisely
the kind of systematic distortion of the evidence that
non-human decision support is supposed to be im-
mune from.

The possibility of this process becoming a racially bi-
ased “feedback loop” where prejudiced police action is
directed towards areas with high levels of minority oc-
cupation, and as a result creates increasingly distorted
inputs to systems has been raised by several authors.
And even that a context of incomplete and often poor
recording of crime is likely to lead to invalid conclusions
that: ".legitimizes the widespread criminalization of
racialized districts" (Jefferson, 2018). The legal environ-
ment of predictive policing has also been questioned:
Ferguson (2017) concentrates on the threat, as he sees
it, to the U.S. 4th Amendment rights of suspects to be
protected from “unreasonable searches and seizures”
and 14th Amendment right of citizens to equal pro-
tection under the law. While accepting that predictive
technology is certain to be increasingly adopted using
ever more sophisticated algorithms it is argued that
there must be a substantive framework of oversight to
police it.

The ability to link serial crimes is of great importance
to law enforcement agencies. Once a link has been es-
tablished between a number of crimes then evidence
collected can be combined to provide a richer pro-
file of a criminal’s activity. The result of this combined
evidence provides the opportunity for the earlier ap-
prehension of the offender, particularly where the se-
rial crime is of a serious nature. In this case, amongst
other approaches, Artificial intelligence (Al) techniques
have been employed. These have included supervised

&
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and unsupervised neural networks, fuzzy systems, da-
ta-mining, scenario generation and Bayesian and natu-
ral language—based systems.

Decision Making

It is often assumed that human decision-making must
be superior to any other form of decision-making sys-
tem and that this becomes more obvious as the area in
which decisions are to be made increases in complex-
ity. Surprisingly there is a very large volume of psycho-
logical research going back many decades that strong-
ly suggests that this assumption is not true. If this is
indeed the case, then the practicability of embedding
decision-making into computer-based decisions be-
comes not only achievable but highly desirable.

The influential work of Meehl (Meehl, 1954) into the
comparative accuracy of predictions made by trained
professionals and simple statistical algorithms across
a wide variety of areas including academic success,
criminal recidivism, and length of hospitalisation for
mentally ill patients overwhelmingly demonstrated
the superiority of the latter. A much later meta-analysis
of 136 studies of expert as compared to statistical or
algorithmic (actuarial or mechanical) predictions con-
cluded:

“Superiority for mechanical-prediction techniques was
consistent, regardless of the judgment task, type of judges,
Jjudges” amounts of experience, or the types of data being
combined” (Grove, et al., 2000, p. 19).

This position has been even more forcefully expressed
in a survey of over 200 studies comparing expert and
statistical predictions in “low validity” environments i.e,,
domains with a “significant degree of uncertainty”. In
activities ranging from credit risk assessment to predic-
tions of longevity of cancer patients algorithms were
found to perform significantly better than expert opin-
ion in 60% of cases leading to the unconditional asser-
tion: “In every case the accuracy of experts was matched
or exceeded by a simple algorithm” (Kahneman, 2011, p.
223).

In practice a “draw” between a highly trained deci-
sion-maker and a statistical method represents a win
for the algorithm in terms of the financial investment
required. There is also an advantage in the reliability of
the two “systems” in that the algorithm can always be
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depended upon to return the same result given the
same input. This is an outcome that cannot be guar-
anteed in the judgement of human decision-makers
even in such highly skilled occupations as radiology
and clinical psychology (Goldberg, 1968). In a study
of clinical diagnosis by radiologists as to whether tu-
mours were benign (Hoffman, et al, 1968) major dis-
crepancies were not only discovered between radiol-
ogists but individual radiologists were also found to
contradict themselves in 20% of cases when presented
with the same x-ray at a later date.

Some of these studies are 50 to 60 years old and their
findings have been replicated many times since. They
indicated that what appear to be quite complex deci-
sions can be generated by relatively simple methods
long before the astounding advances that have since
been made in Computer Science and Artificial Intelli-
gence yet the adoption of advanced decision support
into areas of complexity and importance has been
patchy.

The compelling implication of these findings is that
such statistical techniques could be equally effective
when applied to fields relating to identifying links be-
tween offences and predicting where offences are
most likely to occur. There is some direct evidence that
calls into question the ability of human versus "me-
chanical” judgement in crime analysis.

For instance, a lack of support has been reported for
the supposition that analysts and investigators have
a heightened ability in linking offences. An early study
(Canter & Heritage, 1991) asked 28 “highly experienced”
detectives to link the offences committed by 3 stranger
rapists who had each committed 4 offences. The ma-
jority of subjects performed at no better than chance
and when links were suggested by the subjects, the re-
searchers commented: “Links made by the officers were
often not based on a logical combination of the material
they had” (p 4).

Comparable results have been found in a series of
studies (Bennell, et al, 2010; Santtila, et al, 2004) and
a similar observation made: many trained linkage ana-
lysts rely on an experience-based, subjective, idiographic
approach for selecting linking cues (Bennell, et al., 2012,
p. 630). The consequences being that the linkage of
crimes was unsystemised and individual to the exper-
imental subject.

The conjunction of the huge, disparate and ever-in-
creasing volume of data available to police services
and the evidence that human decision-making is often
not only inaccurate but also unreliable is concerning.
When judgements are not only wrong but inconsist-
ently wrong this clearly supports the proposition that
some form of assistance is required in order that the
best and most effective decisions can be reached.

The term ‘decision support’ is often used and not al-
ways accurately, a very early definition of Decision
Support Systems by the authors who coined the term
is still useful and widely employed: “Interactive comput-
er-based systems which help decision-makers utilise data
and models to solve unstructured problems.... fuzzy, com-
plex problems for which there are no cut and dried meth-
ods” (Gorry & Scott-Marton 1971).

Originally, these systems were intended to support and
assist the decision making of the user and designers
were insistent that they were not to replace them. They
were not to be automated decision-makers but ad-
vances in All. in association with the proven effective-
ness of “mechanical” methods bring this into question.

An area of crime analysis that has been the subject of
a great deal of attention has been that of serious sex-
ual offences. The two most recent reports on the in-
vestigation and prosecution of rape in the UK. (HMIC/
HMCPSI, 2012) and the Metropolitan Police Service (An-
giolini, 2015) have emphasised the critical importance
of identifying rape series at an early stage. Apart from
the reasons already given there are pressing economic
grounds for adopting computerised support in crime
analysis as is clearly demonstrated when considering
the case load of The Serious Crimes Analysis section
(SCAS) in the United Kingdom (Angiolini, 2015). SCAS
is a national unit which works to identify the potential
emergence of serial killers and serial rapists at the earliest
stage of their offending (NCA) and deals with the most
serious offences including murder with a sexual mo-
tive, stranger rape and abductions The unit employs
a version of the Violent Crime Linkage Analysis Sys-
tem (ViICLAS) which is in practice the standard data-
base employed for crime linkage. In 2015 4,442 crimes
were referred to SCAS for analysis but the figures show
a dramatic rate of ‘attrition at each stage of the pro-
cess. Only 36% of suitable crimes are even input to the
system, and of those over a quarter are discarded. As
a result, only 26% of crimes agreed by SCAS to meet
the criteria are analysed. In practice this means that the
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large majority of offences will never be subject to link-
age analysis as the cohort of unexamined rapes grows
at three times the rate of those analysed. Consequent-
ly, a series of two that could be found in the eligible
set of offences has a probability of 0.07 of both crimes
being scrutinised and this decreases rapidly as series
length increases: three crimes have a probability of less
than 2% of all of them being seen. The chance of any
offence proceeding to analysis is small and the proba-
bility of all offences in a series being analysed rapidly
decreases as the series lengthens. It should be remem-
bered that these offences are committed by some of
the most dangerous criminals in society and the aim
of SCAS is to identify them at the earliest stage of their
offending. However, the odds against even identify-
ing their crimes are very high with the result that the
chances of finding these offenders at an early point in
their criminal careers is very unlikely.

Crime Linkage

Currently there are two computer systems that domi-
nate the area of serious crime linkage and analysis: Vi-
CAP, the Violent Crime Apprehension Program (Howl-
ett, et al, 1986) and ViCLAS, the Violent Crime Linkage
System (Royal Canadian Mounted Police). VICAP is the
creation of the FBI at Quantico, is in use throughout
the United States and has been in existence in differ-
ing forms since 1985; its use has historically been linked
with theories of Douglas, Ressler and other FBI agents
as outlined in the Crime Classification Manual (Doug-
las, et al, 1982). VICLAS is an enhancement of ViCAP
and was developed by the Royal Canadian Mounted
Police (RCMP) in the early 1990s; this system is used in
the UK, most of the European Union and Australasia
and is licensed by the RCMP, for a fee, in these jurisdic-
tions. Both VICAP and ViCLAS were developed primari-
ly by practitioners and criminologists and are essential-
ly repositories of data which are dependent upon the
training and experience of the user to maximise their
potential. The influence of Computer Scientists in this
arena has been slight and there has been no apparent
involvement by researchers in A.l or Decision Support,
functionality is restricted to the proprietary software
on which the databases run and amounts to simple
query and retrieval. As a result, none of the advances
that have been made in these areas are incorporated in
either system and they remain essentially unchanged
in the last 20 — 25 years.
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A research initiative between the University of Arizona
and the Tucson Police Dept. produced the COPLINK
system (Chen et al, 2003)multiple data sources are
used, each having different user interfaces. COPLINK
Connect addresses these problems by providing one
easy-to-use interface that integrates different data
sources such as incident records, mug shots and gang
information, and allows diverse police departments to
share data easily. User evaluations of the application
allowed us to study the impact of COPLINK on law-en-
forcement personnel as well as to identify require-
ments for improving the system. COPLINK Connect
is currently being deployed at Tucson Police Depart-
ment (TPD which offers decision support in the form
of a large knowledge management system. This sys-
tem uses a number of linked knowledge sources from
police records, criminal histories, and reports and var-
ious textual mining and linguistic analysis methods to
produce a comprehensive map of the criminal activity
related to a crime under investigation and to elucidate
relationships within the data. An example would be
where associates, locations or vehicles were associated
with a suspect. This system has now been developed
into a commercial application and is available to law
enforcement agencies.

A similar collaboration between the Memphis Police
Department and Memphis University in the U.S.A. re-
sulted in CRUSH - Criminal Reduction using Statistical
History'. The system utilises IBM's statistical package
SPSS to analyse data from a number of crime data-
bases to create multi-layer hot spot maps to detect
patterns and trends in criminal activity. Consequently,
it is claimed that police resources can be more effec-
tively utilised and that the system has contributed to
an average reduction in violent and property crime of
over 15%. The Homicide Investigation Tracking System
(HITS) (Washington State: Office of the Attorney Gen-
eral) is an application developed in Washington State
in response to a number of high profile murders that is
similar to VICAP/VIiCLAS in that it serves as a source of
detailed information on a large number of violent and
sex related crimes over a wide geographical area in the
American North East.

An interesting approach (Wang, et al, 2015) employs
established techniques of pattern detection in da-
ta-mining to find similarity coefficients between of-
fences to detect series of residential burglaries in Cam-
bridge, Massachusetts. These relate to “pattern-general

1 http//www-03.ilom.com/press/us/en/pressrelease/32169.wss
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similarity” that represents elements of crime that are
common in most crime series such as geographical
and temporal proximity and “pattern-specific similari-
ty” that reflects within-series similarity. The use of pat-
tern-general similarity over the set of offences gener-
ates a similarity graph where edges between crimes
indicate similarity. The hypothesis being that the ma-
jority of crime series have a number of offences that
exhibit the identifying features of or “core” of the series
or pattern. Once cores are identified then series are
found by merging overlapping cores. This hypothesis
is based on the intuition of analysts and the research
methodology can be summarised as: learn a similarity
graph, based on previous crime series, and then mine
and merge cores.

Visual Analytics for Sense-Making in Criminal Intelli-
gence Analytics (VALCRI) is an ongoing E.U. research
project that attempts to make connections in crime
reports that may be missed by analysts and to present
them in visual form. It employs semantic text process-
ing and the A.l. concept of “ontologies’ which are formal
specifications of concepts that can be interpreted and
processed by computer systems. It aims to find clusters
in crime reports, which is crimes with similar features
that may not be immediately apparent, using a simi-
larity metric. Once similarity values between offences
have been computed a lattice can be generated that
encapsulates the relationships in the data. In one part
of the system (Sacha, et al, 2017) offenders’ temporal
and spatial activities can be represented and answers
to questions about their activities answered by moving
up or down through the lattice. This also allows for the
use of “association rules” to extract information about
useful relationships (Qazi, et al., 2016). Lattices can also
be composed on any other aspect for which there is
data such as offenders’ crime histories and associations
and crime hot spots. This project is very strongly en-
visaged as tool to assist analysts: VALCRI acknowledges
that technology works best when it augments the cogni-
tive abilities ... of the analyst (Pallaris, 2017).

A collaboration between the Metropolitan Police Ser-
vice (UK) and London South Bank University (Casey
& Burrell, 2009; Casey & Burrell, 2010; Casey & Burrell,
2013) in which a large release of rape data was made
available employs multi-dimensional scaling and fuzzy
clustering to automatically generate a taxonomy of
stranger rape in order to identify behavioural similar-
ities between offences with the aim of discovering
series of crimes. The strength of this approach is that

nou

real-life descriptions such as “violent”, “middle-aged”
and “controlling” that are commonly used by investiga-
tors and analysts to describe crimes can be given valid
numeric values. By so doing "degrees of membership”
of behavioural or descriptive dimensions such as the
above can be assigned and thereby characterise the
similarity between offences.

Predictive Policing

The following is widely employed classification of ap-
proaches in predictive policing (Perry, et al., 2013):

1. Methods for predicting places and times of crimes.
These are essentially a police resource manage-
ment tools for deploying officers to areas and
at times when they are most likely to deter or
encounter crime

2. Methods for predicting offenders and identifying
individuals likely to commit crimes. For identifying
those most probable to offend in future

3. Methods for predicting perpetrators’ identities.

In order to generate offender profiles for specific
offences

4. Methods for predicting victims of crimes. Used to
determine those individuals or groups most at risk
of becoming victims

In general, the focus of research activity and the de-
velopment and implementation of systems has been
heavily focussed on the first of these elements al-
though there are instances of predicting offenders
based on criminal histories and social network analysis.
The most notable of these is the Strategic Subject List
(SSL) more commonly known as the Chicago Heat List.
In an attempt to curb the high level of gun crime in the
city, all persons arrested in Chicago are given a score
generated by an undisclosed algorithm that predicts
their likelihood of perpetrating or being a victim of gun
crime. It was hoped that by so doing effective inter-
ventions could be made by visiting those high on the
list either to warn them of the threat or to inform them
that if they don't keep in line, there’s a jail cell waiting for
them (Stroud, 2016). Currently there are over 400,000
citizens of Chicago on the SSL and its existence has
unsurprisingly proved highly controversial in identi-
fying suspects (Gosztola, 2017). There have also been
objections that while an individual’s presence on the
list does not indicate that they are more or less likely
to be a victim of a shooting they are more likely to be
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arrested for a shooting (Saunders, et al,, 2016). There is
no data relating to convictions.

The main focus of predictive policing however is un-
doubtedly the prediction of locations and times where
crime is most likely to occur and there are a large and
increasing number of systems that promise to be able
to achieve this. A selection of some of the most well-
known applications are shown at table 1. The back-

ground to the recent emergence of predictive policing
systems can be traced in a direct line from the work
of Brantingham. P and Brantingham. P, (1981) on the
geography of crime and crime pattern theory through
the research of their student Rossmo (2000) on geo-
graphic profiling of crime to the work of Jeffrey Brant-
ingham (Brantingham, et al,, 2012) on the anthropolo-
gy of criminal gangs and PredPol.

Table 1: Predictive Policing Systems

Location Crime types Method DATA
Crime Anticipation . Machine learning: ZOOldemographlc, .
Amsterdam Property and violent socio-economic & crime
System (CAS) Neural networks ;
variables
. ' Spatio-temporal
PreCobs Svi?gjggnd Leus:dlear:tlal Undisclosed Premises type
glary Modus Operandi
60+ US cities . self-exciting point .
PredPol Kent, UK Property and violent orocess Spatio-temporal
Machine learning: “several hundred” variables:
HunchLab Miami Property and violent stochastic gradient “risk terrain”, crime,
boosting weather etc
. Chicago, ) Clustering:Kernel Spatio-temporal
CrimeScan Pittsburgh Violent density estimation Social indicators

based on Hardyns & Rummens (2017)

It may appear that the more data sources that a system
has that the better its performance is likely to be but, as
has been seen from the evidence of psychological ex-
periment into decision-making this does not appear to
be the case; simpler seems to be better. A large num-
ber of sources also requires a corresponding effort to
gather and evaluate data and most importantly some
method for standardising and measuring evidence so
that data with different character and attributes can be
effectively combined. Some of the data sources shown
in table 1 are so varied that is hard to see how this
could be achieved. PredPol has the advantage of using
a very small number of data variables that relate exclu-
sively to time, date, and location of the offence and are
easily evaluated and encoded. It employs a technique
known as “self-exciting point process” (Mohler, et al,
2011) which is usually employed to model aftershocks
from earthquakes. The issue of the use of algorithms
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and transparency in modelling crime prediction as a
problem for enforcement agencies and public con-
fidence has been raised (Ferguson, 2017). Neural net-
works employed by CAS exemplify the “black box”
in that by their nature their internal workings are not
amenable to examination but as with other tech-
niques, they depend entirely on their success for the
quality of data input to them. Other systems that are
commercial products do not make public the opera-
tion of the algorithms they employ for obvious reasons
but equally obviously the question of transparency is
apparent. The similarities between the temporal and
geographic incidents of aftershocks of and the “near
repeat” occurrence in burglary are shown at Figure 1.
The near-repeat phenomenon found premises near to
a recent burglary are at a greater risk of being subject
to an offence but that risk decreases over time (John-
son & Bowers, 2004)
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Figure 1 Earthquake events in S. California and near repeat burglaries - Mohler et al, (2015)
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A research study that compared the effectiveness of
a prediction system based on the earthquake mod-
el and crime analysts (Mohler, et al,, 2015) ran a ran-
domised control trial in three divisions of the Los An-
geles Police Department and two divisions of the Kent
Constabulary (UK). In this study, analysts were asked
to predict locations of crimes on their sections and
this was compared to the epidemic-type after shock
sequence (ETAS) algorithm that is used by PredPol to
generate its forecasts. Cells of 150 x 150 metres were
specified as patrol areas and the predictions were ran-
domly allocated to patrol staff for a 24-hour period,;
no patrolling officers, control or supervisory staff were
aware of which prediction type they were dealing
with. It was found that the ETAS model predicted areas
with 1.4 - 2.2 the amount of crime that analysts did us-
ing intelligence reports and mapping software. Where
officers were deployed to predict areas the ETAS fore-
casts were successful in reducing the crime rate in pa-
trolled areas by 7.4% while analyst forecasts showed no
significant effect on crime reduction.

Conversely a randomised field trial run by the Shreve-
port, Louisiana Police Department (Hunt, et al, 2014)
that used logistic regression models ( PILOT -Predictive
Intelligence Led Operational Targeting) did not show
a statistically significant reduction in crime in the iden-
tified cells. In this trial “leading indicators” were input
to predict property crime within “block-sized” squares
(400 x 400 feet — approximately 150 x 150 metres). The
authors accept that there were problems with this re-
search around issues of “dosage” and “fidelity” by which
is meant the consistent level of police activity in identi-
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fied areas and the extent to which interventions were
delivered as intended. This raises the question of the dif-
ficulty of effectively implementing trials of experimental
tactics in policing related issues when they are necessar-
ily conducted in an environment in which unpredicta-
ble levels of demand are made on finite resources.

The Crime Anticipation System (CAS) in contrast to
PredPol uses a large number of variables and predicts
more offences including violent, theft and vehicle
crime. Using neural networks, it produces a two-week
prediction of crime based upon three years’ worth of
data across Amsterdam and in response, police units
with a city-wide remit are sent to those areas identified
as most high risk. It has been reported (Hardyns & Rum-
mens, 2017) that in a trial from October 2013 to July
2014 that the system was successful in predicting 15%
of house burglaries within a 125 x 125 metre cell and
36% as “near misses”, i.e. it predicted a burglary in the
neighbouring cell to where one actually occurred. The
figures for street robbery or mugging are also impres-
sive in predicting 33% of locations accurately and 57%
as near misses. As always however it would be valuable
to know what the baseline or “hit rate” of convention-
al predictive analysis running concurrently would be.
It appears from the work of the Brantinghams (Brant-
ingham & Brantingaham, 1981) and others that crime,
particularly violent crime, is often highly localised so
predicting its future occurrence may not be as com-
plex as might be imagined.

PreCobs (Pre — Crime Observation System) is a predic-
tive system in use in Germany that is restricted to house
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burglary and like other systems is based upon near-re-
peats. This system is currently in use in several German
cities (Hardyns & Rummens, 2017) but there is little in-
formation available on its performance or its operation.
A very recent report (Gerstner, 2017) concludes that its
effect on crime reduction is unclear but is only likely to

be moderate. In considering the utility of near-repeats
to other types of crimes apart from property offences
the similarity of near-repeats and the temporal rep-
resentation of violent gang-related events in Figure 2
is striking and suggests that the seismological model
introduced to crime analysis may be generalisable.

Figure 2: Timeline of violent incidents between two Los Angeles gangs — Mohler et al. (2015)
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HunchlLab (Azavea) employs a very high number of
variables in its operation, which presents the difficul-
ties referred to standardising input, and also in discern-
ing, which are the most influential elements in the data
collected. Among the factors considered are crime
history, socio-economic factors, near repeat data,
temporal cycles and many more; it also considers Risk
Terrain Modelling (RTM) which relates to the influence
of geographic features on crime (Caplan & Kennedy,
2010). The system uses a form of machine learning:
a stochastic gradient boosting machine (GBM) which
is an enhanced application of decision trees, a widely
used group of A.l. algorithms that assist in determin-
ing the best decision for a set of circumstances. There
is no information currently available as to this systems
performance. CrimeScan, now known as CityScan, has
been in development since 2009 (Neill) and is a joint
enterprise between Chicago Police Department and
Carnegie Mellon University that uses a form of cluster-
ing known as kernel density estimation to predict inci-
dents of violent crime around the city. Again, this mod-
el employs leading indicators such as emergency calls,
minor crimes and anti-social behaviour as input and
operates at block level in order to make its predictions.

Conclusions

In the current environment in which crime is rising
again across most of Europe and enforcement budg-
ets are being squeezed the need for assistance in
deploying police resources to deter and detect crime
is of great and growing importance. The volume of
data coming into and being generated by policing
organisations has never been greater and this may
become overwhelming: for example, recently a series
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of high-profile rape cases in the UK. have collapsed
because of Police failure to find vital evidence hidden
in thousands of text messages, Facebook and other
social media postings. This is only one instance of the
difficulties faced when dealing with the unprecedent-
ed amount of information that may be relevant to an
investigation and failure to uncover such data is only
likely to increase in the absence of greater resources.
Given that the level of personnel is unlikely to rise then
the only way to expand the capacity of police depart-
ments to deal with these problems is to improve the
tools that they work with. Information Retrieval is a
field of Artificial Intelligence dedicated to finding in-
formation in large datasets that satisfies users’ queries.
Typically it would allow investigators to frame queries
in natural language to a large database and have an IR
system retrieve documents and answer questions on
it as well as a human (Microsoft, 2018). It is also con-
ceivable that the emerging field of “Sentiment Anal-
ysis” (Cambria, 2016) which is currently used to assess
attitudes, perceptions and even emotional responses
in large databases could be used to find evidence of
the nature of personal relationships.

There is a large body of well-attested knowledge from
research on what constitutes effective decision-mak-
ing and an enormous amount of both academic and
commercial research in All. and other disciplines into
how important relationships in data can be uncovered.
Crime Analysis has been slow to become involved in
this effort but this is rapidly changing. As yet the an-
swers to the problems that law enforcement faces in
the present and future are not clear but there are faint
and encouraging signs that they can be found given
the wide variety of approaches that are being applied
and tested.
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Predictive Policing:

Perception of its risks and benefits by
police trainees and citizens
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Abstract

iA

In the era of Big Data, law enforcement agencies are expected to analyze data in order to solve crimes, but also
to prevent it. Predictive policing software aim to anticipate the most probable place and time for an offence to
occur, giving police officer the opportunity to be “at the right place, at the right time”. Articles questioning the
efficiency of the algorithm or the data used have been published in the past few years, but none of them step
backed and search to know if the law enforcement agencies were ready for this paradigm-shift: from a reactive
policing to a predictive policing. This article presents the results of the most recent (April 2018) France's project
research regarding organizational resilience and resistance to change in lights of predictive policing. More than
1500 peoples have answered four surveys about predictive policing, among them: citizens, police officers, police

trainees, city officials, etc.

Keywords: predictive policing, resilience, algorithm, Predpol, France

Introduction to predictive policing’

In the early years of the 215t century, an innovation
comes into the world of homeland security: predictive
policing. The most widely known predictive policing
software is Predpol from the eponymous company.
Since then more and more companies have entered
this market: for example, Hitachi (with Hitachi Visuali-
zation Suite), Microsoft (with Microsoft Power Bl), IBM
(with IBM SPSS), among smaller ones.

If so many companies invest in this field, it is to supply
a demand from police departments across the world.

1 In the following, “predictive policing” will be seen only as
place-oriented and as predictive crime mapping. Therefore,
other form of “predictive policing’, such as, person-oriented or
actuarial tools will not be studied.
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Today, beside the United States of America, where pre-
dictive policing is quite well-deployed, we can find
history or actual use of predictive policing software in
South America (Uruguay), Asia (India) and major cities
in Western Europe (United Kingdom, Germany, Spain,
Switzerland, France, etc). It is understandable that
governments and police departments are interested
in a software that is claimed to reduce crime up to
30% and cost the annual salary of one police officer
(Piotrowicz, 2014).

But despite this growth in interest, there is still a mis-
conception of what predictive policing really is and
what it can really achieve.

Predictive policing can be defined as: “A policing strat-
egy focused on the spatiotemporal anticipation of the
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criminal phenomenon, or at least a part of it, in the
purpose to establish an operation either of prevention,
investigation or repression” (Piotrowicz, 2016).

Technically, at its core, it is a software that will create
a map displaying the crime likely to happen during the
next day or week. The prediction is calculated with an
algorithm (predictive analytics) supported by crime
data, urban data and social data. Overall, the software
does not need any personal data to establish predic-
tive crime mapping.

Presentation of our Research Project?

The project is leaded by University Jean-Moulin Lyon 3
and funded by France’s Ministry of Interior.

Overall, in order to achieve efficiency, a tool must be
used as intended by the developer by the user, and
with the least possible resistance from third parties.

Applied to new technologies in law enforcement
agencies, we can make two assumptions: the effective-
ness of a tool and its life span are tied to its acceptance
by the user (police trainees and police officers) but also
to its acceptance by those to whom it applies: citizens.

For example, regarding the ‘flash-ball”® in France, since
2015 the new model (LBD 40x46) was used more of-
ten each year by police officers (IGPN, 2017), but 42%
of citizens were against its use (20Minutes, 2016). Then,
France’s Defender of rights, which is an independent
authority, officially asked in 2018 the Parliament to ban
it (Défenseur des droits, 2018).

To prevent a loss of time, money but also in trust from
citizens our project aimed to evaluate the acceptance
by the actors of homeland security of predictive polic-
ing software before its nationwide deployment.

Our project revolved around the following question: /s
predictive policing software received by citizens, police of-
ficers, police trainees and city officials with sympathy and
endorsement or with mistrust? In a more scientific-way,
we have studied the organizational resilience of Socie-

2 This article is a brief summary of the full report (unpublished),
for more information and full results, please do not hesitate to
contact: cyril.piotrowicz@wanadoo.fr

3 Rubber-bullet gun.
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ty and Law Enforcement Agencies regarding Predictive
policing.

Unlike other studies, we have not evaluated the effec-
tiveness of the predictive policing approach. Even if
measuring its effectiveness is a necessity, confirming
its feasibility is a prerequisite: if the tool is not used, or
misused, assessing its reliability is impossible.

This project combines, on one side, empirical research-
es, regarding surveys and semi-structured interviews
of hundreds of police and law enforcement officers or
trainees, citizens and city officials, with, on the other
side, an academic study about organizational resiliency
and managing resistance to change.

This project explored three objectives:

1. Identify and evaluate the causes of resistance and/or
interest from police officers or trainees, citizens and
city officials regarding predictive policing.

2. Propose solutions to create a soft transition toward
predictive policing methodologies, in order to reduce
the resistance to change and the cost associated
with technological change and to increase predic-
tive policing operational deployment speed and
efficiency.

3. Develop professional education or training and
management methods to help law enforcement
agencies to use predictive policing technology at
its fullest as soon as its implementation is complet-
ed.

Methodology

Including all four categories of respondents, we col-
lected more than 1650 fully-answered survey in four
months, but this article will only, in a first part, provide
results regarding police trainees from the 22" promo-
tion of France's National Police College, which oversees
training of newly recruited police officers. The 22
promotion has a response rate of 86% and 62 fully-an-
swered survey. The survey was a multiple-choice ques-
tionnaire self-administered, with 40 questions.

Then, we review results from citizen's survey, which
had 31 questions and was deployed among citizens
aged 15 and more, living in France's region of Rhone.
We used a quota sampling method crossing genders
and age (with a gap up to 15 years) and extract a repre-
sentative sample of 384 individuals.
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Police trainees and predictive policing

How do they perceive predictive policing?

Prior to the survey, 63% of police trainees had already
heard about predictive policing. But even without
knowing what predictive policing exactly is, 87% of
them had a good idea of what it is (“anticipate the
place of the next offence”).

Before specific training, 79% of police trainees thought
that predictive policing should or could be used by po-
lice forces and 68% think about predictive policing as
a “scientific tool". But, at the same time, only 8% see it
as a “reliable tool” and less than 2% thought that they
had enough knowledge and information.

After a brief explanation of what predictive policing is
and where and how it's used, 74% of police trainees
admit they have learned new information about it. The
explanation made a small but significant difference to
their perception of predictive policing: after the brief-
ing 85% were thinking of predictive policing as a “sci-
entific tool” (+17 points), 23% as “reliable” (+15 points),
but even so, 82% were unsatisfied with these explana-
tions.

One of the major concerns about predictive policing
is the potential threat to civil rights and liberties. Prior
to the explanation, 35% of police trainees thought of
predictive policing as harmless for civil rights: after the
briefing, this rose to 56% (+21 points).

Finally, 71% of police trainees wanted police forces to
use predictive policing but with guarantees such as
transparency about algorithms and data 47%) and
strengthening the control of police activities (47%).

How do they want to use predictive policing?

Police trainees are not unanimous on how they want
to use predictive policing: 32% of them are in favour of
a prevention policy, 23% favour an enforcement policy
and 45% prefer a hybrid approach.

When asked “What could justify the use of predictive
policing?”, the top answers were:

— Tackling crimes such as robberies or violence (66%);

— Tackling serious offences such as murder or rape (45%);

— Dealing with the feeling of insecurity and minor of-
fences such as fixed penalty notices (40%).

Furthermore, 52% of them think that identity-checking
an individual, without any other suspicion, based only
on a predictive crime map is justified, but only 29% see
this action as legal.

Indeed, when asked about the “major difficulties of
predictive policing’, legal issues are on the top of the
list (77%), followed by a lack of acceptance from citi-
zens (65%) and then the professional training (52%).

Police trainees ask for a specific formation regarding
predictive policing (73%) and they all wanted that to
be delivered by police officer who had previous expe-
rience with predictive policing.

Citizens and predictive policing

How do they perceive predictive policing?

Unlike the police trainees, most French citizens had not
heard of predictive policing prior to this survey (70%)
but they still had a good idea of its purpose (“anticipate
the place of a future offence”, 63%).

More curiously, despite not knowing what predictive
policing is, they pictured the tool as “scientific” (59%).

As we could have expected, they were undecided re-
garding its "reliability” ("not knowing”, 54%) and its risk
regarding civil rights and liberties (“‘not knowing”, 36%).
Overall, they found that predictive policing had been
insufficiently explained to them (85%) and they wanted
to be better informed about it (73%).

But this lack of information, did not prevent them sup-
porting predictive policing since 59% of them thought
that police forces should or could use it.

Following our brief explanation of predictive policing,
85% of citizens considered it as useful, and it was a first
explanation for 56% of them.

It also had a positive influence: they were more like-
ly (now 83%) to see predictive policing as a “scientific
tool” (+24 points), and they were less undecided re-
garding its “reliability” (- 14 points) and risks (-12 points).

Finally, 61% of citizens wanted police forces to use
predictive policing but with guarantees such as
strengthening the control of police activities (65%) and
strengthening the rights of the defense (57%).
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How do they want predictive policing to be used?
Unlike police trainees, citizens are more in favour of
a predictive-based prevention policy (54%).

When asked “What could justify the use of predictive
policing?”, the top answers were:

— Tackling crimes such as robberies or violences (53%);
— Tackling serious offences such as murder or rape (49%);
— Fighting terrorism (44%).

Furthermore, 59% of them accept the idea of an identi-
ty-check performed against an individual, without any
other suspicion, based only on a predictive crime map.

Regarding the "risks of predictive policing’, citizens are
worried about misuse by the police forces (71%) and
risks linked to the technology, such as unreliable data
or hacking (61%).

An interesting point is that citizens surveyed did not
think that predictive policing would degrade the trust
between them and police forces (61%).

Conclusion
Thanks to this survey, we have learned that:

- Police trainees have a reasonable understanding of
what predictive policing is and they are interested
in using it in the field. However, they are less sure
about its reliability, they ask for guarantees about
its legality and they feel that they need specific
training.

- (itizens have less understanding as to what predic-
tive policing is, but they agree police forces should
be using it, even if they think it could be dangerous.
They also want strengthened accountability.

Knowing that citizens and police trainees have
a broadly similar thought regarding the desirability of
predictive policing (reliability and risks of the software,
for example) but also some differences (such as public
policy regarding predictive policing), France’s National

=
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Police College is now able to create for police trainees
a specific training, and for citizens a specific informa-
tion campaign. Both will tend to generate a favorable
prior situation to a nationwide deployment of predic-
tive policing software preventing misunderstanding,
misusing and unproven fear or resistance.

By analyzing our brief explanation of predictive polic-
ing and its impact on the answers, we will be able to
design a public communication strategy to reassure
citizens prior to a nation-wide predictive policing de-
ployment. By fully informing citizens, based on this
research, we aim to raise awareness and reduce con-
cerns. It is also an opportunity to fight the spreading
of fake news or misunderstanding regarding an impor-
tant matter: public safety.

Based on the results from this survey, we are now able
to create a specific training that will meet the needs of
our police officers, will reinsure them regarding predic-
tive policing and made them to be aware of the capa-
bilities of the software. Therefore, we hope that they
will gain even more interest in predictive policing and
will use it as it was intended to: as a decision-support
tools, not as a tool making decisions for them.

Finally, one of the major issues of predictive policing
concerns its legal implications. As shown in the survey,
both citizens and police trainees agree to an identi-
ty-check solely based on a predictive algorithm.

Isit legal?

Police trainees, who often have a criminal law degree,
must take criminal law courses during their training,
and yet they are still uncertain. However, when looking
back to France’s Criminal Procedure Code, it appears
that article 78-2 al.8 may provide a suitable basis, even
if this has not been brought yet before a court of jus-
tice.

Until this is clearly resolved, we need to prevent the
uncertainty, the risk of a procedural defect, by harmo-
nizing the practice and sensitizing our future police
officers to what can, and can't be legally done, solely
based on an algorithm.
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Using Predictive Policing to

Prevent Residential Burglary -
Findings from the Pilot Project P4 in
Baden-Wurttemberg, Germany

Dominik Gerstner
Department of Criminology

Max Planck Institute for Foreign and International Criminal Law, Germany'

Abstract

In October 2015 the ‘Pilot Project Predictive Policing’ (P4) was started in the German federal state of Baden Wirt-
temberg. A predictive policing strategy was applied in the context of residential burglary. An evaluation study of
the first six months of the pilot was carried out by the Max Planck Institute for Foreign and International Criminal
Law. The article describes how the strategy was applied and summarizes the main findings of the evaluation
study. Despite some positive findings the impact remains unclear and the expectable crime reducing effects
appear to be moderate. Within the police force the acceptance of predictive policing is a divisive issue. Future

research is recommended.

Keywords: Predictive Policing, PRECOBS, residential burglary, evaluation study

Introduction

As in other federal states of Germany, also in
Baden-Wirttemberg the number of residential bur-
glaries has increased immensely (until 2015) since
about 2008 after more than 15 years of decrease. In re-
sponse to this development, different measures were
introduced to stop or, ideally, reverse this trend. In this
context, methods of predictive policing are being ap-
plied and tested in some of the federal states of Ger-
many (cf. Egbert 2017; Sommerer 2017). Although the
burglary rate is relatively low compared to some other
German states, on October 30, 2015 the ‘Pilot Project
Predictive Policing” (P4) was started in Baden-Wuirt-
temberg  (Innenministerium  Baden-Wirttemberg
2015). Coordinated by the State Office of Criminal
Investigations (Landeskriminalamt), the project was
conducted in the police departments of Karlsruhe and
Stuttgart (Figure 1). The area included the urban dis-

1 Corresponding author’s email: d.gerstner@mpicc.de

tricts (Stadtkreise) Stuttgart, Karlsruhe and Pforzheim
and the more or less rural districts (Landkreise) Karls-
ruhe (LK), Calw and Enzkreis.? The police department
of Stuttgart is equivalent to the urban district. As in
Bavaria (Bayrisches Staatsministerium des Inneren 2015)
and some areas of Switzerland (Balogh 2016), the com-
mercial predictive policing software PRECOBS, offered
by the German company ‘Institut fiir musterbasierte
Prognosetechnik’ (IfmPt), was employed to predict
near-repeat burglary events and to apply subsequent
target-oriented operational planning.?

2 EUNUTS 3 regions. For further information, see http://ec.europa.
eu/eurostat/web/nuts/national-structures-eu, http://ec.europa.
eu/eurostat/documents/345175/7451602/nuts-map-DE.pdf
[14.03.18]

3 wwwifmpt.de, http://www.ifmpt.de/projekte/, English site:
http://www.ifmpt.com/ [14.03.2018]
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Figure 1: Pilot area, Stadtkreis (SK) = urban district, Landkreis (LK) = rural district (data source: Federal Agency for
Cartography and Geodesy of Germany, own graphic representation)
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The project was designed to produce open-ended
and unbiased results and therefore included an exter-
nal scientific evaluation conducted by the Max Planck
Institute for Foreign and International Criminal Law in
Freiburg, Germany. Automatically generated predictive
policing data were analyzed to obtain assessments of
practicality and information concerning crime preven-
tive aspects. In addition, semi-structured interviews
with the police officers operating the software and an
online survey with more than 700 participants were
carried out. This paper describes the functional princi-
ple of PRECOBS in a nutshell and summarizes the main
findings of the evaluation study:*

4 The author would like to thank the State Office of Criminal
Investigations of Baden-Wirttemberg (Landeskriminalamt) for
the close cooperation, provision of data and support with the
online-survey and interviews with operators. Thanks are also
due to the IfmPT for providing additional data. The evaluation
study can be obtained online (German version): https.//www.
mpicc.de/en/forschung/forschungsarbeit/kriminologie/predic-
tive_policing_p4.html [14.03.2018]
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Predictive Policing

Since the TIME Magazine (Grossman et al. 2011) ranked
the application of predictive policing in Santa Cruz
(US-CA) as one of the most important inventions in
2011, the term has received increased attention in me-
dia as well as in academia. During the last years pre-
dictive policing strategies were applied mainly in the
USA but also in European countries and recently the
topic is broadly discussed in China and Japan.® With
the widespread application of different predictive po-
licing strategies a precise definition has become dif-
ficult. A general description might be that predictive
policing is “a multi-disciplinary, law enforcement-based
strategy that brings together advanced technologies,
criminological theory, predictive analysis, and tacti-
cal operations that ultimately lead to results and out-
comes — crime reduction, management efficiency, and
safer communities” (Uchida 2014: 3871). The interplay
between those different aspects has also been de-
scribed as “prediction-led policing business process”

5 For example: http://www.scp.com/news/asia/east-asia/arti-
cle/2130980/japan-trials-ai-assisted-predictive-policing-2020-to-
kyo-olympics; https://www.japantimes.co.jp/news/2018/02/28/
asia-pacific/social-issues-asia-pacific/china-using-big-data-pre-
dictive-policing-xinjiang-region-round-perceived-threats-hrw/
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(Perry et al. 2013) with the authors emphasizing that
accurate predictions require adequate subsequent ac-
tion to decrease crime. Another important issue is the
subject of predictions. Here, predictive policing can be
divided into two subcategories, namely “place-based
predictive policing” and “person-based predictive tar-
geting” (Ferguson 2017). While the first one includes
predictions about the likelihood of crimes occurring
in certain areas during a certain time, the latter one
makes predictions about particular people who might
be offenders or victims. Thereby the scientific commu-
nity agrees that predictions have to be considered as
non-binary probabilities rather than certainties (e.g.
Perry et al. 2013: 8, Degeling & Berendt 2017). This ‘dif-
ficulty’ varies with the type of offences and becomes
most important when making predictions about dis-
tinct individuals or groups of people. Recent literature
gives broad information about the basic principles,
challenges, different developments and ethical as-
pects of predictive policing (Perry et al. 2013, Hunt et
al. 2014, Uchida 2014, Mohler et al. 2015, Saunders et al.
2016; Degeling & Berendt 2017, Ferguson 2017, Shapiro
2017). This paper focusses on one example of place-
based predictive policing and gives short insight into
different components of an applied prediction-led po-
licing process.

Predictive Policing with PRECOBS in
Baden-Wiirttemberg

In Germany predictive policing is solely applied as
place-based predictive policing in the context of res-
idential burglary.® Accordingly, PRECOBS does not pre-
dict distinct burglaries committed by certain offenders
but rather assesses the likelihood that certain areas will
experience burglaries during a certain timespan. For
an understanding of the evaluation study’s findings,
a short description of what kind of data is analyzed to
predict burglaries and how predictions are made with
PRECORBS is provided briefly. More information can be
found in the detailed evaluation report (Gerstner 2017)
or in Schweer (2015).

6 Usage with other offences like robbery and theft from cars
is apparently planned in some areas in Germany (https.//
www.heise.de/newsticker/meldung/Predictive-Polic-
ing-Die-deutsche-Polizei-zwischen-Cyber-CSI-und-Minori-
ty-Report-3685873.html [14.03.18]). In the context of Islamist
radicalization the Radar-ITE program (Bundeskriminalamt 2017)
is sometimes connected with the term predictive policing
in media (https://www.heise.de/newsticker/meldung/Pre-
crime-BKA-meldet-erste-Erfolge-der-Gefaehrderanalyse-mit-Ra-
dar-iTE-3921293.html [14.03.18]).

To forecast burglaries PRECOBS utilizes the near repeat
phenomenon, which is the observation that crime
events are often followed by further events in spatial
and temporal proximity (illustrated in Figure 2, sub-
graph A). Numerous empirical studies lend support to
this observation for residential burglary (Townsley et al.
2003, Bowers & Johnson 2004, 2005, Sagovsky & John-
son 2007, Short et al. 2009, Bernasco et al. 2015, Nobles
et al. 2016, Ornstein & Hammond 2017, Piza & Carter
2017) but also other types of offences (for an overview
see Johnson & Bowers 2014: 3244). The rationale be-
hind near repeat burglaries lies in the assumption that
burglars act rational and behave like an optimal forager
(Johnson et al. 2009), this results in patterns which are
to some extent predictable.

Though only a certain amount of burglaries trigger
subsequent events, PRECOBS uses the near repeat phe-
nomenon for crime prediction. In advance of active
field operation the software is configured with data
from the past. The procedure identifies attributes of
residential burglaries which point towards near repeat
series. The system primarily analyzes the circumstanc-
es of an offence and the geographic location. Trigger
criteria, indicating expected future near repeats, as well
as anti-trigger criteria, speaking against near repeats,
are being identified and listed in reference tables cov-
ering attribute groups stolen goods, modus operan-
di and locality (method of entry, type of house, etc)).
Additionally, areas with high chances of near repeat
burglaries are identified. A retrospective simulation
study verifies in which of those ‘near repeat affine’ ar-
eas promising predictions are possible (Schweer 2015),
the performance is measured via accuracy of simulated
predictions. Promising areas, so called near repeat areas
(Figure 2, subgraph B), will be activated in the real-time
operation.

During daily operation PRECOBS only needs a limited
amount of data which derives from police investiga-
tions and is mainly recorded when a residential burgla-
ry is reported to the police and information is entered
into the case processing system (in Baden-Wurttem-
berg ComVor). Besides the attributes related to trigger
criteria, the address’, date and time of the initial event
are needed. The precision of information has an im-
pact on the precision of the predictions. During the

7 Due to requirements of the federal data protection officer the
processing within PRECOBS and the predictions do not refer to
addresses but are assigned to micro units with a minimum of
five households.
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Figure 2: (A) Example of near repeat burglaries; 9 offences from 5 years. The blue event (originator) and red events (near
repeats) happened within three days (real time and distance data, location spatially blurred). (B) near repeat area (solid line,
fictitious example) and according fringe area (dashed line), (C) Initial offence triggering an automated prediction (fictious)
and operational circle (blue). Background maps by Stamen Design under CC BY 3.0

pilot, data was directly transferred into PRECOBS three
times a day. After the import, the software compares
attributes of recent burglaries with reference tables of
triggers and anti-triggers. If attributes match and the
burglary took place in a near repeat area, an automated
prediction is made. Predictions are checked for plausi-
bility by the operators - the police officers operating
the software — and accepted or denied. When accept-
ed, an alert is being relayed to the local police station.
The PDF document contains a map, recommendations
for patrol as well as information about the initial event.
The patrol area is called operational circle and contains
a circular area around the originator (the burglary that
triggered the alarm) with a radius of 500 meters (Fig-
ure 2, subgraph C). In this area a heightened risk of near
repeat burglaries is assumed for usually seven days.
Although close to near repeat areas, automated alerts
cannot be produced in fringe areas (Figure 2, subgraph
B). Nevertheless, the software provides the operator
with an overview of burglaries in these areas with infor-
mation about matching trigger criteria. The operator
checks if a burglary might be a trigger for near repeats
and decides whether an alert should be created manu-
ally (operator alert). The PDF, the relay and what follows
the alert is equivalent to automated alerts. The option
for free prognoses, detached from near repeat or fringe
areas, is not described as this was used only four times
during the evaluation period.

As patterns of burglary differ over seasons, PRECOBS
has separate configurations for standard time and
daylight saving time. Furthermore, geographical distri-
bution and attributes of near repeat burglaries are not
stable over time, which leads to a recalibration (areas,
triggers, etc.) with each new configuration.

=
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To sum up, PRECOBS is not designed to predict all bur-
glaries but to predict potential burglaries following
an initial event in spatial and temporal proximity. The
method of how predictions with PRECOBS are made
is not based on a complicated algorithm and doesnt
include elements of machine learning or artificial intel-
ligence. The logic behind the predictions is compre-
hensible for the police. Although some additional data
is included in the system (e.g. types of streets, popula-
tion structure) to enrich the individual decision-mak-
ing of the operators, the data processed for prediction
is sparse and originates from everyday police work. The
main goal of police operations following the alerts is
deterrence.

PRECOBS alerts

During the six months evaluation period there were
183 alerts which mainly affected the urban districts
Karlsruhe, Pforzheim and Stuttgart. In rural areas only
few predictions and subsequent alerts occurred,
caused by the fact that only few of the offences fell
into the relevant near repeat or fringe areas. For exam-
ple, in the district of Calw (Landkreis), these were only
three out of sixty-nine burglaries (4.3 %). By contrast, in
the urban district of Karlsruhe (Stadtkreis) 63.9 % out of
274 offences were committed in relevant areas. For this
reason, the effectiveness of predictive policing in rural
areas can hardly be assessed.

The processing and relay of the alerts usually went
quick. The timespan between data import and relay of
the alerts was reasonably short (median = 2 hours). On
average the timespan between the originator event
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Figure 3: Number residential burglaries in subdivisions of the pilot area. Evaluation period of pilot (31

.10.2015 - 30.04.2016)

compared to equivalent period in the years before (data source: ComVor-database LKA BW, own calculation)
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and the relay was about 30 hours on average and 61
% of the alerts were relayed in less than 20 hours. This
could be considered as reasonable, since the duration
of the alerts was seven days and near repeat events —
when appeared — happened within 60 hours on aver-
age (median = 50) after the initial event.®

What followed the alerts was a measurable increase in
patrol activity. Via anonymized GPS data from police
cars, an approximate measure for police density was
applicable to compare states of active and inactive
alerts in the respective operational circles. In about 94
% of the alerts the presence of police increased by 73
% on average (median = 49 %) during an alert. Manual-
ly recorded data by patrol officers allowed to estimate
different police activities during a single alert. On av-
erage 48 hours of patrol activity were carried out by
2.8 officers. Besides patrolling in vehicles, foot patrol
was also applied by uniformed or plain clothed officers
(Zivilbeamte). Spatial and temporal focused identity
checks (mean = 16.5) and vehicle inspections (mean
= 94) were carried out and sometimes the resident
population was contacted. These kind of measures
are carried out regularly (especially during dark winter

8 The calculation uses the midpoint of the timespan the crime
occurred as reference.
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months) in areas not affected by PRECOBS alerts with-
out a focus on predicted areas and periods.

Efficiency of predictive policing in the
context of P4

In the police department of Stuttgart the total num-
ber of cases during the evaluation period declined
considerably (Figure 3). It is hard to assess whether this
was related to PRECOBS because this development
also occurred during in the comparative period one
year before and crime rates vary naturally over time.
An indicator of the efficacy is the decline of significant
near repeat patterns (500 meters / 7 days) in the near
repeat areas. In the reference periods of the preced-
ing years, there were significant near repeat patterns
in the near repeat areas as well as in the total district.
The ratio of near repeats was higher in the near repeat
areas (Table 1, row A&B, columns A-D), which stresses
that the areas were meaningfully defined by the soft-
ware developer. For the evaluation period there was
still a significant pattern present when examining the
district in total, but for the near repeat areas (Table 1,
row B, column E) a significant pattern didn't exist. The
same applies to the police department of Karlsru-
he (Table 1, rows C&D).
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Table 1: Results of near repeat analyses, overall areas and near repeat areas. Own calculations with ,Near Repeat Calculator”
(Ratcliffe 2008). Data source: ComVor-database LKA BW, PRECOBS database

significant near repeat-pattern (7 days /1 -500 meter)

W12-15 W12-13 W13-14 W14-15 W15-16'*
A B C D E
SK Stuttgart A Total 1.69%* 1.79%* 1.29% 1.51%* 1.64%*
B NR-Areas 2.25%* 2.57** 1.52%* 1.85%* 1.23
PP Karlsruhe CTotal 2.03%* 1.66%% 1.59%* 1.57%% 1.62%*%
D NR-Areas 2.35%* 2.42%% 1.75%% 2.19** 1.39
SK Karlsruhe E Total 1.71%% 1.29 1.45%* 114 148*%
F NR-Areas 1.92%* 2.22% 1.67** 1.65 1.49
SK Pforzheim G Total 1.55%* 1.65%* 147% 0.96 13
H NR-Areas 1.77%* 2.68** 1.4* 1.16 0.69

SK = Stadtkreis, urban district, PP = Polizeiprasidium (regional police department), larger Area with urban and rural districts, Stuttgart PP

is equal to SK.
**p<0.001, * p<0.05 (Monte Carlo simulation with N=999 iterations)

Example: 1,85: The chance of another incident is about 85 percent greater than if there were no discernible pattern.
W = Winter-Configuration: November, December, January, February, March

"W15-16: P4 evaluation period

In the police department of Karlsruhe the absolute
number of burglaries remained more or less constant
compared to the preceding period. This was due to
a strong activity of burglaries during November and
December 2015 in the urban district of Karlsruhe
and the surrounding rural district of Karlsruhe (Fig-
ure 3). If the number of cases had been higher without
PRECOBS remains unclear. Compared to the preceding
period, the number of cases declined in the other areas
of the police department. This is especially true for the
urban district of Pforzheim, whereas the numbers
had also declined in the penultimate period (Figure 3).

Despite the considerable increase of burglaries (+100
cases compared to the year before) in the urban
district of Karlsruhe, there was no significant near
repeat pattern observed in the near repeat areas for
the evaluation period (Table 1, row F, column E). The
ratio was even slightly lower than in the period be-
fore, which experienced only very few burglaries. This
could be rated as another indicator for crime reduction
through near repeat prediction, but causality cannot
be derived from these findings.

In the police department of Karlsruhe correlations
between police density and the number of near repeat
burglaries subsequent to an alert triggering event (7
days / 500 meters) were indicated. Alerts with a strong-
er increase in police density showed a lower tendency
for near repeat events (Spearman’s rho =-0.24, p < 0.05,
n=72). Another correlation, only significant on the 10 %

=

{

level, was found for the number of predecessor burgla-
ries which were possibly related to the originator event
due to spatial and temporal proximity. With more
events preceding the originator, the probability for
near repeat events decreases (Spearman’s rho = -0.21,
p < 0.1, n=72). In multivariate analysis no significant ef-
fects were found.

A similar finding can be reported for the police de-
partment of Stuttgart. Though no significant corre-
lations with the police density via GPS data was found,
a correlation between manually recorded police activ-
ity? and the number of near repeats was found. An in-
dex (PCA factor score) including the variables “sum of
operating hours”, "number of identity checks”, "number
of vehicle controls”, and “number of direct contacts to
residents” gives a summary of how alerts differ in inten-
sity of patrol activity. With a higher intensity less near
repeats were to be expected (Spearman’s rho = -0.21,
p < 0.05, n=100). This finding also holds in a multivari-
ate framework where the dependent variable was the
number of near repeats following an alert (negative
binomial regression). Effects can be reported for the
“intensity” (b=-0.46, p < 0.01) and the “number of po-
tentially preceding events” (b= -0.89, p < 0.1). The re-
maining predictors, “time between the originator and
the relay of the alert” as well as the "ratio of patrol of-
ficers in plain clothes” do not show an effect. On aver-

9 The manual documentation started with a delay, which resulted
in a reduced number of cases. The sample size in the police
department of Karlsruhe was too small for these analyses.
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Figure 4: Predicted values for different values for intensity of police activity’, conditioned by,number of preceding events”
(data source: ComVor-database LKA BW, PRECOBS database, own calculation)
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age the effect of intensity is rather small. With a change
in “intensity” from the 10™ percentile to the 90" percen-
tile — which corresponds to the boundary of the middle
80 % of the distribution - the amount of estimated near
repeats by the model only changes by -0.78 burglaries
(average marginal effect = -0.18, p <0.01). Within the
interquartile range the number of predicted events
changes only by -0.23 (25" percentile=-0.69, 75" per-
centile=0.63) — this effect appears to be rather small.
As nonlinear-regression is affected by inherently multi-
plicative (or conditional) effects (for further explanation
see Oberwittler & Gerstner 2014, Gerstner & Oberwittler
2018) interesting moderating effects between “intensi-
ty” and the “number of potentially preceding events”
are observable (Figure 4). With no preceding events the
effect of the intensity of police activity appears to be
strong. With more than one preceding events the ef-
fect is practically not present. As the results are based
on small sample sizes and only a short period of time,
they have to be treated with caution. Nonetheless,
these findings point to the importance that detecting
small series of burglaries at an early stage can improve
crime prevention. Future research should follow this is-
sue with experimental designs.

—@—— preceding events = 1

—&—— preceding events = 3

Assessment by PRECOBS Operators

PRECOBS operators are officers who operate the soft-
ware, evaluate automated predictions, manually gen-
erate predictions and relay the alerts. The basic tenor of
semi-structured interviews was that PRECOBS was as-
sessed as a useful supplement, especially during phas-
es with a high load of burglaries. According to this, the
application in rural areas, with only few burglaries, was
perceived skeptically. The software was unanimously
rated as user-friendly, even though there were some
initial difficulties. The support offered by the developer
was gauged as good. Asked about the transparency of
the automated alerts, the operators emphasized that
in most cases these were comprehensible. Some of
them expressed that after a certain period of usage,
they required a keen eye for cases which would trigger
an alert, before importing the data into the software.
Finally, the operators appreciated the additional tools
(not part of the evaluation study) implemented in PRE-
COBS for the analyses of local crime activities.
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Online Survey with Police Officers

An online survey with more than 700 police officers
made it possible to capture how predictive policing with
PRECOBS was perceived by patrol officers and officers in
the upper service. One important finding was that pre-
dictive policing is a divisive issue (see Figure 5). About
one half of the respondents sees a promising concept in
applied predictive policing, the other half has the oppo-
site view. The question of continuation was rated more
positive in the police department of Karlsruhe, where 62
9% of the respondents agreed to a further use of the soft-
ware. In the police department of Stuttgart only 41 %
agreed to this. The highest agreement was found in the
group of the higher management level (65 %, hohere
Fuhrungsebene), followed by the respondents of the
middle management level (57 %, mittlere Fihrungse-
bene). The lowest agreement was found in the group
with mainly patrol officers (46 %, Sachbearbeiter).

A remarkable finding was that those confronted with
lots of alerts during their everyday service, assessed
the benefits of predictive policing with PRECOBS more
negatively and disagreed more often to a continuation
(Figure 6). This is possibly due to the fact that some of
the respondents reported about additional workload
or about other work left undone during active alerts.
This problem was mainly perceived by officers in Stutt-
gart. Another explanation might be that success is not
immediately measureable. Predictive policing with
PRECOBS aims at preventing burglaries by deterrence
rather than catching criminals. In this context it is hard-
ly surprising when frequent PRECOBS alerts break es-
tablished routines and therefore negative perceptions
are reported by some of the respondents. This is an-
other connection point for future research.

Figure 5: Perceived value of predictive Policing. Mean score out of 7 items (Cronbach’s Alpha = 0,912): “Predictive policing
(PP) is a useful addition to regular police work”, PP is more annoying than useful”,“PP is a suitable auxiliary tool for targeted
planning’,"An added value is not given with PP"*,”In my opinion PP remains gazing into a crystal ball"*, “It is worth thinking
about using PP with other offences’,“The financial resources of the pilot could have been used better elsewhere™ (n = 552,
*reverse coded, PP Stuttgart/Karlsruhe = police departments, Data source: P4 online-survey).
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Figure 6: “The software should be used after the pilot”in relation to the frequency patrol officers had to serve PRECOBS

alerts (n=430, Data source: P4 online-survey)
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Concluding remarks

After the evaluation of the P4 pilot project and despite
some positive indications, it still hard to assess whether
and to what extent predictive policing can contribute
to the reduction of residential burglaries. Some rele-
vant conclusions can be drawn on the basis of avail-
able data related to alerts based on predictions, also
on data about police activity as well as the analyses
of numbers and patterns of burglaries. Furthermore,
it could be demonstrated that predictive policing is
more than making predictions. With regard to crime
reducing effects, it is important to note that the re-
sults have to be treated with caution due to the short
evaluation period, the lack of an experimental research
design and a small size of trial areas. As crime rates usu-
ally show natural variation, a comparison with previous
periods or other regions can only give limited insights.
Only few studies with an experimental research design
have been carried out in the field of predictive polic-
ing (Hunt et al. 2014, Mohler et al. 2015, Saunders et al.
2016). Since predictive policing has become a hot topic
in many European countries, such studies are desirable
for future research in order to gain knowledge about
how predictive policing can reduce crime. Nonethe-
less, with the analyses of near repeat patterns and near
repeat events subsequent to alerts, the evaluation
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study found that certain crime reducing effects are in-
dicated, however these effects appear to be moderate.
The integration of the software into everyday business
worked without much difficulty and police actions
following an alert-triggering burglary took place in
a timely manner. The small group of officers who oper-
ated the software, assessed it as a useful supplement —
especially during times with a high load of residential
burglary. In a larger group, including patrol officers, the
perceived value of predictive policing with PRECOBS
was a divisive issue. In particular, officers who were
confronted with many alerts tended to disapprove of
a continuation of predictive policing. This might be
due to perceived additional workload but also due to
the fact that the preventive effects of deterrence can-
not directly be perceived. The acceptance and assess-
ments of predictive policing within police forces pro-
vide additional connection points for future research.

The Baden-Wirttemberg Police is using the software
for another trial period in the same pilot area since Au-
gust 2017 in order to get a higher degree of certainty
about benefits of predictive policing in the context of
residential burglary. This includes a further scientific
evaluation by the Max Planck Institute for Foreign and
International Criminal Law in Freiburg. Besides the ex-
tended timespan, an experimental research design is
applied to increase the meaningfulness of the results.
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Predictive Policing - Is It Really an

Innovation?
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Abstract

The novelty of predictive policing, its goals and promises, are put under criticism and discussion. In the last few
years predictive policing has been presented as a new model for law enforcement activities. Predictive policing
is based on the special skills of statisticians and computational scientists who run sophisticated techniques to
analyse data available in disparate sources, to anticipate and prevent crime and disorder. Hence, a shift in the po-
lice work could be envisaged; a change of ‘paradigm’ (T. Kuhn). This “new” model appears to be rooted in the last
century 70s and 80s ‘'new penology” with its actuarial approach, where numbers produce the individual. Further
back in time, its roots can also be found in the 19th century vision of J. Bentham, when he proposed a ‘moral arith-
metic’ for the benefit of governmentality (M. Foucault). A predictive regime requires organisational capabilities
and structures, a new way of thinking and (perhaps) new leaders. Police forces would have to be able to effec-
tively make use of the findings of predictive research. Yet, some police forces still don't recognise the criticality of
science and research. And, let's not forget that information is not knowledge, as it is ‘indifferent’ to meaning and
does not consider people’s ‘intentional states’ (J. Bruner). So, it seems the individual is lost in the mechanics of
discovering patterns. But it takes only one person to disrupt society...

Keywords: innovation in police activities; policing models; predictive policing.

Introduction

The novelty of predictive policing, its goals and prom-
ises, are put under criticism and discussion. Three main
ideas are the core of this discussion: (1) some of the
roots of predictive policing, and what appears to be
the design of a ‘new’ individual; (2) the preparedness of
police forces to ingrain predictive inputs, and the shift
in the police work; and, (3) the way the outliers from
a normal distribution are treated when the widespread
practices induce to consider group traits.

1 Corresponding email: Igpais.25@gmail.com

In the last few years predictive policing has been pre-
sented as a new model for law enforcement activities,
or as being the future of law enforcement (Haberman
& Ratcliffe, 2012; Munk, 2017; Pearsall, 2010; Perry et al,,
2013). Predictive policing is a model based on the spe-
cial skills of statisticians and computational scientists
who manage to operate sophisticated techniques to
analyse all data available in disparate sources, with the
major goal of anticipating and preventing crime and
disorder.
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The roots of predictive policing

To achieve equilibrium within and between States,
each one has to know the figures about its population,
production, commerce, natural resources, financial sit-
uation, and so on... This information became available
during the XIX century, when statistics started to be
systematically published and the confidence in the rig-
our of numbers and measures was increasingly assert-
ed (Smith et al.,, 2000).

How was statistics established? Foucault (2007: p.411)
said it can be established precisely by police, for police
itself, as the art of developing forces, presupposes that
each state exactly identifies its possibilities, its virtual-
ities. Police makes statistics necessary, but police also
makes statistics possible’.

The roots of the actuarial approach can be found in
the XIX century vision of Jeremy Bentham, the father
of utilitarianism, where his Introduction to the Principles
of Morals and Legislation (Bentham, 1781/2000) and
'Pannomion: Complete Body of Law — a complete and
rational code aimed at «command and instruct»' (Ost,
2001: p.291) — would provide for the principles of a leg-
islation dedicated to search for the greatest amount of
happiness for the greatest number of people through
a ‘'moral arithmetic’ and the calculation of pleasures
and pains.

He criticised the legal system as well as society and
proposed the reform of some institutions that were
supposed to discipline people and society, like pris-
ons, schools and welfare services. In his most known
proposal — the Panopticon - he presented an architec-
tural model that presupposes confinement, inspection
(observation), vigilance, discipline, and, of course, reg-
istering. If correctly applied, these principles would al-
low for the control of the whole society, thus enabling
the ‘disciplines’ to operate as ‘techniques for assuring
the ordering of human multiplicities” (Foucault, 1995:
p.218) or to assure ‘governmentality’ (Foucault, 2007).
But he struggled with the absence of numbers that
would let governments to adequately rule their so-
cieties. Bentham took advantage of some statistical
methods to collect, record, and analyse data from the
institutions, so that it could be useful to its managers,
and even sent them some questionnaires to be com-
pleted (Brunon-Ernst, 2007). His interest in the use and
utility of numbers was applied to morality, which could
be mathematically calculated through the balance of

=

{

pleasures and pains, thus presenting an economy of
pleasures (Bentham, 1840).

To sum up, we can see that the actuarial methods
were, already in the XIX century, in place to support
governance and governmentality. On the other hand,
this "new” model appears to be rooted in the last cen-
tury 70s and 80s ‘new penology’ with its actuarial ap-
proach, where numbers produce the individual, put-
ting aside idiosyncrasies, wishes, fears, and of course
responsibilities.

The ‘new penology’ is an expression coined by Mal-
colm M. Feeley and Jonathan Simon in 1992. One
central feature of this ‘new discourse’, as they argue,
is the substitution of ‘a moral or clinical description of
the individual with an actuarial language of probabil-
istic calculations and statistical distributions applied
to populations’ (Feeley & Simon, 2000: p.367). Building
on the use of a strategy to acquire knowledge about
the criminal phenomenon, it would allow for a differ-
ent perception of the existing problems and potential
solutions, and thus for greater effectiveness of the em-
ployed resources at the lowest possible cost.

The individual - the ancient unit of analysis and inter-
vention — is to be replaced by behaviours or ‘observ-
able data’ (Cohen, 1995: p.147), enabling the segrega-
tion of the dangerous from the rest of the population.
This resulted in the spreading of several offending
behaviour programmes targeting specific groups of
offenders (e.g. violent, sex, drug and alcohol related
offenders), following the ‘what works’ (Martinson, 1974)
and ‘nothing works’ debate regarding the effects of
rehabilitative interventions on recidivist offenders (e.g.
Hollin & Palmer, 2006). This movement of criticism had
its most prominent force during the last quartile of
the XX century, when the increasing violence of some
criminality as well as the recidivism of ‘treated’ offend-
ers and the cost of the rehabilitation techniques was
in the centre of the debate, leading to the rejection of
the idea of treatment of offenders (Ancel, 1985). Mainly
during the 80's, there were some political and public
opinion sectors demanding for an adequate response
to that violent criminality ‘through a rigorous repres-
sion, opposing the legal violence to the illegal one’ (Di
Argentine, 1991: p.26). As some had put it, ‘the «reso-
cialisation treatment» was the big idea (or the great il-
lusion) of the 50s" (Ancel, 1987: p.10), and its evaluation
led to its abandonment and the emergence of a more
neutral one: the idea of intervention (Tsitsoura, 1990).
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Resting upon actuarial techniques allowing for new
ways of managing the social order, the new penology
‘'employls] the language of social utility and manage-
ment, not individual responsibility’ (Feeley & Simon,
2000: p.367). As Cohen (1995: p.147) wrote, it is ‘the most
radical form of behaviourism imaginable — prevention
of the act of crime by the direct control of whole pop-
ulations, categories and spaces’. Indeed, the main idea
was to be able to respond quickly and locally, to limit
contagion effects and manage social risk.

So, {...) the new penology is neither about punishing nor
about rehabilitating individuals. It is about identifying and
managing unruly groups. It is concerned with the rational-
ity not of the individual behaviour or even community or-
ganization, but of managerial processes. Its goal is not to
eliminate crime but to make it tolerable through systemic
coordination. (Feeley & Simon, 2000: p.368)

As such, the new criminologists, for instance, are in-
creasingly ‘trained in operations research and systems
analysis’ (Feeley & Simon, 2000: p.375), rather than so-
ciology, psychology, or social work. Furthermore, this
new approach provides significant information about
the successful intervention strategies and the perfor-
mance of the institutions themselves. So, even if at the
beginning the individual characteristics were searched
and highlighted for comprehensive intervention or
parole issues, for instance, today, in the actuarial crim-
inology, as Feeley and Simon (2000: p.376) argue, ‘the
numbers generate the subject itself. (..) [By] rationalizing
the operation of the systems that manage criminals, not
dealing with criminality (..) [, these techniques] can be
used to improve the penal system’s efficiency’. In addition,
this also illustrates what happens in many curricula at
some police academies: the disinterest in human and
social sciences.

On the other hand, Loader (1999: p.373) wrote about
the ‘commodification of policing and security’. He ar-
gued that since the early 1980s especially, the imperatives
and vocabulary of the market have come increasingly
to infuse the rhetoric and practices of the public police’
(Loader, 1999: p.375). The police appeared to be more
and more ‘business-like’ — managerialism; the police
was delivering a ‘professional service’ to the ‘consum-
ers' (citizens) of that service — consumerism; and, the
police was embracing the task of openly promoting its
‘product’ - promotionalism. It is so, nowadays. Though
maintaining its basic legally-based bureaucratic model,
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the police are increasingly operating within the market
paradigm.

This business analysis and management approach,
with the outcomes mainly treated in terms of numbers,
became prevalent. The financial constraints police face
nowadays demand for it. So, the language of numbers
is deeply embedded in the police activity; its mana-
gerial costs, the crime figures, what the citizens want
and embrace, and the number of followers and likes in
different platforms. As Harcourt (2007: p.16) put it, Tisk
assessment, algorithms, and criminal profiles now perme-
ate the field of crime and punishment’. The question one
must ask, here, is if this is to minimise the costs for soci-
ety or police organisations.

It might be said that statistics shape our world, lead-
ing us to perceive reality differently. Statistical data
help to reinforce stereotypes because of the way data
is collected, categorised, run by computational pro-
grammes, and analysed. The unshakeable faith on
actuarial methods, by accentuating and aggravating
the correlations between group traits and criminality’
(Harcourt, 2007: p.192), will end by changing our world
with us behaving differently and relate differently with
each other.

The preparedness of police forces to
ingrain predictive inputs

A predictive regime requires organisational capabilities
and structures, a new way of thinking and (perhaps)
new leaders. In this regard, a shift in the police work
could be envisaged; a change of paradigm in the sense
of Thomas Kuhn (1970). That would mean a new way of
perceiving reality, new tools to analyse and intervene,
and new shared discourses. But it also means that there
would be

a criterion for choosing problems that (..) can be assumed
to have solutions. To a great extent these are the only prob-
lems that the community will (..) encourage its members
to undertake. (..) [This also means that some] socially im-
portant problems (..) [might be discarded] because they
cannot be stated in terms of the conceptual and instru-
mental tools the paradigm supplies’ (Kuhn, 1970: p.37),

which is to say, in this case, the police organisation
and culture supplies. Numbers generate the individual
and also the social problems, determining which ones
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should be carefully dealt with and rejecting others.
And it is somehow imaginable the interest some po-
litical forces might be willing to devote to this matter.

To begin with, police forces would have to be able
to effectively make use of the findings of predictive
research. Yet, some police forces still don't recognise
the criticality of science and research (Jaschke et al,
2007; Weisburd & Neyroud, 2011), though the language
of numbers appear to find a definite space in police
organisations. At least with regard to budgetary de-
mands... This “new” model seems to accommodate
a police force that is not so demanding with what
knowledge application is concerned. Rooted in the
works of Drucker (1995) who coined the expression
‘knowledge work’, and Ericson and Haggerty (1997)
who saw the police as 'knowledge workers’, Brodeur
and Dupont (2008) stress that

‘the police are considered to be knowledge producers, but
they do not even fulfil the requirement of being knowledge
appliers, which is to have a formal education. Unless the
requirements for formal education are made much more
rigorous, this situation is a prescription for disaster. (p.17)

But from what is known today, there are still many ‘po-
lice agencies [which] do not see science as critical to
their everyday operations’ (Weisburd & Neyroud, 2011:
p.3), and do not see the need of an academic degree
tojoin a police force or to be promoted as senior police
officer. On the other hand, even though police forces
show the curiosity and motivation to accept and incor-
porate new technologies in their activities, they usually
have no deep knowledge to evaluate the studies pri-
or to its presentation or to study its effects on police
work (Weisburd & Neyroud, 2011). Besides, the police
institution is usually suspicious about anyone who
shows some interest in its activities (UHeuillet, 2001),
and so there is still a great deal of scepticism regarding
the scientists and researchers’ work within the police
contexts. This is, nevertheless, a strange posture if we
think how helpful and powerful an external validation
of some practices can be. In fact, police decision-mak-
ers could ‘benefit immensely from having a respected
academic representative (..) affirming that the choices
and decisions made by the police follow best practices
developed by research, study, and assessment’ (Engel
& Whalen, 2010: p.106).

Welten (2010: p.12) once said that ‘a brave police force
deserves courageous scientists. But as scientists be-
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came increasingly courageous and interested in re-
searching in police topics it is also important that the
police institution do not see researchers and research
results as a verdict of guilt. The idea of being evaluated
is fierce, and restrains either the possibility of develop-
ing research or the publication of its results in scientific
journals because they can damage the image of the
police (Weisburd & Neyroud, 2011).

That is to say police officers may not be — or feel —
obliged to have a formal education to be knowledge
appliers. Rather, they may simply fulfil the task of col-
lecting information as its analysis will be performed by
others — now by men, further ahead by machines. It
seems ‘we have allowed technical knowledge, some-
what arbitrarily, to dictate the path of justice’ (Harcourt,
2007: p.3). The resulting knowledge — or, shall we say
information? — will be mostly used by police managers
to better plan police operations, as it allegedly allows
for accurate deployments considering the identified
patterns and forecasted trends. This last goal seems
to be, nowadays, a major issue given the financial
constraints police forces are facing. Furthermore, the
increased scrutiny by the citizens raises the question of
whether they are willing to pay for the police service,
and for which kind of police service. And here, we have
to agree with Weisburd and Neyroud (2011) when they
state that ‘what is most striking about policing is that
we know little about what works, in what contexts, and
at what cost’ (p.11).

The way the outliers are(n’t) treated

A major concern in predictive policing relates to how
and by whom the data is collected and registered,
which data is relevant for analysis, and how it will be
transformed in knowledge. Perry et al. (2013) have pre-
sented some myths of predictive policing, being one
of them the belief that the computer will do all the
work. However, as they say,

‘even with the most complete software suites, humans
must find the relevant data, process these data for analysis,
design and conduct analyses in response to ever-changing
crime characteristics, review and interpret analysis findings
(and exclude erroneous findings), recommend interven-
tions, and take action to exploit the findings and assess the
impact of interventions.” (Perry et al,, 2013: p.XIX)
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So, though we are moving back again to the faith in
numbers and measurements as it happened in the
19th century with the development of statistics, let's
not forget that information is not knowledge, as it is ‘in-
different’ to meaning and does not consider the peo-
ple’s ‘intentional states’, in the words of Jerome Bruner
(1990). So, it seems the individual is lost in the mechan-
ics of discovering patterns. Actually, ‘we seem increas-
ingly indifferent to individual cases and small numbers’
(Alschuler, 1991: pp.904-905), favouring a nomothetic
approach instead of an idiographic one. As Brodeur
and Dupont (2008: p.22) state, ‘there is a crucial differ-
ence between information, disinformation, and trusted
intelligence (knowledge) in the field of HUMINT [hu-
man intelligence], with the central concern being the
question of validity’.

But, even in statistics the outlier is important because
it disturbs the normal distribution of data. And that is
precisely what we are looking for: the extreme cases, or
the cases that pop-up from the population. Indeed, it
takes only one to disrupt society...

Today, this is @ major concern for the police forces: the
lone terrorist, the one single person who puts all of
us in a permanent state of alert and for whom we de-
mand an immediate response. And, as far as we know,
there is some evidence that predictive policing doesn't
work in this specific context, because of the ‘mistakes
due to a randomness bias’ (Brodeur & Dupont, 2008:
p.22) that can result in the identification of too many
‘false positives’ (Brodeur & Dupont, 2008; Munk, 2017).
Actually, together with the given unreliability of ‘pub-
lic and private databases (..) the emphasis placed on
decontextualized relational features produces ‘false
positives’ and leads to the identification of innocents
as terrorists’ (Brodeur & Dupont, 2008: p.25).

Predictive policing does not capture the particularities
of the individual, or a specific set of behaviours, or the
different sorts of relationships established with other
people while assuming different roles when moving
through the different social scenarios. It can be said
that the police is mainly concerned with maintaining
social peace and order, not exactly with the specific
offender. But, if this is it, other policing models will also
have to be thought over.

This being said, it seems the major topic is the sup-
posedly successful police-control metrics instead of
evaluating the police activities in terms of the citizens’
well-being. In other words, it fails to comprehend the
background of the phenomena the police forces have
to deal with. New forms of criminality, social disruption,
individual or group behavioural disorders, must be
tackled by being educated about its roots, develop-
mental history, more or less visible relationships with
other social actors and within institutions, and assum-
ing the far-reaching effects that each individual's ac-
tions have, backed — or captured? — by the communica-
tion technologies. In fact, ‘the determinist speculations
at the core of data-mining algorithms fail to account
for life’s coincidences, which are not governed by the
laws of causality’ (Brodeur & Dupont, 2008: pp.25-26).

Conclusion (?)

The ‘network society’ (Castells, 2010) confronts us
with immense and immediate information. As a con-
sequence, we feel free to ask for urgent responses to
old and new problems and this requires a systemat-
ic vigilance of all people by all people. These are the
characteristics of the 'risk society’ (Beck, 1992). Also,
people travel more and more, for business or holi-
days... or to commit crimes. The changes in demog-
raphy and labour market result in changes in labour
relations and the position people occupy in the so-
cial structure. Police forces are no longer confront-
ed with just the natives but also with the foreigners.
Thus, what derives from the political and economic
management of this reconfigured society is something
new the police forces have to deal with. Clearly, the po-
lice forces have to rethink and redesign their methods,
be aware of the scientific and technological develop-
ments and, most of all, be adaptable to differences
according to the spaces and times people occupy in
their lives.

As discussed, the use of statistics is not new and, even
more so, it seems that real people are left behind. Let's
be wise not to be absorbed by and transformed in
numbers.
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Critical reflections on innovations in
police control technology

James Sheptycki

Department of Social Science, York University, Toronto, Canada

Abstract

The paper defines Technopoly as ‘totalitarian technocracy’ in which all forms of social, cultural and economic life
are brought under the aegis of technological governance. Policing here is understood in terms of a transnational
assemblage of institutions and police practice is marked by two defining features: the capacity to undertake sur-
veillance and use-of-force in the service of governance. This paper looks at innovations in policing technology,
regarding them as symptoms of broader historical shifts in global culture, society and politics. The essay points to
worrying questions concerning the democratic basis of techno-policing. The discussion emphasizes the continu-

ing need to normatively ground policing practice in concerns about social justice.

Keywords: Predictive Policing; surveillance; use-of-force; police militarization; social justice

Introduction

Although it is difficult to agree on what to call the pe-
riod we are living through, it seems inescapable that it
is one of revolutionary social transformation. Perhaps it
is due to the revolutionary nature of our contemporary
times that we cannot agree how to label them. The
‘global networked society’ and the onset of ‘liquid mo-
dernity’ represent two powerful ways of conceptualiz-
ing the depth of change that emphasize the cultural
consequences of the shifting morphology of the state
and capitalist relations in a transnational world (Bau-
man, 2000; Castells, 2011; Sennett, 2006; Sklair, 2000).
The bewildering uncertainty of the age raises una-
voidable questions for would-be democratic police
policy-makers (Brodeur, 2010; Ericson, 2007; Manning,
2010). Democratic policing is more paradoxical than
authoritarian policing because it seeks to maintain

the conditions of democracy with non-democratic
means (Mazower, 1997). Authoritarian policing impos-
es authority on the basis that authority is there to be
imposed (Bloom, 2016). Assuming that the rapid pace
of technological innovation and change that is on-go-
ing within policing organizations across Europe and
around the world does not, however inadvertently,
lead towards authoritarian ends requires a fundamen-
tal commitment to social justice (Goldsmith & Shep-
tycki, 2007; Wood & Dupont, 2006).

These ideas have been repeatedly expressed by David
Bayley over many years —in sum: that police profession-
alism, absent democratic roots, will not achieve lasting
social justice no matter how efficient and effective the
technologies of security-control appear to be (Bayley,
1990; Bayley, 2006; Bayley and Stenning, 2016). All too
often police technical success undermines the dem-
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ocratic legitimacy of the police. Social philosophers
attempt to provide highly nuanced explanations con-
cerning the pernicious effects of the ‘securitization
of society’ (eg. Schuilenburg, 2015). However, as Peter
K. Manning has observed, work of this kind does not
translate well into policing policy (Manning, 2010: 107).
Yet the danger is that, left unchecked, un-examined
and un-criticized, the technological revolution that is
underway in the global networked society poses se-
rious challenges to democracy and democratic polic-
ing. Many anxiously perceive a drift towards authoritar-
ian control in emergent techno-policing. How best to
steer democratic policing in another direction?

These complex issues and choices are greatly simpli-
fied by looking at innovations in police technology
through the lens of Neil Postman’s prescient 1992 book
Technopoly; the surrender of culture to technology (Post-
man, 1992). Postman argued the purveyors of tech-
nical innovation have been deified. In his words, our
culture “seeks its authorization in technology, finds its
satisfactions in technology and takes its orders from
technology” (p. 71-72). It suffers from a surplus of in-
formation generated by that very technology which,
in turn and paradoxically, requires new technological
tools in order to cope. Technological fascination has
become the source of direction and purpose for soci-
ety and the individuals that comprise it. Extrapolating
Postman’s view, the information technologies that we
play and work with every day — our smartphones and
tablets — are the nearly perfect basis for technological
totalitarianism.

Computerized information processing establishes sov-
ereignty over all areas of human experience because
technology ‘thinks’ better, faster and more exactly
than humans can. It follows that some people have
a 'knowledge monopoly’ in these domains, and the
great gurus of Technopoly — Bill Gates, Mark Zucker-
berg, Elon Musk, and the rest of them - have argua-
bly been granted undeserved prestige, authority, and
influence over human affairs. In Postman’s vision, the
Masters of Technopoly “elevate information to a met-
aphysical status”. The belief that machine-thinking is
superior to lax, ambiguous and complex human think-
ing and judgment has much in common with the prin-
ciples of scientific management espoused by Fredrick
Taylor in an earlier times and all of this has direct impli-
cations for policing (Sheptycki, 2017a; 2017b). The val-
ues of efficiency, precision and objectivity are encoded
into machine-thinking. The value of social justice is not.
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The emergence of predictive analytics and a whole
range of other innovations in law enforcement should
be understood in this broader context. We need to
think more critically about the technological transfor-
mations that are occurring. It is generally agreed that,
in our present period, technological change has come
at afaster pace than at any time in recorded history and
we are all strongly encouraged to welcome the oppor-
tunities to innovate. But technological transformation
has a price that is not borne equally across society. Not
everybody benefits and some benefit more than oth-
ers. Police control technology is central to a growing
discomfort that police efficiency metrics disguise.

Innovations in policing - an example and
some considerations

The new technologies of security-control get between
the police and the public. This is not properly recog-
nized. Contemporary security control is mediated by
a host of technological wonders: Big Data, predictive
analytics, and a myriad of surveillance technologies
can be cited here. Purveyors of the new technolo-
gies of social control seductively promise an elevated
ability to achieve social order through more effective
law enforcement (Sanders & Sheptycki, 2017). With
that view, the problem becomes one of ensuring that
police leadership can successfully implement techno-
logical innovations, following which presumably the
functional aim of enforcing social order is supposedly
assuredly achieved. Let's consider that critically.

Since its inception in the late 19™" and early 20™ centu-
ry, professional policing has been at the cutting edge
of technological change. Historically, the adoption of
new communications technologies especially has af-
fected the organization of policing. Most people in the
police profession (and certainly the academics who
study them) are aware that in the early-20"" century
urban police used centralized police ‘call box systems’
to coordinate walking police patrol. This eventually
gave away to sectorial and functional differentiation
within police organizations with the advent of two-
way mobile radio systems. During the mid to late 20%"
century, virtually all urban police agencies were heavily
dependent on mobile radio communications and tele-
phones with fixed landlines to coordinate field opera-
tions. By the end of the century, with the invention of
mobile telephones and mobile data terminals, police
organization was again transformed by the possibility
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of direct point-to-point communication. There can be
little doubt that for the last century, police organization
has been in a more-or-less permanent state of techno-
logical revolution (Dupont, 2001; Manning, 2001; Noga-
la, 1995; Sheptycki, 2013).

The move to radio-dispatched police patrol cars in the
middle years of the 20" century changed the organi-
zational practice of policing in fundamental ways, but
not all were necessarily positive. Here it is instructive to
take note of Mollie Weatheritt's long ago told ‘caution-
ary tale" about the unintended consequences of inno-
vations in policing (Weatheritt, 1986). As she told the
story, in the late 1950s traditional policing in the British
Isles was largely achieved through a broadly dispersed
system of police patrol supervised through a myriad
number of highly localized constabularies. In larger
centers this was supplemented by a ‘fixed point’ sys-
tem of police call-boxes which allowed police agencies
in larger geographical locales to provide some level of
supervision and communication to officers working
their beats.

Weatheritt documented a number of police ‘exper-
iments’ productive of a consensus that radio-dis-
patched car patrol was more efficient and effective
than the previous model, but in so doing she argued
that these demonstration projects were not true ex-
periments. Rather, they were ‘foregone conclusion re-
search’ designed to arrive at the results that everybody
wanted, which in this case was to demonstrate the
speed and efficiency of radio-dispatched patrol cars.
Years later, Weatheritt observed, it was subsequently
realized that putting police in cars created a barrier
between police and public. Simplifying for the sake
of brevity, when police patrolled their beats on foot,
there were a variety of opportunities for ‘non-adver-
sarial contact’ between police and public, but by put-
ting police officers in cars, mobilized for fast response
to radio calls, these opportunities for non-adversarial
contact diminished and what remained were the more
complex, conflictual and often adversarial kinds of po-
lice-citizen interaction. At the time, nobody envisaged
that putting police in cars would decrease the num-
ber of non-adversarial contacts in proportion to other
kinds of police-citizen interaction and, in the process,
change the cultural expectations of both police and
citizens eventually contributing to the erosion of police
legitimacy. But that is what happened.

This cautionary tale was expounded in the mid-1980s,
when academic research on policing was beginning to
seriously develop. Many of those involved at the time
took the cue to embark on research concerning the
effectiveness of police foot patrol and other tactical
innovations, and the ‘community policing” and ‘prob-
lem-oriented’ paradigms blossomed as police pro-
fessionals and professional police researchers sought
to develop and refine democratically appropriate ap-
proaches to policing innovation (Brodeur, 1998). Today
the field is dominated by so-called evidence-based
police research and policy, but this viewpoint large-
ly fails to comprehend the social and political back-
ground against which police experimentation and
innovation occurs. Police research of this kind creates
the appearance of success using police-control metrics
rather than subjecting policing activity to critical eval-
uation in terms of social well-being (Manning, 2010, pp.
101-106). Institutionally speaking, the police manager is
subject to pressures of many kinds and often struggles
to achieve diametrically opposed expectations. It is no
small wonder that they are indisposed to research that
might attract criticism. It is safer to police by numbers
and targets. Given the constraints, the research that
gets done is usually achievement-oriented and, while
the problems measured are subsequently seen to be
solved, the symptoms those problems express contin-
ue and may even become worse (Bowling, 2011).

At a general level, Weatheritt's cautionary tale reminds
us that modern and technologically innovative chang-
es in policing need to be gauged against normative
criteria and not simply in terms of efficiency gains
defined by the police organization. The distinction
between adversarial and non-adversarial contact be-
tween police, and the ratio between them, presents
a metric of a different kind which signals something
about the quality of police-community relations. In
general, that shifting quality has to do with an often
ill-recognized yet fundamental paradox of democrat-
ic policing; that it aims to serve and to maintain the
civil conditions conducive to democracy by recourse
to non-democratic means. Management by numbers
does not usually recognize this paradox and the de-
gree of any consequent failure of democratic police
legitimacy can be reliably gauged by the number and
intensity of public accusations regarding police institu-
tional hypocrisy.
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Techno-policing in the 21 Century

‘Predictive analytics’ has become the new magic wand
of technological policing. That is to say, ‘predictive po-
licing' is another one of those technological innova-
tions that seems to be a foregone conclusion. It prom-
ises something short of total information awareness. It
promises to orchestrate policing on the basis of superi-
or knowledge of the situation. It promises to be cost ef-
fective. Sometime in the not-too-distant future, public
policing will be more fully automated, focused through
the technological wizardry of mass surveillance, co-or-
dinated by centralized command-and-control systems
and more demonstrably efficient than ever (Caplan, et
al, 2011; McCue, 2014; Perry et al, 2013). This model is
being heavily promoted and not only because of its
presumed benefits in terms of increased social control,
but also especially because of costs savings. Accord-
ing to The Police Chief, a magazine for law enforcement
managers in the United States:

‘The strategic foundation for predictive policing is clear
enough. A smaller, more agile force can effectively
counter larger numbers by leveraging intelligence,
including the element of surprise. A force that uses in-
telligence to guide information-based operations can
penetrate an adversary’s decision cycle and change
outcomes, even in the face of a larger opposing force.
This strategy underscores the idea that more is not nec-
essarily better, a concept increasingly important today
with growing budget pressures and limited resources’
(Beck & McCue, 2009).

Note the militaristic language. Police departments
across North America are increasingly adopting the
organizational principles of real time intelligence oper-
ations’ co-ordinated through centralized fusion hubs.
These organizational principles, and all of the technol-
ogy that goes with it, have been transplanted directly
from the US military (Harwood & Stanley, 2016). That
all of it can be bought, while saving the tax-payer’s
money, seems a good bargain on its own terms. But
again, what of social justice? The claim that “reality is
wholly knowable, that knowledge necessarily liberates,
and that absolute knowledge liberates absolutely” is as
dubious as it is hubristic (Berlin, 1969, p. 80). Predictive
policing is one of a plethora of Technopoly products
being sold on the basis that police knowledge sys-
tems — based on stochastic calculation and dubious
data — produce superior knowledge which can be stra-
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tegically translated into operationally effective actions,
like ‘crackdowns’ (Sherman, 1990; Koper & Mayo-Wil-
son, 2006). But only because the enforcement perspec-
tive is increasingly that of an occupying army trying to
control ‘hostiles” in ‘hostile territory’ and because the
metrics used to evaluate success are based on those
assumptions (Fassin, 2011). Increasingly in the demo-
cratic countries of the West, technologically enhanced
policing does not look like or feel like policing by con-
sent of the governed and it seems very far away from
concerns about social justice!

One way to illustrate this point further is to shift at-
tention away from the magic of contemporary police
surveillance and communications technology and
consider another manifestation of the police techno-
poly-mindset. Policing is not only about surveillance
since it can also involve use-of-force, that is why the in-
creasing surveillance power of police is so contentious,
because it is connected to physically coercive means.
No other issue in policing is more inflammatory than
police use-of-force which - in the United States espe-
cially — is frequently increasingly thought of in terms
of ‘police brutality’. The technological solutions found
in police use-of-force training are interesting and re-
vealing. For example, there is the Shockknife an inno-
vative, patented and trademarked device for police
edged-weapons training.? Quoting from the company
website, the Shocknife is the “only training knife in the
world that is capable of inducing FEAR” (Note that the
word ‘fear’is in all-capital letters). The logic is that police
need to train in order to cope safely with people who
are holding knives or other edged weapons. Evidently,
the old-fashioned way of undertaking such training us-
ing rubber knives is insufficient because it is not realis-
tic’ enough. According to the webpage, the Shocknife
will “revolutionize the edged weapon training industry
with the only training knife that induces the necessary
stress required for realistic edged weapon training.” To
quote further, “Shocknife is designed to improve tacti-
cal knife defense training in law enforcement, military
and corrections markets around the world.”

1 lam aware that the terminology of ‘policing by consent’is not in
use everywhere around the world. | am also aware that it is very
difficult to define what we mean by democratic policing. The
extent to which the general public understands and endorses
what police do, one can speak about policing by consent.
Indeed, it strikes me as the very opposite of democratic policing
when an uncomprehending public experiences a police pres-
ence that they do not endorse. Lack of consent is an indicator of
un-democratic policing.

2 http//www.shocknife.com/about.php - last accessed Feb. 17,
2018
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The only reason this even makes sense in the context
of policing is because, especially in the United States,
people have been encouraged to think of it in terms
of the 'war on crime’ and the ‘war on drugs’ (Kraska,
2001; Parenti, 2003). If its war out there, then the train-
ing should be stressful, painful and hurtful. How else
will the troops get desensitized? This is a new piece of
equipment found increasingly in police training acad-
emies across North America and it needs to be read
as another symptom of something very wrong with
the way technological innovations are being used to
shape policing transformation.

The emerging techno-policing of the 21 century
looks to bring together ‘ambient surveillance’ (Stalcup
& Hahn, 2016) backed up by police agents holding
coercive means, all coordinated by centralized com-
mand-and-control systems, and it aims to be more
demonstrably economic, efficient and effective than
ever. It will mark another intensification of the wars on
crime of the past, and the uncertainty and anxiety it
provokes will further fuel the mistaken belief that “that
more will work where less has not” (Ericson, 2007, p. 12).
Technopoly thinking in policing is currently, and very
evidently, antithetical to the democratic ideals cap-
tured in the terminology of community and problem
oriented policing that were de rigueur in professional
policing circles not so very long ago. Need it be?

Conclusion

This short essay began by observing that contempo-
rary innovations and transformations in policing and
its organization are manifestations of broader histori-
cal shifts in global culture, society and politics. These
complex transformations coincide with technological
changes which police policy-makers at every level of
governance have historically taken enthusiastic part
in. Police leaders are Technopolists par excellence. This
paper began by defining Technopoloy as ‘totalitarian
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technocracy’ in which all forms of social, cultural and
economic life are brought under the aegis of tech-
nological governance. Policing has become a trans-
national assemblage of governance institutions that
are difficult to empirically map (Bowling & Sheptycki,
2012). Certainly all are marked in one way or another
by the two defining features of police practice: the ca-
pacity to undertake surveillance and the use-of-force.
If the words ‘totalitarian technocracy’ are passed off as
a mere provocation, the expressed centrality and im-
portance of social justice in policing is being denied.

The drift towards militaristic and authoritarian style
policing in the liberal democratic countries of the
West has almost the feel of a forgone conclusion. The
Technopolists of law enforcement are coming closer
to achieving, not without challenge, a monopoly on
authoritative knowledge about the science of social
ordering (Hope, 2009). In matters concerning peace,
order and good governance, techno-policing does not
possess the only relevant scale of value. The ‘human
security’ that ‘policing with intelligence’ seeks to pro-
vide can, for example, be judged in terms of ‘freedom
from fear and from want’ (Sheptycki, 2008). Prior to
the arrival of the millennium, Neil Postman prescient-
ly observed a much wider phenomenon of ongoing
and breakneck technological transformation of culture.
Much like the French Revolution, say, or the Industrial
Revolution, our current historical period has the feeling
of a natural cataclysm which affects everyone whether
they welcome it or not. From the point of view of the
individual history does seem ‘inevitable’ in that we are
all born into a stream of change which carries us along.
Between a past that none can alter and an uncertain
future there is the present fleeting moment in which
one is free to act in ways that may affect future history.
We might not be able to precisely steer that trajectory,
but we can try to nudge it in the right direction. The
task is difficult and sometimes it feels to me like trying
to change the drift of an iceberg by pushing it with
a toothpick.
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Abstract

This paper provides a discussion on the objectives, approach and findings of the European Union's Horizon 2020
research and innovation programme under grant agreement No 700326 funded RAMSES project. As the rise of
the use of the Internet is followed by the rise of criminal activity on the Internet, new tools are needed for Law
Enforcement Agencies to fight the crime and to collect forensic evidence. The use of ransomware and financially
orientated malware is growing very fast and criminals are very innovative in creating new ways to harm citizens
and companies. Within this project eleven partners from all over Europe are creating the project jointly and find
solutions for the different practitioners involved in the project. This project will provide LEAs with new tools and
also covers the dark and deep web. Several tools and functionalities are described such as creating a platform that
can e.g. analyse malware payment and hidden files, which can be found and analysed via the platform, to create
forensic evidence. The platform will have also a dashboard with different functionalities that will help LEAs in their
daily work to fight cybercrime. And also the importance of game theoretic models applying to the determination
of the probability and efficacy of malware being used for profit is elaborated. This shows the value of the analysis
of malware by different means to help LEAs in the decision making process, which malware might be more dis-
tributed and “successful” than others.

Keywords: Ransomware, malware, banking trojans, game theory, cybercrime

Introduction started in forums like 4chan and has now developed

into a wide variety of surface and dark web pages. The
In the recent years the internet has become the key 2017 report of NTT Security from Switzerland finds that
medium of communication and business activities. As 77 % of all ransomware concerns four several sectors:
business through the internet is growing also criminal ~ administration, retail, business and professional servic-
activity grows. The exchange of criminal information  es and health service. Three quarters of there were fish-
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ing attacks and 66% of all attacks were coming from
the United States. (NTT Services, 2017) The importance
of Cybersecurity and information security is constantly
rising. The 2016 report of Kaspersky lists a high amount
of malware and related incidents. 39% of all internet
users were 2016 at least once victims of a cyberattack
and 77.26% attacks happened through a malicious URL
(Kaspersky, 2018).

The strong rise of internet use has been followed by
a stronger use of the internet for criminal activity. For
some crimes it is seen by criminals as the perfect tool,
because it is easier not to be in direct contact with the
victim and to hide their own identity. As the above
numbers prove that the numbers are rising, and some
see it as a business model to sell their IT knowledge
and services to less skilled criminals. So, the investment
for criminal activity could be lower than before. Ac-
cording to the Internet Organised Crime Threat Assess-
ment by Europol (iOCTA) (2014) the generated value of
the Crime as a Service is around 300 billion dollars.

The Horizon 2020 funded EU project RAMSES to
tackle the problem and support Law Enforcement
Agencies (LEA) across Europe to resolve problems
faster and have court relevant evidence. The RAMSES
project (ramses2020.eu) has received funding from
the European Union's Horizon 2020 research and in-
novation programme under grant agreement No
700326. It aims to design and develop a holistic and
intelligent platform for LEAs for facilitate forensic in-
vestigations. The system will extract, analyze, link
and interpret information extracted from the inter-
net related with financially-motivated malware. That
includes the surface web, deep web and the dark
web. The RAMSES project focusses on two use cas-
es: ransomware and banking trojans.

Another aim is to demonstrate the impact of the pro-
ject through several pilots in several stages. At the end,
there will be effective guidelines and collaborating
methodologies developed. The following diagram
shows the main goals of this project:

Diagram 1 - The main goals of RAMES 2017 project

LEAs' procedures
Ethical implications
Societal impact
Legal compliance
Stakeholders
engagement
Guidelines & best
practices

STAKEHOLDERS

Besides LEAs, other stakeholders like customers, devel-
opers and malware victims will be included in the pro-
cess to get all possible participants throughout Europe
involved. This will lead to a better understanding of the
problem and the criminal activities and phenomenon.
Big Data technologies must be used to extract, store
and search for criminal online behaviour to handle the
vast amount of structured and unstructured data.
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Data privacy & security
Advanced analytics
Predictive engine
User-oriented tools
Interoperability

Pilot projects (3 EU
countries)

Impact assessment
Societal impact
evaluation

LEAs training

The RAMSES Platform

The platform will include several modules for LEAs to
fight malware and to gain court relevant evidence. One
of the main problems is to find and extract the relevant
data from the internet. The platform will be able to au-
tomatically extract this data related to malware from
the surface web. This includes also social networks like
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Facebook, Twitter and forums. Other challenges are
the Deep Web and the Dark net due to the nature of
both guaranteeing at least some degree of anonymity
and obfuscation of information.The RAMSES platform
will also incorporate these elements into the data min-
ing pool and gain relevant information as forensic evi-
dence by doing so.

Further, the platform will be able to analyse malware
related payments. This is an important module to
judge the importance of the detected malware, as
described below in the economic modelling the like-
liness of a successful ransomware that might be used
more often than others.

Ransomware is often hidden in images, videos and
audio files. The platform is able to detect the manip-
ulation of these and perform steganalysis. By doing so
LEAs will have the evidence that image, video or audio
files were manipulated, and information was hidden,
even if the contents of such messages remain un-
known. Correlating image manipulation with lines of
communication is a potentially powerful way of mak-
ing items of evidence mutually supporting contribu-
tions to prosecution.

In another module malware samples will be extracted
and analysed to gain a better understanding of the na-
ture of malware and common trends. This will help also
with the prevention of future threats to citizens and
to create countermeasures for LEAs and stakeholder
against this type of crime.

The results of the different analyses can be visualised
in the next module to identify different trends and
threats to the citizens or business sectors.

The information feeding the platform comes from
a variety of sources. On the one hand, LEAs can input
their data to see also their local or nationwide special-
ities. During the lifetime of the project this will come
mainly from the project partners: The University of
the Bavarian Police, Belgium Federal Police in Belgium,
Policia Judiciara in Portugal and the Spanish National
Police. Further information is gained from the common
sources of the surface web mentioned above. For the
Deep Web and the Dark net sources among others will
be TOR, reddit, Pastebin, Zmap and SHODAN, which
is a search engine, that is not like Google and others
looking for text, but is looking for vulnerable devices
(Akhgar; Yates, 2013: 243). Blockchain is another source.

Also, existing knowledge of malware analysis, steg-
anography and multimedia forensics will be fed into
the system by the academic partners, specialised on
the topic.

There are certain main functionalities. After the pro-
cessing of a large amount of data the user is able to
search for an IP address, a nickname, a certain technol-
ogy, a name of a Remote Access Trojan (RAT) or any
keyword interesting for the investigator. Through to an
interactive dashboard the user is able to visualize the
different process of malware clustering and forensics.
There is also a machine learning process included, so
that the more often this functionality is used the more
precise the results are according to the needs of the
user.

Furthermore, an exploration function will be integrat-
ed. Using that will help to explore the relationship
between different entities. This can be IP addresses,
the name of a malware domains or others. By feeding
the platform with information it will show important
events concerning malware around the globe. This is
useful for LEAs, considering that a successful malware,
used in another region, could be easily turn relevant in
another region in a very short time. This includes e.g.
the de-anonymization of hidden services as well. The
alerts are defined by the LEAs.

According to the high amount of malware around the
globe, it is of high importance to have a perception of
the likeliness of it being used. Therefore, the RAMSES
project uses a game theoretical approach to define it.

Ransomware as a business model

Before the RAMSES approach and the findings of Kent
University in the next chapter are explained a couple of
key elements for the success of certain ransomware. In
general ransomware has quite high fixed costs, accord-
ing to design, programming, development or simply
buying it, but very low costs of the use of it, meaning
the actual attack. This is in contrary of a “usual” crime or
compared to a hijacking, where the costs of the attack
/ crime are much higher. The developer of a successful
ransomware can sell it much more often than an in-
efficient one. This plays a crucial role for the business
model of for-profit ransomware. Other key factors are:
if there is a distribution line or if there are certain ser-
vices included, like offering the victim support in the
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way of payment instructions and advice, like hotlines
or helpdesks.

Other factors that might influence the success of a cer-
tain ransomware are, if there might be a global reach
like WannaCry that had a global reach and has hit in-
stitutions like the British NHS and companies like Re-
nault and the Deutsch Bahn (Briegleb, 2017). The use
against institutions might create a higher ransom than
against individuals, even a dual use in which different
types of targets receive the same malware with differ-
ent ransom demands is possible. The sophistication of
the ransom demand, be it targeted or random, price
discriminatory or fixed, can affect the complexity of
the command and control communication required to
successfully carry out the attack.

Success is not just related to the quality of the malware
used, it is logical that it depends on the situation, emo-
tive and material value of files to individuals or insti-
tutions. If the infected computer is part of important
infrastructure (such as customer or patient records vital
for record keeping and correct allocation of resources)
the willingness to pay is much higher.

There is also a relation to the reputation of the ransom-
ware. If the victim does not have the chance to get his
data back, this will also be spread around, but if the
service was “good” and the data could be restored, the
success will be much more likely.

Kent University is providing the RAMSES project with
a business model based on game theory to help the
project to classify ransomware.

Overview of Game Theory, Economic
Modelling and Ransomware

Ransomware is often viewed through the combined
lenses of cyber-security and law enforcement, and
quite rightly so. However, a purely technical analysis
of ransomware doesn't capture the myriad decisions
regarding the price of ransom, target selection, and
potential negotiating strategy between criminals and
victims. Economic modelling is a powerful tool that
can identify the costs and revenue streams of ransom-
ware. For the sake of brevity, this discussion focusses
on profit-motivated ransomware, disregarding politi-
cally motivated or destructive variants.
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Research conducted by academics from the Universi-
ty of Kent suggests that current criminals are not very
aware of the economics of their activities. Current
ransomware demands ransoms that are fixed, and
low compared to the optimal price. This optimal price
can be found by considering two key attributes of
any ransomware victim: their willingness to pay (WTP)
and their willingness to accept (WTA). WTP is a sim-
ple measure of what a victim states they are willing
to pay, whilst WTA is closer to their personal valuation
of their files. Horowitz and McConnell (2002) observe
that WTA is usually higher than WTP, by up to a factor
of 10 in some cases. The true value of files being held
to ransom must therefore lie between WTA and WTP.
Bateman et al. (2005) argue that the true valuation will
be closer to WTA (the higher value).

Hernandez-Castro, Cartwright, and Stepanova (2017)
conducted a preliminary survey of 149 adult residents
of Canterbury, UK. The results of this survey showed
that 9% of respondents expressed a WTA of £990 and
WTP of just over £200. 20% of respondents had a WTA
of approximately £400, and WTP of £92. Considering
that WTA is more reflective of the victim’s true valu-
ation of their files, this suggests that charging a ran-
som which only 9% of victims pay is more profitable
than when a larger number of individuals pay. This is
because of the assorted reasons victims must refuse
payment — they may be unwilling to cooperate with
criminals, might place a lower value on their files, are
not capable of paying the ransom, or one of any num-
ber of reasons that lead to non-payment. Criminals are
charging low prices in the hopes of enticing a pop-
ulation who wouldn't pay regardless of how low the
ransom is — all the while missing out on the potential
profits that a select portion of their victims would yield
by paying higher ransoms.

This assumes completely random infection and the
perception of victims as individuals, intelligence-led at-
tacks against companies could take this a step further
and price-discriminate. Such pricing schemes involve
the tailoring of prices to meet the likely WTA of a vic-
tim, instead of setting a blanket ransom that attempts
to capture the most profitable segment of the paying
population. More sophistication is required than is cur-
rently common in ransomware attacks, but Remote
Access Trojans (RATs) and financial information for pub-
licly traded companies are just two sources criminals
may use to determine if they can squeeze a high-value
victim for a higher ransom.
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Game theory provides a means of playing through
hypothetical ransomware attacks. Selten (1988) pro-
posed a simple game of kidnapping. His 6-stage game
is applicable to ransomware, if one considers the files
encrypted by an attack to be the object being held to
ransom. Two actors, the criminal and victim, represent
the players of the game. The criminal wishes to extract
a sum of money, while the victim wants their files re-
turned, but may not wish to pay. Throughout this
game, the criminal is best served by releasing the files if
their demand is met or a viable counter-offer is offered.
In any one instance of this game, it may appear that the
criminal could delete files even after being paid, but
one must remember that this game is being played on
a massively parallel scale. One must also assume that
some victims may communicate. Destruction of files
after a ransom has been paid will be communicated,
diminishing the trust, and therefore willingness to pay,
of victims that are aware of the event. As the cost of
infecting each victim is low, but the potential income
from each is high, it is in the interests of the criminal to
play fairly, but firmly.

Lapan and Sadler (1988) expand on this game by ac-
counting for the possibility of defensive measures. In
this game, the victim may spend resources on defence.
Such defences reduce the probability of an attack suc-
ceeding, but may still fail (due to zero-day exploits or
insufficient expenditure). However, additional costs
are incurred by criminals who may have to increase
the sophistication of their infection method to by-
pass widely proliferated defensive measures. As the
successful defence of one would-be-victim's machine
harms the potential profit of the attacker, this gener-
ates positive externalities for the entire population of
potential victims. This means that if the criminal fails to
infect enough victims, they will not be able to gener-
ate profit. Even if a portion of victims can defend them-
selves, profit may fall significantly below the optimal, as
high-paying victims may be in the portion of targets
the criminal cannot reach.

A game theoretic approach to ransomware can high-
light such weaknesses in criminal enterprise and sug-
gest more effective strategies for LEAs and potential
victims of cybercrime. Communication is key, increas-
ing the portion of individuals who refuse to play the
ransom game (by refusing to pay) is highly effective.
This is, however, dependent on the perceived worth
of files at risk — encouraging backups can reduce the

impact of high-value files being held to ransom by
ensuring that the victim can restore them instead of
submitting to a criminal’s demands.

Economic modelling can provide deep insights into
the costs, revenue streams, and weaknesses in the pub-
lic domain that allow ransomware to be such a profit-
able enterprise. Though this overview cannot hope to
encompass the complexities of current and near future
ransomware, it can demonstrate than even cursory
analysis of current ransomware highlights a myriad
of improvements that criminals are guaranteed to in-
corporate in the future. Our continuing work with the
RAMSES project, will explore optimised forms of ran-
somware, and identify behavioural and technological
countermeasures to them prior to their inception by
criminals, where possible.

Conclusion

As it can be expected that the threat from ransomware
is not declining, but is instead rising, countermeasures
are necessary to help citizens and LEAs to protect criti-
cal infrastructure and the privacy of citizens. Especially
under the most likely assumption, that the Internet of
Things (IoT) will continue to become more critical to
daily activity for a great many individuals. The attack
of WannaCry in 2017 proved that the connection in-
frastructure and data in the internet can and will be
attacked, also in the future and the criminal activities,
like in the past, will become more sophisticated and
harder to detect and counter. Cyberattacks against crit-
ical infrastructure, like traffic systems, water supply or
the energy system would have a very high effect on
the population. But also homes and privacy are more
at risk, because citizens are more and more depend-
ing on the data on the internet and some services can
just be used online. The more citizens will use Apps to
control their homes including the access will lead to
the threat that burglary might change and the inno-
vation for automated driving brings also certain other
possibilities for criminals to attack these systems with
ransomware. The financial sector is moving with high
speed towards business on the internet. This forces citi-
zens to use online banking systems, which includes the
risk of infiltration of the financial business sector and
the theft of data and money. Other EU funded projects,
like Cyberroad (2016), have shown and analysed these
risks.
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The RAMSES approach will help citizens also accord-
ing to the future risks to be safer in their privacy and
the use of the internet. LEAs will have the possibility
to retrieve information faster, respond quicker and it
will help them to gain forensic evidence, which is court
relevant. They will have the possibility also to create
a network by signing up and share their experiences
and learn from each other as the phenomenon and
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Abstract

This paper provides a discussion on the objectives, approach and findings of the EU H2020 funded UNITY pro-
ject. The project aims to strengthen the connection between the police and the communities they serve by
providing a suite of ICT tools to improve collaboration, cooperation and information sharing between LEAs (Law
Enforcement Agencies) and the communities they serve. The paper defines the underlying concept of communi-
ty policing, before moving into a discussion about the developed ICTs and the empirical research underpinning
their development and the subsequent approach used to test them. Within, we build upon the theoretical notion
that ICTs in isolation do little to break down existing cultural, socio-economic and other embedded factors that
contribute to absences in collaboration between citizen groups and the police. Instead, ICTs are an important
mechanism which can be used to reinforce existing cultures of collaboration and trust, providing an additional
vector through which citizens can make a contribution in their local communities, and through which police can
be made contextually aware of local crime issues.

Keywords: Community Policing; Social Media, Radicalisation, Training

Introduction from society at large and the public services designed
to support them; including the Police.

Communities the world over, despite their varying so-

cial, cultural and ethnic differences, have common and
shared values, and the right to safety, security and well-
being. Despite living in an age of ever increasing digital
connectivity, many communities remain disconnected

1 Corresponding author's email: Holger.Nitsch@pol.hfoed.bayern.
de
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The socio-economic landscape is complex and con-
stantly changing, adapting to global events, and reflect-
ing changes in wider society, shaping the perceptions
and behaviours of individuals and the communities to
which they belong and identify. Events such as the fall
of theiron curtain in the late 80's and early 90’s, and the
ascension of many of these eastern bloc states to the
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European Union in 2004, opened up freedom of move-
ment to millions, providing many with the opportunity
to travel elsewhere in Europe for work. The culture of
policing in many of these areas, and the perceptions
held by the public however, is very different than that
which those from relatively stable democratic states
would be used to. Those from traditionally autocratic
states are likely more accustomed to cultures of mis-
trust in policing, fuelled by perceptions of corruption
and malpractice, where police are seen, in extreme
cases, as an enemy and not an institution that serves
the wellbeing of the public.

In parallel, and in some ways compounding these is-
sues, are social tensions between different commu-
nities. Events such as the terrorist attacks in 9/11, and
subsequent attacks in London, Paris, Nice, Brussels, Co-
penhagen, Berlin and Ansbach have fostered a culture
of fear, anxiety and suspicion, building tensions towards
specific racial and religious groups. The Islamic popu-
lation in particular has been the subject of scrutiny by
many as a result. At the same time, ongoing conflict
in parts of Africa, Syria and Afghanistan has displaced
millions. In 2015 alone more than 800,000 entered Ger-
many, with up to 2000 people per day entering via the
Austria — Bavarian border alone (Bundesamt fiir Mi-
gration und Flichtlinge, 2016). Moreover, the ongoing
conflict in Syria has placed ISIS and Daesh firmly into
the public consciousness, radicalising some to travel to
become foreign fighters in the region, and others to
carry out attacks in their name on European soil. This
has exacerbated tensions with the Islamic community
in many areas, and contributed to the growing prolifer-
ation of right-wing ideologies, and the increased pro-
file of right-wing political parties, in a number of areas
of Europe, including the UK, Germany and France.

The near ubiquity of digital communications through
the web and social media has transformed how, and
the frequency at which, individuals contract, and are
able to disseminate, information. These platforms are
now popular vectors for the spread of misinformation,
or ‘fake news’ as it is now commonly referred to in so-
cial parlance, and hate-speech. As a result, maligned
and minority communities are commonly excluded
from many aspects of normal society (Olcott, 2012). To-
gether, these challenges pose a great challenge for the
Police in addressing local crime issues.

=
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Community policing and social capital

Despite broad and often varied underlying definitions,
a common theme throughout community and neigh-
bourhood policing strategies establishes the need to
target improvements in the relationship and level of
engagement between the police and the communi-
ties they serve. Community policing approaches have
long underpinned a desire to move away from reactive
policing models towards those which establish a more
proactive philosophy, responsive to the wants and
needs of the community. The near ubiquitous prolifer-
ation of smartphones and other ICTs (Information and
Communication Technologies) means they are often
seen as a vector through which initiatives of all kinds
can instil a culture of proactive engagement with their
respective stakeholder communities.

At the core of engagement, and similarly the idea of
‘community” as a whole, is the concept of social cap-
ital (Huysman & Wulf, 2004). Social capital is a form of
economic and cultural capital in which social interac-
tion is vital, and in which social transactions are marked
by cooperation, reciprocity and trust (Flora, 1997), and
where goods, services and interventions are produced
in service of common goals. The concept of communi-
ty policing is underlined by the exchange of social cap-
ital between the Police, other statutory and non-statu-
tory organisations, citizens, communities and interest
groups in pursuit of social cohesion and the collective
efficacy that enables citizens and groups to participate
in shaping the contexts and communities to which
they belong and with whom they engage (Sampson
& Raudenbush, 1999). The concept of community po-
licing itself has been discussed as an extension of the
‘social contract’ that exists between police and citizens
placing additional requirements and demands on both
parties. From a policing perspective, this requires the
acceptance of citizens and communities as a partner
in local safety and security, and from the perspective
of those citizens, an acceptance of the police’s role
within their communities. But what is community po-
licing? While the term is omnipresent in across western
policing, an agreed and accepted definition of what it
actually entails remains elusive (Cordner, 1998). Despite
this continued ambiguity, the core philosophy of com-
munity policing, and thus a common thread across all
of its contemporary manifestations, can be distilled to
focus on those activities which seek to forge working
partnerships between the police and communities
(Peak & Glensor, 1996).
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Methods and approach: The UNITY
project

The empirical work drawn upon in this paper originates
from the EU H2020 funded UNITY Project (UNITY, 2017).
UNITY was undertaken with the objective of trying to
build a greater understanding of the contextual fac-
tors that influence the engagement of citizens with
the police at a local level, towards developing models
of effective practice that strengthen the cooperation
between police, other stakeholders from the statutory,
non-statutory and third sectors; enabled through the
use of technology. The project took a multidisciplinary
approach, involving academics from a range of disci-
plines alongside policing practitioners and private sec-
tor technology providers. UNITY adopts the view that
community policing is an important strategy in the
contemporary policing repertoire as a means of mov-
ing away from traditional reactive practices to a more
proactive, integrated and partner-oriented role that
focuses on addressing lal needs (Maureen, Brudney, &
Brown, 2014). Among other benefits, it is believed that
by strengthening the connection and levels of commu-
nication between police, stakeholders and citizens can
play a significant role in efforts to reduce crime and the
associated risk of radicalisation (Wuchte & Knani, 2013).

In total, the project undertook 249 interviews across 8
EU member states; Belgium, Croatia, Bulgaria, Estonia,
Germany, Finland, Macedonia and the UK, as the pro-
jects end-user pilot testing locations. Participants con-
sisted of 82 police officers, 91 young people identified
as members of country-specific minority groups and
76 representatives from intermediary organisations
who work with minority groups. The research was
conducted to develop a greater understanding how
ICTs are currently being used to support community
policing. While the results indicated that perspective
on community policing varied significantly it did es-
tablish a number of key themes centred around crime
fighting, information management, cooperation and
collaboration, providing (or requesting) assistance and
communication (Bayerl, van der Giessen, & Jacobs,
2016).

Despite the focus on technology, a common thread
throughout the findings was the perceived importance
of face-to-face communication in community policing.
As a result of this emphasis, the report concluded that
instead ICTs should act as a mechanism to reinforce
existing relationships and face-to-face communica-

tion vectors between communities and the police by
facilitating improvements to information, promoting
visibility and accountability (Bayerl, van der Giessen, &
Jacobs, 2016). Using these outcomes, UNITY undertook
to develop a suite of ICTs to support the core principles
it identified.

Alongside a more conventional mobile application
and web platform designed to allow for information to
be exchanged between police and citizens on a local
community basis, the project has developed a suite of
training tools; aimed at both the police and at citizens
and community groups. Many of the core principles of
the project’s training offering have been implemented
into the training of the Bavarian police at the University
of the Bavarian Police, with the core development and
refinement of the police training tools under collabo-
rative development by the projects law-enforcement
partners from Finland, Bavaria, Estonia and Croatia.

Training: Applied engagement for
community participation

While it is possible to deploy training and education to
the police and other statutory organisations that have
a duty to act, the task of engaging and raising aware-
ness within communities, especially those which may
be considered underrepresented or vulnerable can
extraordinarily challenging. With AEsOP (Applied En-
gagement for Community Participation) we set out to
explore the possibilities of engaging with these com-
munities using ICTs, specifically through the develop-
ment of an educational videogame, to raise awareness
of community policing within the communities them-
selves. AESOP provides the user with a range of scenar-
ios, each of focussing on different local policing issues.
The game puts the user in the shoes of various com-
munity actors, including the police, allowing them to
play through a range of interactive stories with branch-
ing decision paths, revealing how various community
actors and forms of community participation can help
prevent and reduce the impact of local crime issues.
The game uses mechanics borrowed from the 2D ad-
venture’ genre, utilising a narrative driven storytelling
approach. The game makes use of rich hand-illustrated
art, to ensure AEsOP is approachable and suitable for
use by all, from school children right through to niche
community groups focusing on different activities and
demographics. A piece of concept art for the game’s
modern slavery scenario can be seen in Figure 2.
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Figure 1: AEsOP Concept Art - Modern Slavery Scenario

A common information exchange
platform

Alongside the training and educational materials,
UNITY provided a two core ICTs; a web portal and
mobile app, designed to provide police, citizens and
other intermediary organisations with a common in-

formation exchange platform. The app and platform
try build upon and leverage existing cultures of infor-
mation sharing through social media, cultures which
are prominent across many groups in society. Some
screenshots showing an overview of the mobile app
developed during the project can be seen in Figure 1.

Figure 2: UNITY Mobile App
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Some public organisations, such as the Munich police
department already send out tweets in multiple lan-
guages at events such as the yearly Oktoberfest, where
it is known or believed the target audience is not nec-
essarily German speaking.

In the run up to Oktoberfest 2016, tightened security
was put in place in response to the attacks that rocked
parts of southern Germany only a few months prior to
the event, while the chief of Munich police took to so-
cial media to provide reassurance, posting in English:

“From a policing point of view there is no reason at
present for refraining from going to the Oktoberfest.
That is why | have to take note of the cancelations that
came out. We still have no indication of a concrete
danger regarding an attack during the Oktoberfest.
We have been living for the threat for many years
now. This situation has not changed for this year.
There is one thing you can count on: The police will
do everything to ensure maximum safety during the
Oktoberfest this year again. Our security concept does
not start at the entrance, but includes many other
measures right up at exchanging information at an
international level. Nobody needs to alter the way the
live. This will only play into the hands of those who
want to exploit the situation for their political goals
[sic] (Andraé, 2016)".

Information such as this, designed to ease tensions,
doubts and fears, can help to build trust with the tar-
get audience. While the UNITY platform does not aim
to replace existing and well established social media
platforms, as it would be extremely difficult to cultivate
a user base to rival sites like Facebook and Twitter, thus
reducing its utility, it does provide a vector where re-
sponses to more localised issues can be made.

The project’s empirical research identified that most
people, unsurprisingly, are already using established
social media platforms to consume this kind of in-
formation — meaning that despite the presence of
systems such as UNITY, which aim to provide a more
localised forum for community-oriented issues, it is im-
portant the LEAs maintain an active presence on ser-
vices such as Facebook and Twitter. Events such as the
2016 Oktoberfest, and also the threat to the central rail
infrastructure of Munich on New Year's eve the same
year (Eddy, 2016), are good examples of how powerful
communication, and the dissemination of information,
can be in maintaining calm.

The number of people following the Munich police
twitter account rose significantly following the threats
made against the city’s rail infrastructure on New Year's
Eve 2016. This shows that the public look to these
mechanisms for information on the back of threats,
showing a degree of trust in authorities such as the
police. The tweets helped to reinforce a feeling of calm
among citizens at the time of the events, despite the
shutdown of the cities trains and subway (Eddy, 2016).
The police also managed to reach a diverse audience
by using multiple languages and multiple popular so-
cial media platforms, ensuring it was seen by tourists,
non-native speakers and other minority communities,
providing they are digitally-enabled. Examples such as
these inform the training provided through the UNITY
project, taking into account the specific and tailored
information needs of different locales, demographics
and communities.

Minority groups

The project, as part of the development of its scenar-
ios for the pilot testing process, made efforts to iden-
tify unique contexts, groups and circumstances that
would test the core principles of community policing;
crime fighting, information management, cooperation
and collaboration, providing (or requesting) assistance
and communication. The nature of the groups identi-
fied went from ethnic minority groups and university
students, to football fans, people with disabilities, and
special interest groups. While it may be possible to
draw parallels between the behaviour and perspec-
tives of groups such as those with disabilities and foot-
ball fans in different regions across Europe, great differ-
ences were observed among different Ethnic minority
groups.

The information requirements of different groups also
varied significantly. Football fans are bound to the
club they support, so they are commonly interested in
news around the club, safety and security information
about forthcoming games, and other context sen-
sitive information. In cases where levels of trust exist
with the police exists, it can provide an opportunity to
avoid the risks of being caught up in hooligan clashes,
other forms of violence, travel disruption, ticketing de-
tails, and forms of security screening that may in place
around specific high-profile games.

\
N P
T CEPOL




European Law Enforcement Research Bulletin - Innovations in Law Enforcement

Other groups have different information requirements.
For example, some forms of disability, such as blind-
ness or deafness can cause communication problems.
In such cases there is a needed to adjust communica-
tion mediums. Throughout the duration of the pro-
ject, UNITY worked alongside the deaf community in
the UK. To mediate communication issues the project
integrated features that allowed for the posting of
short videos, so that British Sign Language (BSL) could
be used to communicate with the deaf community
face-to-face to build trust and improve the ability to
exchange information. The mobile application also al-
lowed the deaf community to post videos to the plat-
form. The diversity of issues was also evident in other
pilots. In Bulgaria the focus was on people of Roma
decent, in Germany it was refugees from central Asian
and Middle East backgrounds. The Estonian pilot fo-
cused in on the Russian community, while in Belgium
the Jewish community of Antwerp took part.

Pilot Testing

As has been touched upon throughout this paper,
the UNITY project is built upon the real-world require-
ments of end-users, identified as result of empirical
research conducted across the projects eight ‘end-us-
er’ participants from across the EU; Croatia, Germany,
Estonia, Finland, Belgium, Bulgaria, the Former Yugo-
slavian Republic of Macedonia, and the United King-
dom. These same countries were subsequently used
to test the operational impact of UNITY’s community
policing principles and software tools. Each pilot was
set up slightly differently to reflect the local contextual
needed of the communities involved in the respective
case-study scenarios. The requirements identified in
the projects empirical work were used to build two
contrasting schematics of community policing in each
of pilot regions; the Current Operating Model (COM)
and the Target Operating Model (TOM). The COM was
built to reflect the projects understanding of commu-
nity policing, and the challenges currently faced by
police in each of the projects pilot location. The TOM
was built to reflect an aspirational view of community
policing in location, reflecting what community polic-
ing should look like, and how it should mediate some
of the challenges identified in the COM following the
implementation of the UNITY technology toolkit and
the core principles of community policing established
during the project. In each location the technology
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and UNITY approach was tested against real or indic-
ative events and scenarios.

Conclusion

The H2020 project UNITY was established to provide
LEAs, stakeholders and minority communities with
a varied and broad ranging set of possibilities to build
trust and accountability, and improve methods of in-
formation sharing and communication. Due to the
wide range of scenarios, target groups and stakehold-
ers, also through the advice of many experienced ex-
perts from Europe and beyond, UNITY can be used
flexibly in various situations against a varied range of
local community issues. UNITY also provides LEAs with
training, tailored to the specific contextual needs of
the user, and built on the empirical work and experi-
ences gleaned throughout the project. The training
can be completed face-to-face or online. The project
also provides a mechanism to raise awareness within
communities and citizen groups with AeSOP, an edu-
cation game which was established to help improve
understanding of community policing and to educate
on how individual citizens can make a difference in the
local community, making policing easier, and helping
to improve the safety and security of citizens.
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Abstract

Enhancing the feeling of public safety and crime prevention are tasks customarily assigned to the Police. Po-
lice departments have, however, recognized that traditional ways of policing methods are becoming obsolete;
Moreover, a large number of police departments are experiencing budget cuts and are streamlining their opera-
tions while they are looking for innovative policing approaches to balance these reductions. However, when the
Community Policing philosophy is appropriately applied, it provides the opportunity to identify risks and assist in
solving problems related to crime and disorder. It also enhances the feeling of safety, consequently improving the
quality of life in local communities.

Modern Community Policing approaches utilise Social Media and mobile applications. Due to their high level of
infiltration in modern life, both of these media constitute a powerful mechanism which offer additional and direct
communication channels for reaching individuals and communities. When the feedback gained via these chan-
nels is analysed by Law Enforcement Agencies the gain is twofold. These channels can be exploited to improve
citizens' perception of the Police and to capture individual and community needs.

This paper presents the outcomes of the first trials of the INSPECT system (Inspiring CitizeNS Participation for
Enhanced Community PoliCing AcTions). The project is funded by the European Commission’s research agenda
and aims to explore the impact of Social Media on Community Policing.

Keywords: Community policing, social networks, new technologies, organisational changes, information crowd-
sourcing

Introduction Agencies (LEAs) across the EU have realised the impor-

tance of Community Policing (CP), an area that is rap-

There is no end to the usage and purposes of the
smartphone applications that are available nowadays.
Over the last years, numerous instances of mobile ap-
plications with focus on local communities’ safety are
available. At the same time, various Law Enforcement

1 Corresponding emails: gleventakis@kemea.gr,
g.kokkinis@kemea-research.gr

idly evolving and transforming the policing landscape.
CP provides the opportunity to communities to assist
in solving problems of crime, disorder and safety, while
at the same time contributes towards improving the
quality of their lives and serves as an efficient decision
support system for the Police, due to the crowdsourc-
ing of information.
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Researchers will agree that CP is both a philosophy
(@ way of thinking) and an organizational strategy (a
way of carrying out that philosophy) which allows the
police and the community to work together in new
ways. The philosophy is built on the belief that peo-
ple deserve and have a right “to have a say” in polic-
ing in exchange for their participation and support
(KJ Peak. RW. Glensor & LK. Gaines, 1999). According
to (A. Myhill, 2006) CP is the process of enabling the
participation of citizens and communities in policing at
their chosen level, ranging from providing information
and reassurance, to empowering them to identify and
implement solutions to local problems and influence
strategic priorities and decisions'.

INSPEC?T? is a three-year project that started in May
2015. It focuses on a user-centric design and devel-
opment approach, and has already mobilised and
engaged a critical user group mass within the EU and
overseas. With special emphasis on social media, it
consolidates and modernizes bidirectional commu-
nication of stakeholders, using multiple levels of ano-
nymity to ensure data privacy. Citizens are encouraged
to interact with police using a mobile application and
a web portal. The proposed and modernised commu-
nication platform, and the developed social media
network enhance the participation of communities in
policing.

Capturing stakeholders’ requirements

The INSPEC?T project reached out to more than 2100
CP stakeholders using four online surveys and focus
group discussions. The project partners promoted the
online surveys using social media channels and elec-
tronic communications exclusively. All four surveys
were structured in such a way so as to better grasp Eu-
ropean values in regard to CP in respect to social, cul-
tural, ethical and legal dimensions. The surveys were
conducted between August 2015 and January 2016.

The first survey was aimed at communities and was
promoted through the project’s social media channels.
The general public questionnaire received 1092 re-
sponses from citizens living in Greece, the United King-
dom, Spain, the Netherlands, Germany, Cyprus and 5
other EU countries. Most respondents were university
degree holders and were employed. They mainly lived
in towns, cities and metropolitan urban areas. Citizens

2 http://inspec2t-project.eu/en/
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that responded to the questionnaire were of various
ages, most of them were not involved in any voluntary
work and the majority of them felt safe in their com-
munities.

The second survey was aimed at neighborhood watch
members and social workers. In total 70 responses
were provided from 14 EU countries (Austria, Bulgaria,
Cyprus, Czech Republic, England, Germany, Greece, Ire-
land, Italy, Netherlands, Northern Ireland, Norway, Por-
tugal and Spain). The third survey sought to capture
the views of police colleges / universities / academies
involved in the training of police students. 19 police
professors from 6 countries contributed to the 3rd
survey. The last survey was designed so as to capture
CP practitioners’ experience and views. This survey re-
ceived 782 responses from police professionals from 8
EU member states.

Except for the general public survey, which was pro-
moted using social media channels, the other three
surveys had a more focused method of attracting re-
sponses. The project partner's professional networks
were used to promote the surveys to CP stakeholders.
The targeted respondees were Non-Governmental
Organisations with an interest in CP, neighbourhood
watch groups, community employees dealing with
CP related issues, acting CP officers, police officers and
their academia. The analysis from the online surveys
provided a generic indication about the current CP
status and about community preferences throughout
a number of European member states which partici-
pated in the surveys.

In order to capture the “local” element and verify the
findings of the online survey analysis, specific Discus-
sion Focus Groups were formed. Guidelines about
how to attract participant responses were issued and
anonymous focus group interviews took place using
a structured questionnaire. These focus group inter-
views were conducted in Greece, the UK, Cyprus, the
Netherlands and Spain. Participants were questioned
in two phases: the first phase concerned LEAs (10 par-
ticipants from each country), while the second phase
concerned citizens (60 participants in total, 10 per
country). All participants, from different backgrounds,
were selected with specific characteristics in mind, so
as to capture a diverse set of views.

In addition to the online surveys and the focus groups,
INSPECT utilises a Stakeholder Advisory Group (SAG)
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and an External Expert Group (EEG). These commit-
tees are made up of Law Enforcement Agency senior
officers, government representatives, active citizen
groups, community organizations, commercial as-
sociations, and CP visionaries. EEG members are dis-
tinguished Academics in Policing, Data Protection
and subject matter experts in EU Ethical and Legal
frameworks. The advisory committees, external to the
project, were presented with the analysis from the re-
sponses to the online surveys and focus group inter-
views which were used to define the functionalities
and system specifications.

The findings from the interaction with CP stakeholders
are summarised herein.

Despite the fact that younger individuals are frequent
users of Social Media (over 80%), the survey showed

that they are nonetheless not enticed to contact the
police through this medium. Only 18% of ages 20 — 39
uses social media to contact the police, while the re-
spective percentage for ages over 40 rises to over 30%,
and in some age groups it doubles (39%). The same
principal applies for the use of webpages as a commu-
nication channel with the police. Despite the fact that
younger ages use the internet to access web pages for
a large amount of their everyday lives, they do not use
the web to contact the police. Similarly, mobile apps
are not an established method of communicating
with the police. Only a small percentage of over 7% of
younger ages use mobile apps for this purpose, a per-
centage that rises slightly to over 10% for the ages of
40 - 59 and drops back to less than 9% for ages above
59 years old.

Table 1: Which communication Technology do you use/will use to communicate and engage with the Police?

Communication Technology to engage with the Police

Current situation (%)

Future Situation (%) Difference (%)

Email 24,00 60,50 +36,50
Phone Communication 88,30 61,20 -2710
New/ Social media 26,90 51,50 + 24,60
Text Messaging (SMS) 520 3740 +32,20
Websites / Portals 19,50 46,70 + 2720
Mobile Applications 8,70 45,30 + 36,60

The surveys strongly prove that the most familiar and
accepted form of communication with the police is
phone communication (Table 1). When referring to
the future, all responders have shown eagerness to use
the most updated technologies for their communication
with the police. Social Media has an acceptance rate of
51,50%, internet and websites have an average accept-
ance rate of 46,70%, e-mail communication succeeds
with acceptance rates that vary between 51% and 66%,
text messaging is accepted as a means for contacting
the police at a percentage between 36% and 41%,
while mobile apps will be used by approximately 50%
of those aged under 50 and 40% of those aged over 50.
New technologies, in general, have an average acceptance
rate of over 50% throughout all ages.

Defining system functionalities

The analysis from the four online surveys and focus
group interviews, as well as the interaction with the two
external committees, enabled a shared understanding
among police authorities and citizens about the prob-
lems to be addressed in a CP approach. A number of
social, cultural, ethical, legal, security and privacy as-
pects of CP programmes were documented to point
out differences in the interactions between LEA and
certain communities. All of the above was used to pro-
duce an analysis of CP practices (D1.1 Report on best
practices in community policing & gap analysis, 2016)
and of the technological tools currently in use. Along
with the results from Ethical & Legal Dimensions (D2.2
Legal and Ethical dimensions of INSPEC?T System, 2015)
and Societal & Cultural Aspect findings (D2.1 Social and
Cultural Aspects of Community Policing, 2015) the con-
solidated End User Requirements were produced.
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The end user requirements which were captured (D1.2
End User Requirements — 1st SAG Report, 2016) shaped
the system architecture which was displayed using
mock-ups for advisory groups external to the project.
Following their feedback, suggestions and recommen-
dations, the technical partners entered the develop-
ment phase (D34 2nd SAG meeting report, 2016). At
this stage there were a selection of 57 functional® and
53 non-functional* requirements classified as manda-
tory, highly desirable and desirable. In addition, there
were 232 mandatory requirements resulting from the
Description of Action®. Therefore, a total of 342 require-
ments were mapped into 24 use cases (Leventakis G.,
Kokkinis G., Papalexandratos G., 2017) which formed
the operational guideline for the INSPEC?T solution.

A Use Case®is a list of actions, typically defining the in-
teractions between an actor and a system, to achieve
an outcome. They document step by step instructions
on how to test the built-in functionality and demon-
strate specific features and functionalities of an ad-
vanced CP programme. The use case categories out-
line the interactions between users of the INSPECZT
solution, first among themselves, then with other (ex-
isting) social networks and, finally, they describe the
collaboration between community members and po-
lice officers. Finally, the 24 Use Cases were grouped into
the following 6 categories as shown below.

[1] Advanced CP programme Interactions
[2] Communities

[3] Incident Reporting and Management
[4] Interaction with Social networks
[5]Back-End Intelligence

]

[6] Rules and Supporting Actions

https://en.wikipedia.org/wiki/Functional_requirement
https://en.wikipedia.org/wiki/Non-functional_requirement
http://cordis.europa.eu/result/rcn/195176_en.html
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https://www.ibm.com/support/knowledgecenter/en/SS-
WSR9_11.0.0/ com.ibm.pim.dev.doc/pim_tsk_arc_defininguse-
cases.html
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Concept of operations - Overview

The concept of operations is presented in Figure 1.
INSPECT supports incident reporting from registered
members and non-registered community members
using a social media network. The citizens can fill in
reports either as

1) Registered, where they agree to engage in two-way
communications with the authorities (if required)
oras

2) Anonymous, where they can submit reports. The
anonymous users have willingly excluded them-
selves from being reached by other users and the
system operators.

The submitted reports are intelligently processed by
the system. The system’s output will be used to assign
CP officers to cases. The assigned resources will receive
information to act upon and will have the option to
interact with citizens and fellow officers. For incidents
that might evolve beyond the CP context, front line
police officers could interact with the system using the
INSPEC?T tools.

Aside from bidirectional and personalized communi-
cation, the system offers the means for community
members to provide additional information (either
text or multimedia files), enabling registered users to
monitor the progress made on their submitted reports
in real time. An advanced CP solution should possess
intelligent functionalities and the overall architecture
should be modular and should be based on open
standard interfaces. As such, existing analysis modules
and databases will be utilized and will constitute part
of the advanced CP solution. The developed intelli-
gence is made up of the following components: re-
porting, awareness raising, serious games, command,
control and intelligence.
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Figure 1: The INSPEC’T Concept
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Implementing the solution

INSPEC?T is a collection of pluggable modules (Fig-
ure 2) that, as a whole, act as a user-friendly and ef-
ficient solution for strengthening community bonds.
INSPEC?T consists of the following modules, each one
adding unique functionalities to the platform. The
smart Mobile Applications enhance incident report-
ing and management capabilities. The public and the
private web portal promote community building and
offer platform management. The data warehouse, the
Geographic Information System (GIS), and the busi-
ness and multimedia analytics modules augment the
incident processing operations. The CAD (Computer
Aided Dispatch) interface supports integration with

G
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existing CAD systems. The Serious Games facilitate
awareness of CP operations and the training simulator
supports the system operator’s functions.

Mobile Applications (Mob App) and Public Portal (PP)
Two different incident reporting functionalities are
supported. Citizens can either submit reports to the
Public Portal using a computer or smartphone (with-
out the installation of any application), or by installing
the INSPEC?T mobile application on their smartphone
or tablet (Figure 3). An extended (in terms of function-
alities) version of the mobile application is available to
CP officers for managing the reports and for further in-
teracting with the system and its operators.
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Figure 2: The INSPEC’T solution
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The training simulator module offers realistic in-situ
simulations to allow the system administrators and
Secure Portal operators to get familiarized with the
platform, experience the potential impact of their de-
cisions, interact in a safe environment, analyse their
approach, facilitate peer assessment and benchmark
so as to enable self-reflection and improvement. More-
over, the inclusion of courses, with a focus on privacy,
data protection and how the system administrators can

comply with ethical, legal and societal requirements,
should be mandatory items in an advanced CP training
program. Apart from the mobile application and the
Public Portal, an awareness game is also available. The
game (Resource Force’) provides insight for citizens
about the available CP resources and emphasises the
role of community involvement. The game challenges
citizens to command a limited number of CP officers
and respond to a number of community requests.

Figure 3: Screenshots of the Mobile Application and the awareness game for Citizens
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As new incidents endlessly arise and develop, the play-
ers, who are constantly under pressure, have to allocate
overstretched resources while having limited informa-
tion. The benefits of citizens contributing to CP are em-
phasised and the community members are taught that
their involvement is key to safer societies.

Secure Portal (SP)
The intelligence submodules mentioned below, all
feed into the Secure Portal (SP) which is the command

and control interface for the entire solution. The SP is
connected with the intelligence modules and present
an advanced operational picture to its operators. The
Law Enforcement Operator (LEO) and the INSPEC?T Su-
pervisor are in control of all CP submitted reports and,
by utilising the intelligent processing of the advanced
CP system, manage the reported incidents.

Figure 4: View of the Secure Portal
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A series of intelligent modules provide processing, an-
alytics, correlation of incident reports, archiving, and
a file retention policy. The challenge of processing
huge amounts of spatial data which is generated by
either registered or anonymous users is addressed by
the following modules:

Geospatial Complex Event Processor (GCEP). All
incident reports are processed and analysed in a struc-
tural manner so as to generate meaningful information.
The data submitted in the reports from multiple users
are combined to infer events or patterns that suggest
more complicated circumstances. The goal of complex
event processing is to identify meaningful events at an
early stage and respond to them as quickly as possible.
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Multimedia Analytics (MMA) are capable of extract-
ing semantic information from a wide range of mul-
timedia data sources. Incident reports will contribute
to increasing quantities of images, audio streams and
videos. The MMA module first processes and then dis-
cards low quality data. The data of value is analysed to
extract speech transcription, acoustic event detection
(e.g. identification of a gunshot), person/face detection
and other multimedia correlations.

Case Based Reasoning (CBR) is the process of solving
new problems based on the solutions of similar past
problems. In cases of uncertainty, or whenever deci-
sions need to be taken based on different sources of
information, this module takes action. The CBR module
by design consists of two different submodules. The
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first one is composed of rules that the user could adjust
or modify, allowing it to make use of expert knowledge.
The second submodule is equipped with a knowledge
base and allows the inference of new rules and actions
based on previous knowledge.

Business Intelligence Analytics (BIA) carries out
the following functions: (1) computes metrics for the
level of activity and engagement of both citizens and
police and (2) calculates a rating for user profiles, by
computing each user’s activity (how frequently the
user reports incidents, whether they are contributing
helpful information to the system or whether they are
malicious). It has to be noted that the rating essentially
concerns the information provided by the users rather
than the users themselves, that is BIA classifies the im-
portance of each exchanged message, based on the
author’s profile ranking and other metrics.

Data Warehouse (DWH) integrates data from multi-
ple heterogeneous sources and from different formats
to support analytical reporting, structured and/or ad
hoc queries and decision making. The large amounts of
heterogeneous data provided by citizens and commu-
nities over time are arranged into abstracted subject
areas with time-variant versions of the same records,
with an appropriate level of data grain or detail to make
it useful for the intelligent modules described above
to retrieve and analyse them. In addition, Data Pro-
cessing Ageing (DPA) can be configured according
to the corresponding regulatory frameworks. Records
may only be stored following a legitimate reason (mas-
sive storage of preventive data should not be allowed).
Record lifetime and criteria for deletion have to be de-
fined in accordance to Data protection legislation. The
renewal of an item’s date of expiration is possible and
needs to be initiated from a user with the appropriate
access rights. A mandatory description field justifying
the need for this operation ensures that all data pres-
ervation actions are permanently retained for future
reference and Ethical screening.

CAD interface supports legacy incident reporting sys-
tems and acts as the gateway which feeds CP related
reports, which reach the call centre, into the INSPEC?T
system. In addition, the CAD interface is used to supply
the required information, with the location of police
resources, to LEO operators.
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Testing and assessing the developed
solution

The first working INSPEC?T version undertook trials in
Belfast, in April 2017. CP Officers from Police Service
Northern Ireland, in cooperation with fellow Officers
from Lancashire Constabulary, participated along with
residents from the Holyland community and members
of Ulster University in the execution of the CP scenari-
0s. The second pilot and a demonstration of the solu-
tion to SAG and EEG committees took place in Egkomi,
Cyprus in May 2017.In Cyprus, the consortium conduct-
ed a series of small scale pilots and solution demon-
strations which engaged municipalities and LEAs. The
third pilot took place in Valencia, Spain in May 2017.
Further to Valencia local police and local community
involvement, there were police representatives from
San Sebastian and Guardia Civil.

The main scope of the first three pilots was twofold.
One was to demonstrate and validate the strategic ob-
jectives of the project and second to present a work-
ing solution which satisfies the majority of end user
requirements and requested functionalities. In addi-
tion, the empowerment of communities through the
facilitation and delivery of a more personalised service,
where citizens collaborated with the police in setting
their CP agenda, was also tested. The output of the as-
sessment was used to provide further input to system
developers to fine-tune the system for the second test-
ing phase which was scheduled to take place between
October and December 2017.

The feedback from participants, (community mem-
bers, neighbourhood watch associations, LEAs, CP vi-
sionaries) focused on the following three areas:

1) Reporting tools

2) Backoffice — Intelligent components

3) Issues primarily related to data protection and the
compliance of the submitted intelligence with
national and EU frameworks.

Following the development of the INSPEC?T solution,
an assessment toolkit was required to verify whether
the implemented functionalities satisfy the end user
requirements. The THOR approach, which was devel-
oped by the CAMINO? project was adapted and used
for the assessment of the INSPEC’T solution. The de-

8 http//cordis.europa.eu/project/rcn/185485_en.html
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livered solution was analysed in four dimensions as
follows:

Technical - Assess if the implemented solutions will
assist the uptake of CP and whether they will pro-
vide the intelligence mechanisms required to efficient-
ly analyse the user supplied information.

uman - Evaluate how a series of human factors,

behavioural aspects, privacy issues, ethical, soci-
etal and CP awareness-raising activities will influence
CP practices and create more safe and secure commu-
nities.

Organisational - Examine if the proposed pro-
cesses, policies and procedures will enhance co-
operation between Communities and LEAs and if the
project will result in better CP.

Regulatory - Inspect the project for adherence
to laws, standards, data protection and the legal
framework at a national and EU level.

Following the execution of three pilots, feedback was
collected by 1) using face to face interviews with CP/
police officers using a structured questionnaire and 2)
via an online survey made available for members of
the public. The results recorded, were used to identify
gaps and challenges that need to be overcome. The
interaction of the THOR dimensions for the identified
participant/user categories for the Use Case groups is
shown in Figure 5.

Assessment findings

The succeeding sections outline how each one of the
THOR dimensions constitutes a CP verification frame-
work and how each one of the use-cases are mapped
under a specific dimension to provide the assessment
criteria and verify whether the stakeholder require-
ments have been addressed and, if so, to what extent.

Technology

The improvements recorded by the adoption of new
offered technologies and utilising it in current CP prac-
tices underlies the importance of understanding which
technology solutions will introduce additional value.
Introducing IT into police operations is a complex and
demanding task and “it is not clear which technologies
are more usable and effective in the context of a po-
lice organization” (Custers, B., 2012). Using a structured
questionnaire, the INSPEC’T members requested from
the SAG and EEG committees to provide their feed-
back and guide the consortium endeavours to shape
and finalise the solution to be tested in the phase-2
pilots. Concerning incident reporting through the use
of mobile applications, 93% of the experts indicated
that they offer the greatest potential for improving CP.
Similarly, 71% prompted that the application for LEAs is
a great asset for CP officers in the field. For the public
portal, 50% of the experts valued its use and ranked it
at the top, along with mobile applications, as a com-
ponent that could help in assisting and improving on
community building and empowering citizen partici-
pation in CP tasks.

Figure 5: THOR model applied to INSPEC’T system
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The independent advisors indicated that cutting edge
police command and control centers are already using
a number of intelligence subsystems. Therefore, the in-
tegration of "back office” components, like MMA, GCEP,
Bl, CBR, and DWH to support CP operations is well per-
ceived. The experts also acknowledged that incident
reporting, if processed intelligently, is a valuable intelli-
gence source. Therefore, multimedia enriched content
whichis embedded in citizen reports should be treated
as a valuable information source. The findings of (Kel-
ling and Bratton, 2006) for “intelligence gathering and
analysis” are confirmed for CP operations. Lastly, the IN-
SPEC?T open interfaces can be utilized for forwarding
incidents to other authorities, such as municipalities, or
environmental agencies.

At the end of each pilot, debriefing sessions with com-
munity representatives were held. The findings of the
INSPEC?T public survey (D1.2 End User Requirements —
1st SAG Report, 2016), were confirmed. Both CP officers
and citizens indicated that using a mobile application
will result in more frequent reporting.

Human

The INSPEC?T training simulator is a scenario driven
tool that simulates the submission of citizen reports
and trains police operators on the functionality of the
platform. The option of training CP system operators
received positive feedback from SAG and EEG mem-
bers and it is a mandatory prerequisite for police or-
ganisations to offer customisation to their needs and
operational training to their CP Officers. The commu-
nity and police relations in a social-media-like ecosys-
tem will be studied in detail in the second phase of
pilots. Therefore, the rules and the supporting actions
required to prevent inappropriate behaviour, and also
promote community and police interactions, was test-
ed between October and November 2017.

The end-user testimonials confirmed that one of the
most fundamental aspects for improving CP is to em-
power communities to prevent crime or the problems
that lead to it. Establishing and maintaining mutual
trust is therefore the central goal of CP. (Docobo, J,,
2005). The citizens need to be aware of their own role
and responsibilities and should proactively respond to
indications of crime and disorder in their communities.

In all three of the INSPEC?T pilots that were conducted,
citizens value the option to form communities either
physical (@ group of residents) or virtual (licensed secu-
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rity personnel) and participate in them. The exchange
of ideas via discussion groups, the privacy of personal
messages and public threads, are all acknowledged to
be required functionalities to encourage citizen partic-
ipation. With this in mind, in order to empower citizen
participation, the INSPEC?T members developed an
awareness raising game® for citizens, which was devel-
oped for iOS and Android devices. Using a gamifica-
tion approach, the citizens were trained to collaborate
with the police for the benefit of their communities.
Through this game, citizens confirmed that they came
to the realisation that police resources are not infinite
and, as such, their cooperation with police in a number
of incidents will lead to better CP results.

Organisational

The first component of successful CP initiatives in-
volves transformational changes in the organizational
structure and operation of LEAs (Bureau of Justice As-
sistance, 1994). CP is an information-intensive task/pro-
cess, and technology plays a central role in helping to
provide ready access to quality information. Accurate
and timely information makes problem-solving efforts
more effective and ensures that officers are informed
about the crime and community conditions of their
beat.

At each pilot debriefing session, focused group discus-
sions were held with CP officers to record their profes-
sional opinions. In all three pilots it is acknowledged
that two-way communications, online reporting, host-
ing discussion forums, and citizens' feedback promotes
citizens engagement in CP and increases transparen-
cy in the way CP operations take place. Both the CP
officers involved and policing experts from the SAG
and EEG committees agree that the option for citizens
to check the status of their submitted reports online,
aside from increasing accountability of the police force,
increases transparency. This highlights a strong inter-
dependency between the Human and Organisational
dimensions.

It should be highlighted that police adaptation to CP
programs, the inclusion of modern ICT solutions in
everyday policing tasks and the strategy of the police
towards digital and social media are all topics outside
of the INSPEC?T sphere of influence of or other similar
initiatives. To this extent, the consortium studied and
analysed a number of indicators which were consid-
ered essential in the implementation of CP. Fostering
and developing police-community relations requires
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active engagement by police organisation, individual
officers and community representatives. A CP maturity
model is currently being developed for the purpose of
producing CP policy recommendations for the EU.

Regulatory

The topics regarding the EU legal framework and data
protection directives were discussed in the debriefing
sessions of all the pilots and were debated on a round-
table with SAG and EEG members. All experts agreed
that the topic of data protection is well defined in EU
directive 2016/680 which is designed to be consistent
with the General Data Protection Regulation. Whereas
Police officers as a competent authority, can process
personal data for the “prevention of threats to public
security” (Article 1), it is not clear at the moment which
are the governing rules for use and reuse of data for
CP purposes. The fact that the INSEPC?T solution im-
plemented adaptable safeguards for data ageing and
the archiving & retention of submitted records is well
perceived.

The way forward

The INSPEC?T system aims to combine the principles of
CP with the affordances of new technologies. Both the
actual and potential utilisation of the resulting incident
reporting and management tools (Mob Apps, Public
Portal) and crowdsourcing processing modules (GCEP,
MMA, CBR, BIA, DWH and DPA - referenced in section
5) have to be compliant with legal frameworks so that
they can be correctly implemented in participating
countries. This is the biggest challenge for a next gen-
eration CP solution.

Taking into account the effects of EU directives®'® and
legal trends across the EU, could help facilitate the ex-
portation and application of the findings to countries
that are not currently participating or associated with

9 http//eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-
9%3A32016L0680 (protection of natural persons with regard to
the processing of personal data by competent authorities)

10 http://eur-lex.europa.eu/eli/reg/2016/679/0j (protection of
natural persons with regard to the processing of personal data
and on the free movement of such data)

the INSPEC?T system (D1.2 End User Requirements — 1st
SAG Report, 2016). An advanced CP solution should
offer safeguards to ensure Ethical, Legal, Societal and
Data protection compliance.

Following the conclusion of the first three pilots, all
involved stakeholders value the evolution from a CP
solution to a social network system. The proposed
solution allowed community members to get in touch
with the police, report their problems and observe the
police reaction online. At the same time, citizens can
Create communities to discuss their security concerns
and participate in discussions with other community
members. All these functionalities empower citizens to
join and actively participate in modern CP initiatives.
In addition, an intelligent community policing system
should be capable of supplementing and feeding
existing police operational systems and, if needed,
should have the capability to provide facial recognition
or offer acoustic event detection to alert operators.

The consortium members acknowledged all of the
above and enhanced the solution with new features
and improved functionalities. A second testing phase,
took place in Groningen (Netherlands) between Sep-
tember and December 2017 and in Preston (UK) in No-
vember 2017where all new and enhanced functionali-
ties were tested.
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Abstract

Although transnational police collaboration has become increasingly important to effectively fight those crimes
that cross borders, training in the necessary skills to achieve good cross-national collaboration and investiga-
tion is currently lacking. Indeed, organising trainings with police trainees from different countries is very expen-
sive, time-consuming, and logistically challenging. Therefore, the European Commission is funding the Hori-
zon2020-project ‘LAW-TRAIN', in which a virtual training platform is being developed which allows police officers
(and judicial authorities) from different countries to train together from their respective locations in the prepara-
tion for, and the conduct of, a police interview with a virtual suspect within the context of a transnational investi-
gation. The current contribution will describe the goals and features of this training, the actual training trajectory,
and the innovative role of the virtual trainer in achieving a standardized and automated training for police officers
all across Europe and beyond.

Keywords: transnational police collaboration; investigative interviewing; PEACE; virtual platform; virtual trainer

Introduction vestigation, prosecution, and punishment much more
complex (UNODC, 2012). To be successful, international
police cooperation is crucial, but not easily achieved

created new opportunities for criminal groups to ex- (Reichel, 2008: UNODC, 2012; Vermeulen, De Bondt &
pand their activities to a transnational level (UNODC, Ryckman, 2012)

2012; Vermeulen, 2002; White House, 2011). Although it
is of upmost importance that actions are undertaken
to effectively combat this type of crimes, the transna-
tional element characterising such crimes makes its in-

With the globalization came many benefits, but it also

Police training in conducting transnational investiga-
tions and interviews is challenging. Of course, police
officers are usually extensively trained in interviewing
within their home country, but these kind of trainings

1 Corresponding author’s email: emma jaspaert@kuleuven.be
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tend to focus on basic interviewing competencies
rather than team collaboration and the investigation
of complex international crimes. Arranging such train-
ings with people from different countries is often very
difficult to organise, time consuming, and expensive.
Furthermore, effective training requires follow-up
training in the field (Cyr et al, 2012; Lamb, 2016; Lamb
et al, 2002), which is almost impossible to realise when
it concern a cross-national team of trainees. However,
with the past and current societal evolutions, training
police to fight transnational crime together is impera-
tive.

Therefore, the Horizon2020-project “LAW-TRAIN" aims
at developing a virtual training platform that allows
police officers (and judicial authorities) from different
countries to train together in the preparation for, and
the conduct of, a police interview with a virtual suspect
within the context of a transnational investigation.
More specifically, LAW-TRAIN intends to train a Joint
Investigation Team in conducting suspect interviews
within the context of a transnational investigation in
drug trafficking. In the present contribution, we will fo-
cus on the goals of the training platform, the different
elements in the training, the training trajectory, and
the way in which feedback is provided to trainees.

Goals of the LAW-TRAIN training

Cross-national investigation in the context of Joint In-
vestigation Teams (JITs), and the interviewing of sus-
pects within these investigations, presents a number
of specific challenges, such as establishing a good and
fluent collaboration among participants from different
countries having different languages and (professional)
cultures, and identifying a shared strategy and method
of interviewing to reach the goals set forth for the in-
terview (Block, 2008; Kapplinghaus, n.d.). Acquiring the
necessary skills and accumulating the necessary expe-
rience to perform this sort of multi-national investiga-
tions and interviews, in a demanding context in terms
of the protection of legal rights and admissibility of
evidence, is imperative. For these reasons, LAW-TRAIN
sets out two major goals in its training. The first goal
is to train transnational team collaboration and deci-
sion-making skills (including team coordination). The
second goal is to train interviewing competencies.

2 This project has received funding from the European Union's
Horizon 2020 research and innovation programme under the
Grant Agreement No. 653587
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Training transnational team collaboration skills
The difference between transnational and nation-
al investigation and interviewing lies in the much
more complex collaboration between police officers
from different countries. Most police trainings focus
predominantly on the actual execution of the police
interview itself, but forget about the collaborative
preparation that precedes it. Good and effective team
collaboration is nevertheless crucial for conducting
successful suspect interviews (Vanderhallen, 2007; Van-
derhallen, Vervaeke & Holmberg, 2011).

The transnational element in a Joint Investigation
Team makes effective team collaboration more diffi-
cult. These teams often consist of team members with
different cultural backgrounds (e.g., different nationali-
ties, languages, organizations, professions, habits), who
might have different investigation and interviewing
practices or styles, and different legal systems and le-
gal requirements. They often have not met before, and
therefore were not yet able to establish mutual trust
between each other (Pefarroja et al,, 2015; Pinjani &Pal-
via, 2013). In that sense, transnational Joint Investigation
Teams of police and judiciary can be categorized as ‘ad
hoc teams’ Whereas traditional teams are character-
ized by relatively permanent memberships, ongoing
and long-term tasks, routinized reporting relationships
within the organisation, close proximity of team mem-
bers, and good acquaintance between team members
(Finholt, Sproull & Kiesler, 1990), ad hoc teams are put
together for a particular purpose for a particular (short-
term) time frame, consist of members who would oth-
erwise not work together and that will dissolve once
the task has been completed (Finholt et al., 1990).

Training police interviewing competencies

The interviewing itself does not really differ between
transnational or national contexts. Interviews in both
contexts should follow the same procedures and safe-
guard the same rights of the suspect. However, actual
interviewing practices and trainings might differ be-
tween (and even within) countries (Walsh et al., 2015).
It is possible that different techniques are being taught
and used, or that similar techniques are applied differ-
ently. Therefore, a big advantage of LAW-TRAIN is the
ability to train police officers from different countries
in the same ‘standardized’ interviewing methodology.
Within LAW-TRAIN, the choice was made to train po-
lice officers using the PEACE-method. This is a meth-
od within investigative interviewing that is embedded
within the inquisitorial system, which is the predomi-

/)CEF'OL



A Virtual Platform to Train Cross-National Police Teams in Team Collaboration and Police-Interviewing

nant system in most of continental Europe. The goal of
investigative interviewing is not to obtain a confession,
but to gather as much truthful information as possible.

Itis clear that even experienced police officers can ben-
efit from continuous training in using and applying the
correct interviewing method (e.g., Clarke, Milne & Bull,
2011; Walsh & Bull, 2010a; Walsh & Bull, 2010b). Research
on actual practices still shows that many police officers
do not follow the best practices in investigative inter-
viewing and still treat confessions as their primary goal
(Ponsaers, Mulkers & Stoop, 2001; Vanderhallen, 2007,
Walsh & Bull, 2010a; Walsh & Bull, 2010b). By creating
standardized feedback to train the interviewing com-
petencies of trainees from different countries, based
on the PEACE-method, the opportunity will be provid-
ed to commence the harmonization of police practices
throughout Europe.

Different elements within the LAW-TRAIN
virtual training

The training within the LAW-TRAIN virtual platform
comprises of four different phases. However, before
going in detail into these different phases, it is impor-
tant to first briefly discuss the different elements within
the training.

Actors within the training
There are four different actors present during the train-
ing: the human trainer, the virtual trainer, the trainees,
and the virtual suspect. Each of these actors has a dis-
tinct role within the training.

The human trainer is the person who is responsible for
the recruitment of the trainees, the setting up of the
training trajectory, and for ensuring the correct proce-
dure during the training trajectory. This will usually be
the person who is in charge of national police trainings.
Trainees from each country will be under the super-
vision of their human trainer. Thus, since LAW-TRAIN
concerns transnational collaboration, different human
trainers will take part in the training. The human train-
ers will not provide feedback to their trainees during
the training trajectory. They will observe the training
and will give feedback to their own trainees after the
completion of the training.

The virtual trainer is a virtual character that will give
systematic and standardized feedback to the trainees

at certain stages throughout the training trajectory. He
will also assist trainees and human trainers when they
are having technical difficulties. Although the virtual
trainer will be able to intervene during the different
phases of the training trajectory, he will predominant-
ly provide feedback in the final stages of the training.
His feedback will focus on the assessment of the team
collaboration and decision-making and how each indi-
vidual trainee has performed within the team, and on
the interviewing skills of each trainee.

The trainee is the person that will be trained with the
training platform. The training is aimed at police of-
ficers who already have experience with interviewing
suspects. Prior experience in transnational investiga-
tions is not required, although it is preferred. A further
distinction needs to be made between active and ob-
serving trainees. Active trainees are those trainees who
will actively participate throughout the complete train-
ing trajectory. The number of active trainees within
one training trajectory will be limited to one or two per
human trainer. Observing trainees are those trainees
that will only observe the training of the active trainees
(@lthough they will also be active in the first phase of
the training). Trainees can also learn a lot by observ-
ing others (Mayes et al,, 2001; Silberman, 2006). They
will also help in collecting information concerning the
performance of the active trainees by filling out obser-
vation forms, allowing for peer feedback to the active
trainees. Using these forms also helps the observing
trainees to focus on the critical features in the training
(Silberman, 2006). There is no limitation to the amount
of observing trainees within a training trajectory.

Finally, the virtual suspect is the virtual character that
will be interviewed by the trainees. There is the option
to choose either a male or a female virtual suspect. The
virtual suspect will reply to the questions asked by the
interviewers. The way he replies to the questions and
the information that he will share, will depend on the
quality of the questioning.

Rooms within the training trajectory

Besides distinguishing between the actors that will
take part in the training, it is also necessary to differen-
tiate between the fooms’ that are available. There are
three different rooms that need mentioning: the vid-
eoconferencing room, the virtual interview room, and
the control room.
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The videoconferencing room is an important room with-
in the training, since this will be the place where the
trainees from different countries will meet virtually
and discuss the issues that need to be settled before
starting the actual interview with the virtual suspect.
A videoconferencing tool has been built within the
LAW-TRAIN platform, so trainees can communicate
with each other and at the same time enter certain
decisions made during this discussion into the system.

The virtual interview room is the room where the active
trainees will be able to interview the virtual suspect.
The virtual room can be customized by the trainees.
The virtual suspect will be seated in this virtual room
and the active trainees will be able to question him.
The trainees will have to option to include a 'virtual
lawyer’ in the virtual interview room. At the moment,
the virtual lawyer will be a static character that will not
be able to intervene during the interview.

The last room is the control room. In this room, active
trainees who are not interviewing the suspect and ob-
serving trainees can watch what happens inside the in-
terview room. Active trainees will be able to chat with
each other, observing trainees will not. From the con-
trol room, active trainees can easily go to the interview
room when it is their turn to interview the suspect.

The LAW-TRAIN training trajectory

The training trajectory consists of four different phases:
the individual preparation phase, the joint preparation
phase, the actual interview phase, and the debriefing
phase. The first two phases relate to the first phase in
the PEACE-method, namely ‘Preparation’. These two
phases also relate to the first training goal: training
transnational collaboration and decision-making skills.
The third phase relates to the ‘EAC" in PEACE, which
are the phases within the actual police interview (i.e,
‘Engage and Explain’, ‘Account, Clarification, and Con-
frontation’, and ‘Closure’). This phase also relates to the
second training goal: training interviewing competen-
cies. Finally, the fourth phase relates to the final phase
in PEACE, the ‘Evaluation’.

The individual preparation phase

In the first phase, each individual trainee will be able
to thoroughly study and understand the case, before
starting the preparation for the interview. All trainees
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(both active and observing) get access to the case file
on the platform. This case file contains police infor-
mation about the suspect and his activities in a pos-
sible drug trafficking organization. They can read the
documentation, make notes, assign labels to the in-
formation (e.g., evidence, relevance), and save impor-
tant pieces of information in their personal library. Not
every trainee will have access to the same information
in the case file. Some of the information will only be ac-
cessible to trainees from a particular country, as some
of the evidence has been collected nationally, prior to
the formation of the JIT. This way, sharing of informa-
tion in subsequent phases is stimulated.

One trainee will be assigned as ‘team coordinator’. This
trainee is responsible for coordinating the next phase
in the training, the joint preparation phase. During
the individual preparation phase, the team coordina-
tor will therefore have the additional task to prepare
the agenda for the joint meeting (in the joint prepa-
ration phase). This agenda contains some fixed agen-
da points: introduction of team members, discussion
of the case and exchange of information, determining
the goals of the interview, evaluation of legal proce-
dures and the admissibility of evidence, and prepara-
tion of the interview. The team coordinator will also be
able to add additional agenda points. It is advised that
the team coordinator already prepares some of the
agenda points, for example by investigating the legal
procedures that have to be followed.

The joint preparation phase

Once all trainees have completed their individual
preparation, they move to the joint preparation. Here,
they will all enter into a videoconference meeting,
which is embedded into the LAW-TRAIN platform. All
the trainees can enter the videoconference, but only
the active trainees will be able to communicate with
each other. During the videoconference, all the team
members will be able to view the agenda prepared by
the team coordinator. The team coordinator will lead
the meeting and make sure that each agenda point
is dealt with. For each agenda point, the team coordi-
nator will have to insert some decisions made by the
team into the system. Each of these decisions needs to
be confirmed by all the active team members before it
is officially logged into the system. This is a safeguard
to guarantee that all the team members agree with the
decisions entered. The virtual trainer will provide im-
mediate feedback to these decisions (cfr. infra).
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The actual interview phase

Once the team is prepared, they move on to the ac-
tual interview phase. During this phase, trainees will
interview a virtual suspect in the interview room. Only
one or two active trainees at a time can interview the
suspect. The rest of the trainees (the other active train-
ees and all the observing trainees) will follow the inter-
view from the control room. The active trainees in the
control room will be able to communicate with each
other via chat. Observing trainees will not be able to
participate in the conversations. During the interview,
the system will log several elements that will allow the
virtual trainer to assess the quality of the interview and
to provide feedback afterwards (cfr. infra).

The debriefing phase

When the actual interview phase has finished, the ac-
tive trainees will be forwarded to the debriefing phase.
In this phase, the virtual trainer will provide descriptive
information, accompanied with feedback, on both
the individual performance of the trainee during the
preparation phases and the interview phase and on
the team performance during the joint preparation
and the interview. All the active trainees will be able
to see the same team performance feedback, but will
only be able to view their own individual feedback (not
the individual feedback of other trainees).

Innovations of LAW-TRAIN

Focus on training team collaboration in

a transnational context

LAW-TRAIN offers the opportunity to train police in-
vestigators in interviewing in a transnational context.
In such a transnational context, the interview itself
does not differ a lot from interviewing in a nation-
al context. The difference lies more within the more
complex collaboration between team members from
varying nationalities, with different habits and inter-
view practices, and without a previously established
trust between team members. Such collaborations are
thus not straight-forward, yet no training program ex-
ists to prepare police investigators for these kinds of
collaboration. LAW-TRAIN advances in the current state
of art in police training by developing an additional,
yet important, phase in the training trajectory that is
specifically focused on the training of transnational
collaboration (i.e, joint preparation phase). Including
this phase in the training not only allows for police in-
vestigators to practice this type of collaboration, but
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also for further research to learn more about ad hoc
virtual transnational police teams, how they function,
and which elements can differentiate between effec-
tive and less effective team collaboration.

Ability to provide standardised and automated
feedback

Interviewing practices trained in different countries can
vary, even if they are based on the same fundamen-
tal principles. If a transnational team is being trained
in interviewing, it is thus important that everybody
receives the same feedback, and that trainees are not
confused by differing or even contradicting feedback
from different trainers during the training. Thus, LAW-
TRAIN proved to be the ideal ground to explore the
opportunities that arise from having a virtual training
system. It allows to install, test, and validate standard-
ized quantitative parameters that are able to predict
positive interview performance.

Most of the current assessments of interviewing quality
are based on self-reports, peer-evaluations or observa-
tion schemes. These assessments are thus all of a sub-
jective nature and can differ depending on the person
who does the assessment. It not only impedes stand-
ardization of practices and training across countries,
but even within countries. Given the fact that LAW-
TRAIN offers a virtual interview training platform, every
action of the trainee can be extracted by the system.
The system can as such ‘log” all the activity of all the
trainees during the training. Since there is little to no
literature on how to quantify interview performance,
possible parameters that might provide useful infor-
mation on the quality of the interview were selected
based on existing observation schemes and literature
on the best practices in investigative interviewing and
the PEACE-method. The system is then programmed
as such that it collects the relevant information to pro-
vide results for these parameters. This allows for im-
mediate presentation of performance parameters to
the trainees. Since there are no norms and standards
already available for these parameters, the feedback
given to the trainees based on these parameters is
mostly descriptive. However, LAW-TRAIN provides the
innovative opportunity to systematically collect data
through the continuous use of the LAW-TRAIN training
system to further assess if, and to what degree, each of
these parameters is truly able to differentiate between
good and not-so-good performances, and to develop
norms and standards for the quantitative parameters
that have proven to be predictive for performance.
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In what follows, we will further elaborate on the way
information on the performance of the trainees is ex-
tracted by the system and is presented to the trainees
by the virtual trainer.

The Virtual Trainer of LAW-TRAIN

To ensure that the training of all trainees in LAW-TRAIN
follows the same methodology — and as such receive
a uniform, standardized training - a Virtual Trainer
(VT) was developed. The VT is a central part of LAW-
TRAIN and, as an Intelligent Pedagogical Agent, aims
at improving the training by providing suggestions as
well as details on the given feedback (Soliman & Guetl,
2010).

The Virtual Trainer is built over the classical architec-
ture of an Intelligent Tutoring System (ITS), which are
computer systems with intelligence aimed at provid-
ing tutoring and training of a specific topic, usually
without the intervention of a human tutor (Freedman,
Ali & McRoy, 2000). In the context of serious games,
researchers found that in ITS it is important to trace
the user’s activities and necessary to measure perfor-
mance based on learning goals instead of the game
completion (Baalsrud et al,, 2014; Serrano-Laguna et al,,
2014; Shoukry, Gobel & Steinmetz, 2014). Taking these
findings into account, we designed the Virtual Trainer
to monitor all the trainees’ actions by logging their in-
teractions with all the actors of the training in the plat-
form. The VT then provides live feedback to the trainee
as soon as the actions are registered or a detailed de-
briefing report at the end, grouped according to the
two training goals.

To provide feedback both on the team collaboration
skills and the interviewing competencies, the Virtual
Trainer must log and analyze the training session from
an individual trainee’s point of view and from a team
perspective. The need of the VT's supervision on these
two levels is emphasized by previous work that shows
the effectiveness of ITS in improving individual learn-
ing (Tchounikine, Rummel & McLaren, 2010), and its
potential for collaborative learning has also been high-
lighted (Walker, Rummel & Koedinger, 2009).

The role of the Virtual Trainer

The Virtual Trainer is one of LAW-TRAIN's actors. It is
a virtual entity that “exists” on the platform and is con-
tinuously supervising all the trainees’ actions based on
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their interactions on the platform. The feedback and
explanations given are personalized for each trainee.
This customization allows for different levels of guid-
ance that can be adjusted to the expertise of each po-
lice officer. However, despite adapting its feedback to
the user, the introduction of the Virtual Trainer in LAW-
TRAIN creates an opportunity to provide standardized
feedback to all trainees across multiple countries and
police agencies.

The goal of the Virtual Trainer is not to grade or judge
the trainees’ performance. Its role in the platform is
mainly to assist the trainees during the training trajec-
tory and to give feedback about their performance in
order to support the review process between trainee
and human trainer afterwards. During the training it-
self, the VT identifies mistakes that might compromise
or even nullify the entire information gathering pro-
cess and allows the trainee to immediately fix these
mistakes. In the debriefing phase, the VT helps inspect
the training session and highlights relevant areas of the
session to increase the efficiency of the review process.

Endowing the Virtual Trainer with these intelligent
capabilities creates an autonomous agent that tutors
a trainee in a long and complex training trajectory,
a task that is not easily done by a Human Trainer. But
the addition of this virtual entity doesn't mean the
human trainer is removed from the process. In the
review process of the training session, the role of the
VT is to create an environment that not only helps the
self-evaluation of the trainee but also promotes the
joint inspection and discussion of the training with the
Human Trainer, therefore combining the VT's capabili-
ties with the expertise of a police officer.

In conclusion, the Virtual Trainer’s role is to supervise
the performance of each trainee, identify critical mis-
takes when necessary and provide the tools to analyze
the training session, adapting the feedback to each
platform’s user.

Interventions

The Virtual Trainer needs to adapt its feedback
throughout the training sessions. Therefore, three dis-
tinct types of interventions are defined, based on the
different phases of the training session and the type of
feedback: Active Intervention, Debriefing Reports, and
Interface Help.
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The first type of intervention, Active Intervention, is asso-
ciated with the reactive feedback of the Virtual Trainer.
During the training session, the VT identifies errors or
mistakes caused by the trainee’s actions and displays
either a critical error or a warning message. The first
message type, critical error, is used when the trainee’s
action will render the information gathered in the in-
terview inadmissible in court, by for example not pre-
senting the suspect’s rights before asking investigative
questions. The second message type, warnings, is used
when the trainee’s actions might lead to critical er-
rors in the future. To process the trainee’s actions and
generate the proper feedback, the Virtual Trainer uses
a rule-based approach. The rules used are inspired by
the best practices according to the PEACE-method and
they are tested every time the trainee performs a new
action in the platform. For instance, when a trainee asks
an aggressive question to the interviewee, the Virtual
Trainer presents a warning. To do so, the VT handles the
question and verifies that the aggressive questions rule
is triggered. Then, the VT generates a warning that is dis-
played to the trainee. Upon asking multiple aggressive
questions, the same rule is triggered, but the VT inten-
sifies its intervention by displaying a critical error due to
the persistent aggressive stance of the interviewer.

The second type of intervention is the Debriefing Reports.
As the name states, they are presented in the last stage
of the training trajectory. In LAW-TRAIN's platform, the
trainee and human trainer have several tools and charts
to help them review their performance. However, in-
specting the whole training session might be a com-
plex procedure. The VT intervenes in the Debriefing
Reports by highlighting the trainee’s actions that might
be relevant to review more closely (with the human
trainer). The Debriefing Reports are grouped by Train-
ing Phase and they allow the inspection of the training
from different perspectives, such as the interviewing
style, the topic coverage or compliance to the PEACE
method. By identifying these areas worth reviewing,
the VT can facilitate systematic inspection of all the ac-
tions performed by the trainee and is able to suggest
‘working points’ that might require further inspection.
To identify these areas, the Virtual Trainer relies on a set
of patterns that are often associated with questionable
practices. For instance, in the PEACE method, it is ad-
vised not to change topics too quickly during the first
phases of the interview. By using a graph to display the
question topic distribution during the interview, the VT
looks for sequences of questions with multiple topics
associated and highlights them for review.
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The last intervention is the Interface Help. This type of
intervention provides further information about the
methodology that is trained. The Virtual Trainer focus-
es on exploring the theoretical background underlying
each chart in the Debriefing Reports and how it should
be used. This authored help is integrated into the plat-
form and can be consulted at any moment without
leaving LAW-TRAIN, creating a seamless flow of inter-
action, therefore improving the learning trajectory of
the trainees.

Conclusion

Although the LAW-TRAIN virtual training tool will need
further development to become a marketable prod-
uct, its advantages are already clear. From the per-
spective of the police, this training tool will allow for
continuous training in transnational collaboration and
interviewing, an area in which training opportunities
are currently scarce. The ease with which internation-
al training groups can be formed and the much lower
cost and logistics it will require to train these teams,
will improve future transnational collaboration in or-
der to more effectively fight transnational crime. From
the perspective of the European Union, LAW-TRAIN
can facilitate the standardized training of interviewing
practices across borders, which will help the European
Union move towards a European Security Model. From
a research perspective, collecting data through the
LAW-TRAIN platform can reshape our knowledge and
expertise on team collaboration and police interview-
ing tremendously. Being able to collect and automati-
cally analyse multiple interviews will provide an abun-
dance of information on interviewing practices (and
how they differ between countries) and will allow us to
analyse the descriptive information to determine more
quantitative norms and standards to assess interview
quality. Furthermore, LAW-TRAIN also provides the op-
portunity to learn more about effective team collab-
oration, communication and decision-making within
the context of law enforcement. Research in that field
has until now been scarce, yet good team collabora-
tion is crucial to be well prepared to conduct a police
interview, and a good preparation has proven to be an
important predictor for a good interview. In sum, the
more data that will be collected with LAW-TRAIN, the
more researchers will be able to advance in the field of
police collaboration and police interviewing.
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The TARGET Project: Using VR and

AR to improve police training
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Abstract

This paper aims to provide an outline of an ongoing research project that is funded by the H2020 programme,
the TARGET: Training Augmented Reality Generalised Environment Toolkit. The project addresses the need for
innovative serious gaming solutions for police and other security agents to train in low probability/high impact
events. The ambition of the project is to deliver a pan-European serious gaming platform that combines Mixed,
Virtual and Augmented Reality and content for training, and also incorporates a system to assess the skills and
competencies of trainees. In addition, the paper provides a description of the technology components and of the

six training content scenarios that TARGET has developed up to now.

Keywords: Innovation, training, virtual reality, augmented reality, scenarios

Introduction

H2020 programme

Horizon 2020 is the biggest EU Research and Innova-
tion programme ever, with nearly €80 billion of fund-
ing available over seven years (2014 to 2020) - in ad-
dition to the private investment that this money will
attract (European Commission, 2018). The programme
aims to help addressing the main social challenges,
promote industrial leadership in Europe and reinforce
the excellence of its scientific base.

1 Corresponding authors’email: Ivalles@gencat.cat
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Within this programme the TARGET project was fund-
ed. TARGET stands for Training Augmented Reality
Generalised Environment Toolkit and it responds to the
FCT-07-2014 Framework entitled « Law enforcement
capabilities topic 3: Pan European platform for seri-
ous gaming and training ». It began in May 2015 and
will end in October 2018. It received 6 million euros in
funding from the Research Executive Agency (REA) of
the European Commission.
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The TARGET project was designed to help Security Crit-
ical Agents %(SCA) to:

- engage effectively with the general public;

«minimise risk to SCA and citizens;

« optimise use of available resources (pan-European
collaboration);

+ use existing tools, systems, and equipment already
available at user sites;

« enable SCA to train for low probability / high con-
sequence scenarios (such as a cyber-attack or CBRN
incident);

« leverage virtual reality in order to optimise cost
effective of current training programmes (impor-
tantly, reduce the number of trainers needed for
a scenario, saving time and resources);

- empower Security Critical Agents to effectively use
new technologies developed in collaboration with
the technical partners in the consortium.

The TARGET Consortium

The TARGET consortium brings

together sixteen partner organ-

isations from nine EU member

states. The consortium gathers the

expertise of major users, leading edge technologists
and best-of-class experts in technology assessment,
dissemination, ethics, security sensitivity and project
management. The project is coordinated by the inter-
national management services firm ARTTIC, with tech-
nical coordination by Luxembourg Institute of Science
and Technology (LIST).

As we can see in Figure 1 there are three different
groups of partners. In the first place, we see partners
responsible for coordination, communication and
ethic review. In the second place, there are partners
responsible for the technology development. Finally,
there are partners who are in charge of developing re-

2 Security Critical Agents (SCA) include all security forces such as
counterterrorism units, border guards and armoured car guards,
first responders such as police, fire fighters, paramedics, civil
security agencies and operators of critical infrastructures.
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alistic and useful training contents. The Police School
of the Institute for Public Security of Catalonia (ISPC)
belongs to the third group that reunites other police
research and training institutions, namely from France,
I'Ecole Nationale Supérieure de Police (ENSP) at Lyon;
from Germany, the Fachhochschule der Polizei des
Landes Brandenburg (FHPOLBB) and the German Po-
lice University (DHPOL) at Munster; from Estonia, the
Estonian Academy of Security Sciences (EASS). Other
end-users included in the consortium are the Spanish
Police Guardia Civil (GUCI); the Cleveland Fire Brigade
(CFB) from the UK and the International Security and
Emergency Management Institute (ISEM) of Slovakia.

Besides the TARGET consortium there is a group of
experts, the TARGET Advisory Board (TAB), who meet
regularly with the consortium throughout the project.
They provide technical, ethical and legal guidance, in-
put and feedback on the TARGET technology roadm-
ap. The TAB also advices on links with relevant interest
groups outside TARGET and propose and encourage
the potential interactions of the project with other pro-
jects, initiatives or activities.

Aims of the project

The project aims to enable effective Security Critical
Agents training by developing pan-European training
content through six training scenarios that will be de-
veloped in the course of the project. On top of that
it will foster a TARGET marketplace in order to buy/
sell what is available on the TARGET platform as well
as associated TARGET products and services. The TAR-
GET platform consists of architecture, development
environment, technology components and a store
with training content. The first version of the TARGET
is already completed and has been tested at the users’
sites.
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Figure 1: Partners and their role at TARGET consortium
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Pan-European Platform

The TARGET pan-European Platform for hybrid seri-
ous gaming includes training case development tools,
standard interfaces, effective integration for third par-
ty technologies and content, support for content and
technology sharing, licensing and payment.

G
\¥
_7'CEF’OL

ZISEM

Ml iNSTITUTE

Ao

The Platform will be customisable into local languag-
es, legal contexts, organisational structures, existing IT
systems, ensuring personalised scenarios and technol-
ogies which are useful and relevant to the user organ-
isation.
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Figure 2: TARGET System Architecture Diagram
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Technology components

The TARGET Platform supports the design of training
narratives, corresponding scenarios and role players,
the collaborative training activity, as well as the assess-
ment of competencies developed in TARGET. The TAR-
GET narration builder incorporates a library of virtual
threat scenarios for 3D virtual reality training and aug-

mented reality training.

The TARGET technology components cover a number
of external systems, including third party simulation
systems and third party operational systems, which will
be integrated into the system via the TARGET training
web Application Programming Interface (API) as seen
in figure 2. It includes real world command and con-
trol systems or already existing training environments,
real world modelling engines (chemical plumes, pow-
er grids, or wildfires) and links to already consolidated
training systems. Therefore, the TARGET system com-

Task Trainers
Tactical Trainers
Strategic Trainers

municates directly with existing systems, and aug-
mented and virtual environment support which can
be integrated into legacy systems® by the TARGET API.

Training scenarios
The training content scenarios are used to improve the

platform and to demonstrate it to third parties. They
respond to specific needs for training law enforce-
ment agencies (LEA) and Security Critical Agents, infra-
structure operators and crisis managers. They address
complex needs concerning technical skills, operational
management, social (communicating with the pub-
lic) and ethical issues (making the « sound » decision).
The training content scenarios are led and defined by
end-users from six European member states and some
involve multi agency cross-border collaboration, in

3 Alegacy system is an old method, technology, computer
system, or application program, in other words, it is a previous
or already existing computer system.
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particular those related to cyber-attack and road acci-
dents which are scenarios three and six.

The training environments of the scenarios are as re-
alistic as possible by combining Augmented Reality
(AR) and Mixed Reality (MR). They are flexible and use
existing equipment of user organisations. The individ-
ual and team performance is recorded in real time and
pluggable to any simulation platform. Finally, the MR
environments improve the field of pervasiveness, use
real world environments (existing training facilities) as
effective as possible, and provide capability to assess
fundamental human behaviour. The six scenarios are
described in the chapter “Scenarios”.

Assessment

To ensure best practices, TARGET is testing both the
platform and the training content scenarios in dedi-
cated sessions including single user and team sessions.
The purpose of these trials is to improve the platform
and the training content’s iteratively through trial and
learning. It encompasses:

Train the trainers to prepare them to customise the
scenarios to the local context, dispense and admin-
ister the serious gaming-based training to selected
end-users.
Customisation of specific usage contexts (language,
legacy systems ...) to ensure that the TARGET en-
vironment will be truly generic and customisable
to the particularities of different EU member states
and, more generally, be competitive in the global
market place.
Comparison of experiences in different cultural and
organisational settings to develop best practices,
some of them generic, others more specific to par-
ticular organisational categories.

- Security Critical Agents training as such.

- Evaluation of the results and feedback to the devel-
opers of the platform.

Dedicated European ecosystem

The TARGET project intends to have a significant im-
pact by becoming the European ecosystem for Euro-
pean Security Critical Agents training. It intends to be
a hub with easily sharable scenarios and serious games
which can be modelled to local specifications. It will
provide training tools for police officers, fire brigades,
civil protection officers and other security profession-
als. In this way, it will build capacities of Security Critical

Agents and contribute to EU member state security by
supporting the fight against national and transnational
crime.

The cornerstone of this strategy will be the set-up and
development of a heterogeneous TARGET Community
including practitioners-users (Security Critical Agents),
their trainers, scenario providers, technology suppliers
and policy makers.

Challenges of serious gaming

Nowadays Security Critical Agents are mostly carrying
out virtual reality (VR) training based on “video juke-
box” solutions in classroom environments. Howev-
er, these solutions tend to be neither immersive nor
non-linear, therefore a workaround has to be used to
present to the participants the missing information.
This is typically provided by the trainer taking up too
much time and attention and deteriorating the evalu-
ation (Vidal, 2011).

A possible solution for this problem can be found on
VR environments. Nevertheless, those can suffer from
a number of specific pitfalls: lack of maturity of the sim-
ulation models, much of the interaction within a 3D
visualisation is either or is effectively puppeteered by
human operators, substituting for the lack of model-
ling and simulation. This results in either a linear and
uninvolved scenario, or huge loads on human opera-
tors having to deliver inconsistent, non-repeatable and
expensive experiences. In many cases integration with
existing equipment is very limited. Most training cen-
tres do not even have the adequate equipment or are
designed to train only one command tier at a time. As
such, they are less than immersive in their nature and
tend to support only a scripted route through a par-
ticular scenario.

In addition, content dealing with social and ethical is-
sues is generally weak. Tactical, operational and strate-
gic decisions influence - often instantly - public opinion
and behaviour. In training and exercises this influence
is hardly recognised or visible. This is in spite of the in-
creasing recognition of the importance of an effective
Security Critical Agents-citizenry interface, be it to en-
gage directly with citizens, to communicate through
the media or to make difficult ethical decisions affect-
ing individuals or groups of citizens.
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Finally, the cost of developing new serious game-con-
tents can be very significant and such investment is of-
ten subject to difficult cost-benefit trade-offs. Sharing
tools, contents and best practices across different tar-
get Security Critical Agents populations, international
borders and training situations would represent a sig-
nificant advancement in this area, but is either ad-hoc
or simply not done. A pan-European serious gaming
repository for Security Critical Agents is a major step
forward to support the implementation and evolution
of EU policies in this field.

TARGET wants to be a turning point in VR/MR Secu-
rity Critical Agents training providing a solution with
the following characteristics: non-linear and immersive
scenarios; able to be carried out with real tools and tak-
ing into account social and ethical issues.

The specific challenges to the TARGET project include:

+ Taking experimental approaches of photogramme-
try and the EU-wide geospatial dataset and merg-
ing them into a useable solution.

« Devising and implementing a simulation service
that allows pre-existing decision support tools and
modelling technology to be added and integrated
flexibly.

+  Devising easy-to-use toolsets to combine exercise
snippets into rule clusters that make up a simula-
tion.

« Providing multilingual capabilities and localisation
of scenarios to local languages throughout the sys-
tem.

« Supporting localisation to adapt to command &
control structures and procedures, and to easily
connect local classified content.

Scope of the TARGET platform

TARGET delivers an extremely realistic and flexible
Augmented and Virtual Reality (AVR) simulation solu-
tion, incorporating a range of dynamic and variable
scenarios. Trainees use a combination of both real and
training weaponry, radio equipment, command and
control software, decision support tools, real com-
mand centres and vehicles (Munro, 2017). This leads to
improving the field of pervasiveness within MR by ef-
fectively using the real-world environment and its ob-
jects, and by exploring fundamental human behaviour
within MR environments. TARGET facilitates new tools
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for joint training for police interventions with a variety
of agencies.

Social and ethical content also plays an important role
throughout all aspects of the project. The project sup-
ports inter-agency Security Critical Agents exercising
across the EU and acts as a serious gaming repository
and brokerage facility for authorised agencies to share
training material and maximise re-use and efficiency
in delivering complex exercises. Mixed Reality expe-
riences immerse trainees at operational, tactical and
strategic command levels with scenarios that include
tactical firearms events, asset protection, mass demon-
strations, cyber-attacks and CBRN (Chemical, Biologi-
cal, Radiological, Nuclear) incidents (Munro, 2017).

The vision of the project is to make the TARGET Open
Platform the reference for Security Critical Agents
training using serious gaming across Europe creating
a much needed hub for the sharing of training content
and serious games that can be quickly modelled to
local specifications within the European Union. A mul-
ti-language, online exercise creation and management
tool will be available, allowing agencies throughout
Europe to use the training content. Special support will
also be provided to translators to assist the creation of
local language versions of the training content mod-
ules.

TARGET covers a huge range of current European train-
ing needs. This is possible with the participation of
end-users, Security Critical Agents training professional
organisations, which advise technological partners in
scenario edition and needs assessment. Needs Assess-
ment reflect the real needs of TARGET trainees/end us-
ers, as well as the needs of the relevant end-user organ-
isations. End-users have provided deep needs-analysis,
which has helped them to build the efficient training
content.

Scenarios

TARGET has developed six training content scenarios
based on the requirements capture phase, the key
training objectives and MR components. Training is-
sues were also taken into account, the number and
roles of the people involved and their interaction and
interconnection throughout the command structure.
It also identified the real objects and tools required,
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training evaluation processes, social media injects and
relations with the general public.

That is why the scenarios are prepared very carefully.
Development processes have to be assessed from all
possible sides and aspects. Every incorporated detail
must be thought out and discussed many times. Time-
line of the story in a scenario must be real but allowing
sufficient time for decision-making.

The six scenarios are led by end-users from five differ-
ent EU countries: France, Germany, Slovakia, Spain and
United Kingdom, with the contribution of the Estonian
Academy of Security Sciences. The School of Police of
Catalonia is leading the scenario on fire arms training.
Each training content scenario leader has paid atten-
tion to all aspects of the work (security, currently exist-
ing trainings standards, ethical and societal questions)
and has taken into account all the needs defined in
the needs assessment. The scenarios were prepared
from the end user point of view and based on end user
needs. A short description of the six scenarios is pre-
sented below.

Scenariol - Major HAZMAT / CBRN event

Figure 3: TC1 trial in October 2017 in Bratislava, Slovakia

Training content scenario 1 is led by the International
Security and Emergency Management Institute of Slo-
vakia in cooperation with police and military experts.
It focuses on a major HAZMAT (Hazardous Materials)/
CBRN incident. The scenario develops operational/tac-
tical level exercises for police first responders. The idea
is that two trainees enter a suspicious room, a clandes-
tine terrorist laboratory, after having gathered intelli-
gence about its existence and without meeting any
terrorist. Supposition is that SWAT and EOD units are
not needed in this case. A binary team has to follow the
main steps before the Crime Scene Investigation (CSI):
check the suspicious area and recognize the threats

with regards to radioactive and chemical substances;
find them (detect, identify, mark, sample if necessary
for the identification purposes); provide safety zoning
and mark sectors for CSI; make reconnaissance pictures
and do all necessary actions properly without destroy-
ing evidences in order to prepare the crime scene for
CSlinvestigators. These are the main objectives to train.

Trainees use virtual devices and dangerous (CR) sub-
stances that are virtually simulated as well. To create
conditions as much real as possible, trainees have to
work in protective suits on which the HoloLens are
tagged. Thereafter, virtual stress triggers are used (time
running, dosimeter alarm, oxygen time count down).

Using virtual items in combination with real objects
brings a whole new level of training and increases
greatly the ultimate effectiveness of the entire training
process. This is a way to succeed in reaching Research,
Development and Innovation requirements requested
in projects like TARGET.

Scenario 2 - Protecting a critical infrastructure and
dealing with crowds during a mass demonstration

Figure 4: TC2 trial in September 2017 in Oranienburg,
Germany

1P

Training content scenario 2 is led by the Fachhoch-
schule der Polizei des Landes Brandenburg. This train-
ing scenario is aimed at preparing police officers as
members of command post bodies for large scale po-
lice operations to deal with crowd control and protec-
tion of a critical infrastructure. The target group for this
exercise are commanders and command and control
personnel at a tactical as well as strategic level.

The scenario deals with crowd management and pro-
tection of an airport: an alliance of anti-immigration
groups announced a public gathering in front of the
terminal building of the Berlin-Brandenburg Airport in
Berlin-Schonefeld. The organisers expect several thou-
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sand attendees. The aim of this demonstration is to
protest against the entry of further refugees and asy-
lum seekers into Germany. Once this information be-
comes public, an alliance of pro-immigration groups
and politicians announces another public gathering
also on site in front of the terminal building.

As in scenario 1, this scenario focuses on the manage-
ment of personnel and resources. In this scenario of
approximately 3 hours, we are training to work under
pressure to make decisions about unexpected events.

SCENARIO 3 - Response to a massive cyber-attack

Figure 5: TC3 trial in October 2017 in Hartlepool, UK

Training content scenario 3 is led by Cleveland Fire
Brigade from the UK. The exercise is targeted at the
strategic and tactical command levels and is based in
a joint operations/emergency operations-centre envi-
ronment. The emphasis is not in managing any attack
technicalities, but in the response and recovery opera-
tions necessary to deal with a sustained power outage.

The scenario trains on appropriate deployment of as-
sets, reactions to the collapse of distribution-networks,
management of medium and long term aftermath,
management of media injects, and public response
and resilience to stress injects.

The script is based on discussions with energy distri-
bution companies operating in the United Kingdom.
It is designed to be generic so that it can be adapted
quickly to any part of the European Union. The objec-
tive of the simulation is to practice teamwork and coor-
dination among the different representatives of many
different services. It has a fictitious duration of about
10 days.

SCENARIO 4 - Using personal fire arms in small
tactical vignettes

Figure 6: TC4 trial in October 2017 in Mollet del Vallés, Spain

Training content scenario 4 is led by the Police School
of the Institute for Public Security of Catalonia with the
contribution of Guardia Civil. This is a decision-making
scenario in firearms situations. The objective of the
training is not to have a virtual shooting gallery, but
train above all the decision making about using fire-
arms. Security forces can find themselves in situations
in which they need to use firearms. The challenge is
to achieve a realistic, dynamic and safe training system
with fewer resources.

The trainees have to access a building where they can
find people armed or disarmed (perpetrators and vic-
tims). The trainees have to interact with these people,
aiming to protect the victims and arrest/neutralize the
perpetrators. It is a decision-making scenario, therefore
the avatars (AR characters) have many possible reac-
tions: obey, take a nearby weapon, drop the weapon
they already have, shoot against the trainee, etc. These
reactions are not pre-established; the trainer can
choose the avatars’ action depending on the situation.

Shooting or not shooting and the way to do it will be
the mostimportant decision trainees will have to make.
The use of firearms is tracked and assessed. When the
situation is escalating, one offender can take a victim as
a hostage and then, if the police patrol takes the right
decision, the SWAT will be required and from that mo-
ment the training will be focused on this team. SWAT
is supposed to intervene in the final stage, release the
hostage/s and neutralize the offender without victims.
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SCENARIO 5 - Arrest of suspects after their car
crash

Figure 7: TC5 trial in October 2017 in Saint Cyr au Mont
d'Or, France

This training scenario is led by I'Ecole Nationale
Supérieure de Police at Lyon (France). The script starts
with two police officers who are in a police car, driving
through the city. A car advances at very fast speed and
turns in a corner crashing. The police car also turns and
police officers notice that the car that had advanced
them has suffered an accident. The driver is uncon-
scious, but after a few seconds the passenger opens
the door and leaves the car. From here there are mul-
tiple situations where the trainees are asked to assess
the threat and neutralise suspects.

[tis a scenario of decision-making under stress and good
practices in detention. The scenario has a linear intro-
duction that has no variations except for the amount of
information the officers have. After the passenger of the
injured car comes out of the car, different developments
can occur. The agents must determine (under difficult
environmental conditions) if the passenger is armed, is
dangerous and the best way to arrest him/her.

SCENARIO 6 - Dealing with a major road accident
involving multiple cars, victims, and high risk of
explosion

Figure 8: TC6 trial in September 2017 in Mlnster, Germany

This training content scenario is led by the German Po-
lice University at Minster. The objective of the training
is to provide a realistic training situation to encourage
confidence building in large scale operations. The story
line is based on a real multiple collision that took place
on a German motorway with about 51 cars and more
than 100 injured persons involved. The scenario setting
is a rural area. The accident is caused by a rear-end-col-
lision of two cars due to heavy fog. Fifty cars, a minivan
with fifteen children and a tanker truck, loaded with
more than 30.000 litres of petrol / flammable liquids,
are involved. There is a high risk of explosion

In this scenario, the decision-making process and the
coordination of the specialist teams in an emergency
situation are sought. It combines at the same time the
training of the staff of a command centre and a mobile
police unit at the accident site.

Moving forward: The TARGET Place

The TARGET project finishes in October 2018. This
means that the European project phase will be over,
but that will not be the end of TARGET. After October
2018, a commercial phase will begin and the TARGET
solution will be further developed and brought into
market by TARGET Place. The objective of this commer-
cialization is to offer the opportunity to acquire TARGET
to all public and private entities that work in the train-
ing of Security Critical Agents.

This is an innovative opportunity that completely
revolutionizes the traditional training system in these
types of scenarios. Traditionally, LP/HI (low-probability
high-impact) training has led to a great investment in
preparation (time, resources and personnel).

With TARGET solutions Security Critical Agents will no
longer have to prepare simulations with months in ad-
vance, hire a stack of helpers or invest in infrastructure
and material. Thanks to TARGET the outlay will be limit-
ed to the initial investment in equipment (hardware) of
AR/MR and acquisition of the content (software) that is
wanted to train. Once this initial investment has been
made, the simulation can be reproduced endlessly at
no extra cost. TARGET, as a product, will not only in-
clude hardware and software but also maintenance
and guidance in good practices to learn how to use
it correctly.
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Abstract

This article deals with the process of managing innovation(s) in the police. Innovation management is seen as an
organisational response to complexity and uncertainty and therefore, also a method to improve organisational
performance and to enhance organisational resilience. The case of translating scientific research results in to the
police training and practices in Finland is an illustration of innovation management process that is characteristic
to learning organisation. The research results of the international multidisciplinary research project of University
of Toronto and Police University College of Finland show that the innovation (iPREP training program) developed
in the research project has positive consequences for individual resilience of police officers and therefore, con-
sequently, for organisational resilience too. The empirical research was conducted among police organisations in

Canada, Finland and the United States in 2014-2017.
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Introduction

This article deals with the process of managing in-
novation(s) in the police. Innovation management is
seen as an organisational response to complexity and
uncertainty and therefore, also a method to improve
organisational performance and to enhance organisa-
tional resilience. The complexity of modern problems,
such as terrorism, political and organized violence
and cybercrime, place a heavy demand on the police.
Traditional hierarchical command-and-control struc-
tures have served policing sufficiently so far, but are
no longer up to navigating the complexity of social
problems and are suboptimal for the organisational
flexibility that is required to deal with them. ‘Traditional
hierarchical police management styles have led to a sys-

tem where accountability for decisions falls upon senior
managers, whereas frontline staff is expected to comply
with procedures rather than think’ (Knutsson & Thomp-
son, 2017: p. 2). Bottom-up policing innovations, based
on practical ideas and inventions, as well as scientific
innovations produced by international or domestic re-
search projects, are useful for the police only when the
police organisation has an innovation strategy, a flex-
ible innovation management process and facilitative
leadership, creating a creative atmosphere.

In the European Union innovation strategy — From
Research to Security Union (European Commission,
Migration and Home Affairs, 2017) — the EU-financed
security research is seen playing an important role in
developing innovations, solutions and technologies
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for use by police and other law enforcement officials.
The whole Horizon2020 Research Program, like the
former Framework programs, is aimed at producing
research and innovations, in order to meet challeng-
es for handling security threats and fighting terrorism,
cybercrime, human trafficking and natural disasters
(European Commission, Migration and Home Affairs,
2017). The Security Research, Innovation and Education
Event 2017, organized by the European Commission
and the Estonian Academy of Security Sciences in Tal-
linn 14-15 November 2017, also discussed open innova-
tions in security research and regulation and legislation
as drivers or obstacles for innovations. The EU system
of innovation promoting by security research funding
can be seen as a European-wide innovation manage-
ment process. The next steps in the process will be the
establishment of a European Innovation Partnership
on Security (EIP) and setting up a dedicated security
Knowledge and Innovation Community (KIC) (Towards
a Stronger Security Union: Current state of play and fu-
ture trends in EU Security Research, 2017: 14-15).

What is innovation then? There is a wide variety of
definitions. A useful definition here is that innovation
is a process which brings some new method into an
organisation. Therefore, something is an innovation
only ifitis a process that changes the manner in which
an organisation performs its task. The second general
definition sees innovation as a product or programme
that an organisation adopts. The studies of police in-
novations have used the requirement that an innova-
tion must be new to policing. The innovation types
classified in the article Measuring police innovation,
by William R. King (2000) are as follows: radical or in-
cremental innovations, administrative (field oriented,
management oriented), management / technical in-
novations, line-technical innovations (tactics, weap-
ons) and programmatic innovations (crime oriented,
efficiency, community) (King, 2000: 307-310). Innova-
tion management should be included today in to the
leadership and management structures and processes
in the public sector too.

Scientific research in many disciplines produces in-
novations for law enforcement. Police sciences’ and
research’s impact and outcome are always based on
particular disciplines’ (or multidisciplinary) basic and
applied research, knowledge and innovations. Capac-
ity and capability of police organisations to adapt and
manage innovations are dependent on many variables
like level of centralization, types of innovation, creative
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atmosphere, leadership, environmental contingencies,
etc. Recently, it has been argued that evidence-based
policing, as a policing knowledge process, is a disrup-
tive innovation in itself (Mazerolle et al,, 2017: 117). The
case of translating scientific research results into the
police training and practices in Finland is an illustration
of innovation management process that is character-
istic to a learning organisation. The research results of
the international multidisciplinary research project of
University of Toronto (HART, the Health Adaptation Re-
search on Trauma Lab) and Police University College of
Finland show that the innovation (iPREP International
Performance Resilience and Efficiency Program) devel-
oped in the research project has positive consequenc-
es for individual resilience of police officers and there-
fore, consequently, for organisational resilience too.
The empirical research was conducted among police
organisations in Canada, Finland and the United States
in 2014-2016.

The case study is introduced in Harri Gustafsberg's
Doctoral thesis ‘Do People Get Shot Because Some Cops
Panic? Enhancement of Individual Resilience through
a Police Resilience and Efficiency Training Program’ (2018).
The Police University College of Finland adopted the
iPREP training program after the results were pub-
lished in scientific journals in 2015-2016. The innova-
tion management process of translating the research
results into the everyday training practices is evaluated
in this article.

Governing complexity through
innovations and innovation management

The complexity of the theoretical approach to policing
and police research suggests that policing and police
services are parts of a complex adaptive system that
has three levels: the policy system, the organisational
system, and the individual practitioner level. At all lev-
els, but especially at the policy level and the organi-
sational level, innovation management is seen as a re-
sponse to govern the complexity and uncertainty of
the environment (changes and challenges of societal
security, crime and disorder, threats). ‘Within the context
of complexity theory, arguments are made for the impor-
tance of creativity at all levels of the system and (..) novel

1 The innovative training method is introduced in four scientific
articles where Gustafsberg is a co-author (see Andersen et al.
2015a; Andersen et al. 2015 b; Andersen et al. 2016; Andersen &
Gustafsberg 2016).
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solutions to apparently intractable problems’ (Pycroft &
Bartollas, 2014: 11).

The vision of the evidence-based policing model is
that research findings should be taken into the heart
of practitioner decision-making so that they inform
and influence how decisions are made (Knutsson &
Tompson, 2017: 214). According to the definition, evi-
dence-based policing is “the use of the best available
research on the outcomes of police work to implement
guidelines and evaluate agencies, units and officers. Put
more simply, evidence-based policing uses research to
guide practice... It uses best evidence to shape the best
practice. Evidence-based policing is about two very differ-
ent kinds of research: basic research on what works best
when implemented properly under controlled conditions,
and ongoing outcomes research about the results each
unit is actually achieving by applying (or ignoring) basic
research in practice” (Scott, 2017: 28).

Innovations are vital for the police today, in order to be
able to fight crime and disorder and control and gov-
ern the ever-increasing complexity of interdependent
security threats. The Intelligence-led policing model
builds on knowledge and information management
processes of the police, but many police organisations
lack innovation strategies in their knowledge manage-
ment systems. The focus being on existing knowledge
and information gathering means that creative think-
ing, experiments and innovations get not enough
attention. It has been argued in the recent article of
Virta and Taponen (2017) that police organisations and
regimes tend to adapt new ways of thinking and do-
ing quite slowly. Regulation and legislation, hierarchi-
cal structures and organisational culture traditions may
be obstacles for innovations (Virta & Taponen, 2017,
see also King, 2000). Instead, bottom-up practical in-
novations and innovations based on scientific research
should be included in the knowledge management
processes of the police. Innovations and creative think-
ing should be encouraged and rewarded.

Innovation research has been divided into two major
categories; one category is concerned with examining
the process of adoption of an innovation (innovation
process research). Another category of research has
focused on the association between innovativeness of
organisations and organisational performance (inno-
vation variance research). In the fields of organisational
theory and strategic management, the focus is on the
identification of organisational characteristics and pro-

cesses that distinguish early adopters of innovations
from late adopters (Subramanian & Nilakanta, 1996:
633). In this article we evaluate the process of adoption
of an innovation.

Innovation management process
evaluation: the case of iPREP
International Performance Resilience and
Efficiency Program

It has been argued for instance by Adams, Bessant
and Phelps (2006) that there is an absence of a holistic
framework for covering the range of activities required
to turn ideas into useful and marketable products. The
measurement of innovation management at the level
of the particular organisation requires a holistic frame-
work. Innovation processes can be modelled as a se-
ries of events, as a social interaction, and as a process of
communication. In the project management research
approach there are a number of common elements
that can be summarized as the major components of
the innovation management: project efficiency, tools,
communications and collaboration. The holistic frame-
work of the innovation management process, suggest-
ed by Adams, Bessant and Phelps (2006: p. 21) consists
of seven categories: inputs management, knowledge
management, innovation strategy, organisational cul-
ture and structure, portfolio management, project
management and commercialization. The framework
can be applied also in the innovation management
process evaluation of a public organisation like the po-
lice.

The police resilience and efficiency training pro-
gram iPREP is a scientific innovation that has recent-
ly been piloted and adopted in the Police University
College of Finland. The innovation is a result from an
international multidisciplinary research project led
by the University of Toronto. According to the lead-
er of the research project, Professor Judith Anders-
en, in the BBC News interview 9" December 2016:
‘In police work, strong stressors will cumulate into acute
physiological stress responses that in a multifaceted pro-
cess will in turn affect the cognitive, motor and sensory
processes of the individual officer. Under the influence of
acute stress reactions an individual’s ability to perceive is
changed so that rational-logical thinking is hampered,
which will further have detrimental effects on problem
solving and decision-making capacity. The ability to
sustain good situational awareness and make decisions
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based on it is a professional skill of utmost importance in
police work. A panic state is not professional. Policing is
a lifesaving occupation. We should expect that police of-
ficers receive the best scientifically proven training that is
available. In 2015 US Police shot and killed 991 persons of
whom 94 were unarmed' (Gustafsberg, 2018: 21).

According to evidence-based policing principles there
is the need to have a good practical understanding of
the problems faced by individual police officers and
police organisations. The paradigm of evidence-based
policing is primarily related to knowledge manage-
ment, innovation management and research and
evaluation methods. The innovation process that led
to the research and development of the innovative
training method iPREP started in a CEPOL (European
Union Agency for Law Enforcement Training) sem-
inar of European police psychologists in Finland in
2013. A co-author of this article, Harri Gustafsberg,
had a presentation based on his personal experience,
from for instance hostage situations, as an operative
commanding leader of Karhu (the National Special In-
tervention Unit of the Police in Finland). The key note
speaker, Judith Andersen, research director at the HART
Lab of Toronto University Psychology Department, in-
vited the Police University College to join in an inter-
national research project. The research proposal was
accepted by the Head of the Police University College
Kimmo Himberg in the spring 2014. This was actually
the first step in the innovation management process
(inputs management). In August 2014 the research
project started in Finland. Later in 2014, the research
project was extended to Canada and in 2015 the Police
Training Institute of lllinois, US, joined in the project. In
2016 and 2017 the team conducted psychophysiolog-
ical training interventions for front-line police officers
in Peel, Ontario. The training proved to significantly
reduce inappropriate use of lethal force upon comple-
tion of the training according to a six-month follow-up
study (Gustafsberg, 2018: 23-24).

There were several phases in the research project. The
three most important articles of the research team
dealt with fostering resilience among the police, men-
tal preparedness training and a training method to
improve police use of force decision making: a rand-
omized controlled trial (Andersen et al., 2015; Andersen
et al, 2016; Andersen & Gustafsberg, 2016). At the same
time when the original research project and interven-
tions were going on, the researcher Harri Gustafsberg
was studying in the Masters Programme of Police Man-
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agement and Security Governance at the University of
Tampere. The Police University College supported also
this process, which means that in the innovation man-
agement process, the scientific quality of the whole
research process was guaranteed in this respect too.?

In his thesis in 2016 Harri Gustafsberg evaluated how
the Police University College integrated a new coach-
ing method into police training. The thesis was based
on the theory and concept of organisational learning,
introduced by Peter Senge in 1990. The evaluation fo-
cused on the pilot phase of the adoption of the inno-
vation. After the project had started, the pilot phase
was the second step in the innovation management
process. The evaluation data was mainly the interviews
of lecturers and trainers of the Police University College
and the main questions were: how the new coaching
method had been integrated into the training sched-
ule, what challenges if any were observed by the in-
terviewees, and how the changes were experienced at
the organisational level. The core themes were those of
the learning organisation, individual professional skills
and wellbeing and safety at work.

The iPREP training method was tested first with the
teachers and trainers. The training provided in the
course focused on the psychological and physical ef-
fects of exposure to chronic stress, which can lead to
health problems and compromise police officers’ work
performance. The aim was to teach police officers skills
that help them to

-+ improve their mental and physical health,
build tolerance and develop emotional survival
techniques,
improve their work performance,

-+ reduce the impact of stressors on their mental and
physical health, and

- lower their threshold for seeking support and help
(peer support or other psychological help) within
the police organisation.

The conclusions drawn brought up two challenges
both of which were related to professional skills de-
velopment. The first challenge was that of time con-
straints; according to the interviewees there is not
enough time to develop professional skills to an extent

2 The co-operation between the Police University College and
the University of Tampere has been close and excellent during
the past 20 years and it is an illustration of the value and results
of the academic-practitioner collaboration in the field of police
education, science and research.
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considered proper. Other concerns were related to
mental models and motivation. However, it was con-
cluded that at the organisational level the Police Uni-
versity College is a learning organisation. The training
method was therefore successfully adopted and ready
to use also in use of force —training and in other rele-
vant police trainings (Gustafsberg, 2016).

Participation in the international research project as
a researcher and in the development of the iPREP
training programme was an excellent way to gather
data and use it also for the PhD. The scientific articles,
published with the research group, were included in
the Doctoral dissertation. The research questions, led
from the research data, in Gustafsberg’s Doctoral dis-
sertation were twofold:

First, is it possible to significantly enhance situation-
al awareness, decision making and overall perfor-
mance by using the developed scientific method
during interventions?

Second, do improvements in individual resilience
contribute to resilience and efficiency at an organ-
isational level?

The point of departure in the research was that the
personnel of an organisation should be able to rely
on their mental resources facilitating flexibility, devel-
opment and recovery from the strain of work, so as to
meet the challenges they face in their organisational
positions. These features of a functional individual will
be referred to here as resilience. An organisation should
offer an individual a functional environment where to
apply, strengthen and develop one’s human poten-
tial. Any straining work and the related mental burden
cause a chain of various physiological changes with
many effects on an individual's situational awareness
and the ability to make decisions with ultimate effects
being reflected on the quality of work and the effec-
tiveness of the individual. These processes will in turn
determine the reliability and relevance of the situation-
al picture an organisation has at its disposal — the situa-
tional picture being a rather static tool of management
and decision making and as such being dependent on
the accuracy and quality of a more dynamic situational
awareness of the individual.

Police work offers an excellent context for researching
demanding work tasks having effects on these psy-
chophysiological processes in the human being. A sec-
ondary derived research problem at an organisational

level focused on organisational resilience to find out
whether we can influence resilience, i.e. the flexibility,
efficiency and productivity of an organisation by en-
hancing the performance of individuals. Use of force
by and also the safety of law enforcement personnel
have been very much in the news while the very same
themes are discussed and closely analyzed as prob-
lems of increasing concern inside the police organi-
sation. The reported results, based on data gathered
in situations simulating demanding police work, show
that stress reactions may change the course of oper-
ations for better or worse depending partially on the
body-mind state of involved law enforcement officers
(Gustafsberg, 2018: 40-42).

The results of the research show that evidence-based
policing in practice — at its best — means that evi-
dence - ie. innovations, results and findings of sci-
entific research — are taken seriously and that they
are important in the development of police training,
police work and policing in general. The results of the
research show that the scientific coaching method (iP-
REP) improves situational awareness and the quality of
decision making of police officers during demanding
operative situations. This is reflected as an increased
performance capacity and efficiency of police opera-
tions. It was also shown that proper preparing for op-
erations affected positively the physiological recovery
from the strain of operations. The body was thus able
to bounce back from the effects of stressors more effi-
ciently when an individual officer was able to prepare
in advance for upcoming operations. It was hence
posited that careful planning and high-quality training
based on scientific evidence have important roles in
increasing the resilience of individual officers. At the
organisational resilience level, it was considered im-
portant that training processes are developed on the
basis of scientifically valid information and evidence,
and that administrative practices and open-minded
leaders are needed in order to achieve the operational
objectives throughout the organisation (Gustafsberg,
2018:123).

Following the definition of innovation as being ‘the
successful exploitation of new ideas’ (Adams, Bessant
& Phelps, 2006: 22), we argue that the training meth-
od developed is an innovation and that the innovation
management process of the Police University College
of Finland has been successful in integrating the inno-
vation into the police training. Consequently, it can be
argued that the enhancement of individual resilience
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of the police officers through the training will enhance
the organisational resilience of the Finnish police and
the quality of the police services especially in demand-
ing circumstances and in rapidly changing working
environments.

The identifiable phases in the innovation management
process were inputs management, knowledge man-
agement, strategic orientation, leadership (innovation
strategy) and project management. Inputs manage-
ment is concerned with the resourcing of innovation
activities and includes factors ranging from finance,
to human and physical resources, to generating new
ideas. The general research and development (R&D)
intensity has frequently been used as a measure of
input (Adams, Bessant & Phelps, 2006: 26), but in our
case inputs management in the process was not very
closely connected to the actual RDI —unit of the Police
University College. However, it shows the flexibility of
the overall innovation management strategy that the
innovations to be adopted - inputs — can also come
from outside, like in our case, as a consequence of the
CEPOL seminar networking and innovation communi-
cation process. Knowledge management category, in
the framework of Adams, Bessant and Phelps (2006)
includes information flows, and project management
includes project efficiency, tools, communications and
collaboration. All these are integral parts of the inno-
vation management process of the Police University
College.

Conclusions

Although the evaluated innovation management pro-
cess of the Police University College is a good example
of evidence-based policing in practice in the context
of the police training and education, the police in Fin-
land lack a special innovation strategy. Innovations are
discussed in other strategies but it can be argued that
especially today, when the police have to face rapid-
ly changing environments, new kinds of threats and
increasing complexity in general, adaptive innovation
strategy is needed in all police organisations. The most
urgent and important are decisions regarding the use
of technological innovations (for instance drones and
artificial intelligence applications). Innovations strategy
should include an adaptive and systematic innovation
management process that covers all or most of the in-
novation management process framework categories.
Adaptive innovation strategy is a critical success factor
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to any organisation today, but it is extremely critical to
police organisations. Central to this perspective is the
idea of absorptive capacity which means the organisa-
tion’s ability to absorb and put to use new knowledge,
and involve an ability to recognize the value of new,
external knowledge, assimilate it and apply it to organ-
isational ends (Adams, Bessant & Phelps, 2006: 29).

The authors are aware of the critique of the evi-
dence-based model(s) of mobilization and translation
of knowledge into policing practice. Research-prac-
tice co-production of knowledge is recommended
in most evidence-based policing strategies but there
are limitations in the models. The limitations include
narrow understanding of evidence and “elite science”.
The hierarchy of knowledge informed by a ranking of
methodology, random control trials (RCTs) at the top,
refer and illusory desire to attach certainty to police
operations. Evidence-based policing is also recurrent-
ly interpreted as a means for promoting legitimacy, so
that evidence is seen to serve organisational legitimacy
in the first place (Crawford, 2017: 199-201). Maintaining
a critical distance and autonomy has to be kept in mind
in research-practice co-production.

Innovations and innovation management are impor-
tant elements of development and improvement of
police services in all countries. In the EU Security Re-
search, Innovation and Education event (SRIEE2017) in
Tallinn in November 2017, in one of the panels, Thierry
Hartmann posed a question: “what kind of an organ-
isation is innovative police organisation?” (Hartmann
2017). He listed many elements that are essential in in-
novation management:

— innovation is a part of daily job, not a task of spe-
cialists,

— we should identify individuals and teams that pro-
duce innovations,

— we should open space, open the door and discuss
innovations; give the opportunity,

— we should turn top-down processes upside down
to bottom-up processes,

— we should create a creative atmosphere: “Feel free
to present ideas”.

In the end of his talk, Thierry Hartmann pointed out
that there should be better integration of innovations
into the processes of policing and management, and
finally, that we should be “innovative in management
of innovation”. The very same issues and questions
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were dealt with also two weeks after the SRIEE2017  as shown in our analysis, leadership and strategic ap-

conference, in the CEPOL Police Science and Research  proach are also required: leadership that supports

Conference in Budapest, in the end of November 2017.  creative atmosphere, value scientific research and
knowledge and facilitates innovation processes and

Innovation processes and management are critical  strategies.

success factors to all police organisations today but,
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Management and Leadership

Training in Police Organization:
The EMBA in Policing

Tiina Koivuniemi
Police University College, Tampere, Finland

Abstract

-

Police organizations in Europe and worldwide are in the midst of change. The world has never changed as much
as it has in the last decades, which means that the roles of police organizations in today’s societies are also chang-
ing rapidly. Police organizations face more challenging and more complex problems in more diverse societies. As
a result, the police manager’s work has become more demanding. The importance of leadership to the perfor-
mance of the organization has been demonstrated in various studies. Police organizations need managers who
are professionals in both management and leadership. Finland's Police University College has developed a new
and original management training program — the EMBA in Policing — in cooperation with Tampere University of
Technology. This innovative police management training program is based on Quinn’'s Model of Leadership. The
idea of this paper is to introduce the "EMBA in Policing” programme as a new way to train future police leaders and
to research how Quinn’'s model serves as a theoretical framework in police management and leadership training.
In this article, the author describes the model of the EMBA in Policing program, and reports the results of the pilot

training.

Keywords: Management, leadership, police leadership training, development

1. Introduction

Management and leadership are crucial factors for the
success of any organization. Society and the policing
environment are becoming more complex, challeng-
ing, and multiform. Rapid changes are a part of every-
day life now, and managing change is a manager’s
everyday work. This means that police and police lead-
ers need more specific skills in addition to professional
policing skills. Managing a police unit is demanding
work, and managers should have special skills in man-
aging and leadership. Many managers and supervisors
in police organizations start their careers working on
the front line and develop their expertise in policing.
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Police organizations are generally led by those who
have had extensive careers, and have been rewarded
by a promotions process that values police tradecraft,
tradition and experience rather than formal education
in leadership (Roberts et al. 2016). Effective manage-
ment of police organizations and police personnel de-
mands more.

The Executive Master of Business Administration in Po-
licing (EMBA in Policing) is a new and innovative way to
deliver management and leadership training in the po-
lice organization. The EMBA training program has been
developed and implemented by the Police University
College (Finland) and the Centre for Professional Devel-
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opment Edutech at Tampere University of Technology.
Planning for the EMBA in Policing program began in
2014, and the first 2-year training began in 2015. The
program is designed to meet the needs of police man-
agement and leadership development.

2.The Competing Values Framework of
Quinn and leadership training

The impact of management on the effectiveness of an
organization has been proven by several studies. Par-
ticularly in the 1990s, roles related to management be-
came the object of special study. There are several the-
ories related to management. Theoretical frameworks
of management include the Rational Goal Model, the
Internal Process Model, the Human Relations Model,
Taylor's Four Principles of Management, Fayol's General
Principles of Management, the Open System Model,
the Contingency Theory, and Weberian Bureaucracy.
All these theories have good characteristics, but they
often look at management from a very narrow point
of view. However, management is a complex activity,

which means that in order to reach the best end re-
sult possible, several management theories should be
studied simultaneously. Quinn's model combines the
strengths of most theories, which has made it possible
to create a framework that combines the complexity
of management with identifying the different roles of
a manager (Melo, Silva & Parreira, 2014).

Quinn’s Competing Values Framework, developed in
the early 1980s, is one of the most popular and heu-
ristic conceptual frameworks. It is a synthesis of organ-
izational theories, which characterize organizations in
two dimensions: 1) flexibility—stability and control, and
2) internal environment-external environment. Quinn’s
Competing Values Framework consists of four man-
agement models, which are the open system model,
the rational goal model, the internal process mod-
el, and the human relations model. Eight managerial
leadership roles can be connected to the model (see
Figure 1). According to Quinn, these managerial leader-
ship models and roles are linked to the organization’s
culture, and reflect that culture (Morais & Graga 2013).

Figure 1. Quinn’s model.
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The eight managerial leadership roles identified in
Quinn’'s model are Mentor, Facilitator, Monitor, Coor-
dinator, Director, Producer, Broker and Innovator. Each

role requires different key competencies, which are
presented in the table below.
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Table 1. The eight managerial leadership roles and their key
competencies (Quinn et al,, 2003: 23).

Managerial
Leadership Role

Key Competencies

Mentor Understanding one’s self and others
Communicating effectively

Developing employees

Facilitator Building teams
Using participative decision making

Managing conflict

Monitor Monitoring individual performance
Managing collective performances and
processes

Analysing information with critical thinking

Coordinator Managing projects
Designing work

Managing across functions

Director Developing and communicating a vision
Setting goals and objectives

Designing and organizing

Producer Working productively
Fostering a productive work environment

Managing time and stress

Broker Building and maintaining a power base
Negotiating agreement and commitment

Presenting ideas

Innovator Living with change
Thinking creatively

Managing change

The key competencies of the different management
roles can also be studied from the perspectives of the
different quadrants of Quinn’s model.

Key competencies are associated with the four quad-
rants of the competing values framework (Quinn et al,,
2011: 21):

Collaborate: Creating and Sustaining Commit-
ment and Cohesion
Create: Promoting Change and Encouraging Ad-
aptability

- Compete: Improving Productivity and Increasing
Profitability
Control: Establishing and Maintaining Stability and
Continuity

Quinn’s Competing Values Framework is a model that
is very suitable for developing management, improv-
ing the effectiveness of an organization, and creating
the values of the organization. The model can be used
for both private and public sector organizations. In the
public sector, the model has been used in health care

in particular. In contrast, police organizations do not
have much experience using theoretical frameworks
to develop and manage organizations.

Quinn’'s Competing Values Framework was selected
as the theoretical framework for designing the whole
EMBA in Policing training program.

3. Case presentation: The EMBA in
Policing

Police organizations need the best talents to be police
leaders. The first step in the EMBA in Policing process
is recruitment and selection of participants. The basic
entry criteria for the EMBA in Policing program are to
have a permanent appointment in the police organi-
zation, a master’s degree, management and leadership
experience (at least 3 years in middle management),
and B2-level proficiency in English. The entrance ex-
amination consists of two phases. In the first phase,
applicants apply through an online system, including
a motivation letter and a statement from their police
chief. In the second phase, applicants take an entrance
examination. During this examination, a selection jury
evaluates each applicant’s motivation, professional
aims and level of ambition, distinguished action as
a leader, and potential for handling difficult managerial
tasks. This second phase also includes psychological
tests, interviews, and simulated tasks.

3.1 Structure, content, and implementation of the
program

Quinn’s  management model (Competing Values
Framework) was the framework for designing the EMBA
in Policing training. The total scope of the training was
80 ECTS credits, of which 50 credits were common
studies, 20 credits were elective studies, and 10 cred-
its were a development assignment (see Figure 2). The
total duration of the training was two years, including
30 classroom study days, three development seminar
days, and independent work included in the courses.
In addition, the participants completed elective stud-
ies, some of which consisted of previously completed
studies, while others were completed during the two-
year period. The EMBA in Policing was comparable to
self-motivated studies, and participants completed the
studies on their own time.
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Figure 2. Structure of the EMBA in Policing training

Common studies
The division of common studies is based on the the-

oretical framework mentioned above. The studies in-
cluded four subject areas, which were:

1) Strategic renewal,

2) Resource management,

3) Organizational and service structures,

4) Healthy and developing work communities.

The subject area of strategic renewal focused on ana-
lyzing the operating environment, strategic thinking,
and drawing up a strategy. In addition, this study mod-
ule included putting strategy into practice, working
with the management group, and publicity and coop-
eration with stakeholders. A study module on interna-
tional cooperation was also implemented in the area
of strategic renewal. In the original plan, the interna-
tional cooperation studies were to be implemented as
a study trip. The scope of the strategic renewal study
module was 16 ECTS credits.

The total scope of the resource management study
module was 10 ECTS credits. The module included the
management of financial resources as well as human
and competence resources. In addition to the topics
mentioned above, knowledge management and how
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to take advantage of technology were also studied in
the course.

The organizational and service structures study mod-
ule focused on service design and development as
well as process development. In addition, change man-
agement, change communications, and organizational
risk management were studied during the course. The
scope of the course was 8 ECTS credits.

One fourth of the common studies consisted of the
healthy and developing work communities study
module. Inclusive management and dialogue as
a management tool were studied during the course.
The participants gained competence for managing
challenging situations in the workplace, diversity man-
agement, and remote management. The scope of the
study module was 10 ECTS credits.

A theme running through all common studies was
the module of self-knowledge and development as
a manager; its scope was 6 ECTS credits. This module
included mentoring, performance skills, and manage-
rial etiquette. Each participant had a personal mentor,
and mentor meetings were scheduled throughout
the two-year period in accordance with the plan and
agreement between the participant and the mentor.
The participants were encouraged to find mentors
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outside the police administration, with the aim of
broadening their views. Performance skills were prac-
ticed both during classroom studies and in connection
with evening programs, during which the focus was
also on management etiquette.

Elective studies

The scope of the elective studies was 20 ECTS credits.
The participants had the option of including master’s
degree-level classes (not already included in an exist-
ing degree) to their EMBA in Policing studies. The re-
quirement for approval was that the studies had been
completed at most three years before the start of the
EMBA, and that those classes promoted the person-
al development of the participant as a manager and
were justified in the personal study plan. In addition,
these classes had to complement the content offered
by the EMBA program.

The elective study plan was confirmed during the
personal study plan discussions, and students could
propose studies supporting their professional growth
for approval as elective studies. Elective studies were
completed in accordance with the study requirements
of other universities and institutions of higher educa-
tion. During training, an agreement was drawn up be-
tween the Police University College and the National
Defence College, according to which the students of
the Police University College had the right to study at
the National Defence College. Three students complet-
ed elective studies offered by the National Defence
College. In addition, CEPOL training and FBI manage-
ment training, among other things, were approved as
elective studies.

Elective studies were approved by the EMBA manage-
ment team based on proposals by the participants and
the certificates they had provided. If the training was
not at higher education degree level, the participants
were asked to complement their studies, for example
with extra assignments.

Development assignment

The scope of the development assignment included in
the EMBA in Policing was 10 ECTS credits. The goal of
the development assignment was to apply the lessons
learned in practice and develop written communica-
tions. A development challenge or issue to be resolved
essential to one's own work or organization was cho-
sen as the theme of the assignment. The assignment
was to be linked to one of the program’s subject areas,
or it could take advantage of all subject areas.

A report was drawn up on the completed develop-
ment assignment. A clearly structured analytical work
with justified conclusions was required. With the joint
decision of the group, the development assignments
could be published either in whole or in part within
the police administration at the national level.

Development assignments started with choosing
a topic and finding an advisor (see Figure 3). Next,
the students drew up a subject analysis and a plan
for the development assignment. After the plan was
approved, the actual development assignment and
a report on the work were done. Two development
assignment seminars were held during the process,
and the completed assignments were presented at the
final seminar.

Figure 3. Development assignment process.
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The themes of the development assignments served
the operations of the police in a variety of ways. Some
of the assignments were police department-specific
projects, while others presented new innovations or
involved preparing a report. The themes of the devel-
opment assignments included:

« Police chief — an operative or administrative chief?

- Fewer resources — fewer policemen: How to cope
with decreasing resources?

- Taking advantage of 3D-modelling in protecting
targets and in planning operations

«  Audit manual for intelligence-led police operations
management

«  Organizational development of the Finnish Prose-
cution Service

- Towards the target organization from the view-
point of change management

- Strategy work at the Central Finland Police Depart-
ment

«  Police reserves

- Developing HR management at the South-western
Finland Police Department

- Quality manual of the South-eastern Finland Police
Department'’s forensic investigation centre as a tool
of quality management — management’s role in
quality work

- Intelligence-led police operations management at
the Eastern Uusimaa Police Department

- Developing the license service operations at the
Central Finland Police Department

The scope of the development assignment was 10
ECTS credits, but most of the assignments proved to
be larger than the number of ECTS credits offered, due
largely to the commitment of the participants and the
topics selected. A conservative estimate of the calcu-
lated value of the development assignments is approx-
imately EUR 300,000, if the work had been commis-
sioned from experts outside the organization.

4. Pedagogical choices

The blended learning philosophy was followed in the
EMBA in Policing training. The starting point was that
the training participants were active learners who used
different learning methods in a variety of ways. Knowl-
edge, learning, and insights were refined through in-
teraction with the trainers, group members, and oth-
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er people participating in the implementation of the
training.

The implementation and working methods of the
EMBA in Policing program were based on the compe-
tence development philosophy defined by Edutech,
specifically Edutech’s propositions for “Developing
Competence Now”, which are:

Do development work at the grassroots level,
Venture outside your own field,
Take advantage of digitalization,

- Build a new network,

- Share your competence,

- Solve the problem.

The training consisted of contact teaching and inde-
pendent work. Expert trainers were responsible for
classroom teaching during study days. These experts
came from universities, private companies offering
training services, other companies, police organiza-
tions, and elsewhere in public administration. The
goal was to enrich the learning process with theoret-
ical information, practical examples, and case stud-
ies. The competence of experts was provided for the
group through speeches, lectures, introductions, and
so forth. The group was challenged to interact active-
ly and question and debate issues to strengthen their
own competence. Problem-solving tasks were linked
to the themes, and they were done individually, in
pairs and in groups, both during and in between train-
ing days. The task subjects came mainly from within
the police organization. “Benchmarking” learning and
thinking that supports renewal was promoted by ex-
pert trainers selected from other fields, as well as by
addressing case studies.

The Police University College's Moodle system was
used for online work. Teleconferencing technologies
(such as Skype, Microsoft Lync, Adobe Connect Pro)
were used when needed. Some of the personal study
plan discussions were conducted via remote connec-
tion. During some of the classroom study periods, ex-
pert lecturers participated in the training via the TUVE
video meeting application. The kyvytf platform was
also used as a work platform.

An additional program included cultural experiences
(movies, theatre, reading assignments/recommen-
dations) as well as training in etiquette and small talk
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situations, used to coach the participants in social situ-
ations related to management.

The process of development as a manager was sup-
ported by personal study plan discussions, which were
conducted twice during the program. All participants
drew up a personal study plan in which they related
how they intended to take advantage of the different
parts of the training program to develop their own
management competence and identity as a manag-
er. In addition, the participants defined their personal
learning objectives and methods for reaching them.

To support the self-knowledge of a manager, the psy-
chologist responsible for the suitability test in the en-
trance examination described the key content of the
results in the group feedback. During the program,
the aim was to support the formation of groups and
encourage interaction between the group members,
enabling collaboration within the peer group. The peer
support of colleagues in the personal development as
a manager and learning from the experiences of others

were an important part of the support for growing as
a manager.

The idea behind mentoring was to practice manage-
ment and meeting the challenges of management
with an experienced manager. The participants’ men-
tors were all experienced managers and experts in
business life and public administration. In accordance
with the objective, most of the mentors came from
outside the police administration.

5. Learning outcomes

In addition to the course-specific feedback, a self-as-
sessment on professional growth was collected from
the participants. The feedback was collected through
an online Webropol survey. A series of structured ques-
tions formed the first part of the self-assessment. The
questions were constructed to measure progress in
the different areas of Quinn's model (see Figure 4). In
addition, the participants evaluated the change in their
own development of competence.

Figure 4. Self-assessment areas
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The participants of the EMBA in Policing training were
asked to assess their own development during the
program by selecting one of four options that best de-
scribed their own development:

1 =No change, | have not developed.

2 = have developed somewhat. However, my
competence is basic and largely at the level of
knowledge.

3 =Ihave developed a fair amount. | occasionally
apply what | have learned to my own work.

4 = have developed a great deal. | use what | have
learned in my work. | have started to use new
methods and apply what | have learned to my
own work regularly.

The most positive development in the participants’
competencies could be found in change manage-
ment, HR management, performance management,
creative thinking by the manager, and presentation of
new ideas (see Table 2). The least positive development
could be found in the area of time and stress manage-
ment. Changes occurred in the competencies of all re-
spondents during the program.

Table 2. Self-assessment of the participants’competence development.

Competence area 1 2 3 4
No change I have developed I have I have developed
somewhat developed a fair agreatdeal
amount

Strategic management 0% 0% 70 % 30 %
Setting goals and monitoring 0% 20 % 50 % 30 %
Presenting new ideas 0% 10 % 20 % 70 %
Creating and maintaining cooperation with internal and 0% 20% 50 % 30%
external stakeholders

Change management 0% 0% 50 % 50 %
Managerial creative thinking 0% 0% 20 % 80 %
Planning and organization 0% 30 % 40 % 30 %
Time and stress management 0% 60 % 40 % 0%
Performance management 0% 0% 50 % 50 %
Operations management 0% 10 % 60 % 30 %
Decision-making 0% 0% 60 % 40 %
Acting in difficult situations in the workplace 0% 30% 40 % 30 %
HR management/Leadership 0% 0% 50 % 50 %
Interaction 0% 10 % 50 % 40 %
Development 0% 10 % 50 % 40 %

To summarize, it can be said that much positive de-
velopment occurred in all areas of Quinn’'s model. The
most significant areas of development were in creativ-
ity and cooperation.

In addition to the structured questions, the partici-
pants were asked to name the three competence areas
in which they felt they had developed the most during
the EMBA in Policing program. Half of the respondents
said that their strategic thinking had developed espe-
cially well during their studies. Other competence areas
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often mentioned included the development of one’s
own thinking, new innovations, gaining confidence in
presenting one’s thoughts, and increased competence
in implementing opportunities for experimentation.

Next, the respondents were asked to assess the EMBA
in Policing training in their own words. As a rule, the
program and the studies were considered as a good
experience and a positive step on the career path. Dur-
ing the program, nine of the participants progressed
in their careers.
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In the view of the participants, implementing the pro-
gram in cooperation with Edutech has been positive
and beneficial. The use of experts and trainers from
outside the police administration was considered to
broaden views and develop competence. Applying
new ideas and information to the police administration
was felt to promote competence. The opportunity to
apply lessons learned to one’s own work in the form
of assignments immediately after classroom study pe-
riods was also considered beneficial.

In the participants’ opinions, networking between the
participants has absolutely been one of the strengths
of the training. Experienced and motivated students
were selected for the training, which was evident in
the interactions during the learning situations, which
led to learning from colleagues in the best way pos-
sible.

The program was seen as challenging. The participants
completed it on their own time, which means a con-
siderable personal investment in competence devel-
opment. Their feedback raised a concern about the ap-
preciation of the EMBA in Policing training in the police
administration. The open-ended responses expressed
a desire for appreciation by the employer, and a hope
that the new competencies would be used.

A course on international cooperation was planned
for the EMBA in Policing training, and the intention
was to implement it as a study trip abroad. The course
program had already been drawn up well in advance,
and study visits had been arranged with the receiving
organizations and individuals. However, the time of
the study trip had to be moved due to a lack of joint
policy, and in the end, the study trip was cancelled
completely. The course was implemented instead as
a three-day course in Finland. The participants were
very disappointed by the cancellation of the original-
ly planned course, and the international cooperation
course received the worst feedback in the course-spe-
cific assessments.

Finally, the participants were asked if they would rec-
ommend the EMBA in Policing program for other
people working in police administration. All respond-
ents except for one would recommend the training. If
a respondent chose not recommend the program for
others, they were asked to provide reasons why. One
reason given was that certain requirements were set
in advance, such as the use of time and policies con-

cerning the group. In addition, the concern was raised
that the work community and the employer did not
appreciate the training program enough.

The assessment of the students’ competencies de-
velopment showed that the learning objectives were
reached very successfully. The success of the program
is also reflected in the fact that the careers of ten par-
ticipants in the training program (out of 14 total) have
progressed significantly. The career development of
three participants has continued outside the police
organization.

The effectiveness of the training program was also as-
sessed by interviewing the police chiefs of the partic-
ipants’ own police departments. With one exception,
the chiefs were very pleased with the results of the
program, because, according to them, participation in
the EMBA in Policing training program benefited their
departments. They had noticed positive changes in the
participants’ management behaviours; examples in-
cluded a deeper vision of management and increased
strategic thinking. The participants’ views of manage-
ment have broadened. In management behaviour, the
increased importance of networking, cooperation and
valuing others is clearly visible in the enthusiasm and
readiness to develop operations together with stake-
holders and other actors.

6. Conclusion

In police organizations, advancement to management
or a supervisory position has traditionally been based
on seniority. Regrettably, the recruitment criteria have
usually not included assessing leadership characteris-
tics or the ability to work in management positions. For
this reason, the person selected for the task has often
lacked managerial training. An organization’s effective-
ness, strategic management, and leadership suffer if
the people in management positions do not have suf-
ficient general management competence.

The case of the EMBA in Policing showed that Quinn’s
model is a successful choice for the theoretical frame-
work of a management training program. The training
program was organized in cooperation with Edutech
at Tampere University of Technology. The cooperation
created new aspects of training, and the competencies
and expert networks of the educational institutions
complemented each other well. Traditionally, police
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organizations are very closed and insular, but during
training, the participants studied management and
operations extensively outside the police organization,
which gave them plenty of new ideas and views on
management. Opening the police organization and
benchmarking with the private sector and other pub-
lic administration organizations is also particularly rec-
ommended in future management training programs.

As a whole, the EMBA in Policing training program was
successful. The feedback from participants was good
with an average rating of 4.02 on a scale from 1 to 5
in an assessment concerning the content, implemen-
tation, and arrangements of the modules as well as the
participants’ own activities. Positive changes were ob-
served in the operating methods of most participants,
including a broader view of management, improved
use of information in management, and development
of stakeholder cooperation skills. Some of the police
chiefs noticed that the position and previous manage-
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Abstract

Simulation-based learning is an important element of police training and further education. In the Bavarian police
system (Germany), the curriculum of basic training includes 500 hours of simulation-based training for apprentic-
es. This considerable amount of training necessitates a great deal of facilities and human resources. After a long
period of practical experience, we investigated a training evaluation study in cooperation with the University
of Wirzburg (Germany) to measure the effectiveness of the simulation-based training in Bavarian police officer
trainees.

The results of the study indicate that the simulation-based training appears to be both objectively and subjective-
ly effective. Regarding measures of objective training success, trainees’ overall performance as well as their factual
and applied knowledge significantly increased over time in the simulation-based training.

Regarding measures of subjective training success, we found a highly significant increase in effectiveness over
time in simulation-based training, with the largest effects found in trainees’ perceived usefulness, application to
practice, the feeling of personal and professional advancement, and the satisfaction with the simulation-based
training.

To optimize simulation-based learning activities, more constructive feedback by trainers is necessary in terms
of information about the individual learning process. Additionally, more standardisation across trainers, classes,
training modules, and different training centres is necessary.

We conclude that role playing as a form of simulation-based learning is effective in basic police training, even in
the long term. When combined with traditional classroom training, such simulation-based training can improve
police trainees’ training success.

Keywords: police training — simulation-based learning — training evaluation — training effectiveness — transfer of
training
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Introduction

Vocational training faces great challenges in teaching
professional knowledge at the cognitive level, shaping
methodical skills at the behavioural level, and strength-
ening both self and social competences. As construc-
tivist learning theories point out,

(...) learning always occurs individually and in an
experienced-based way. (...) The application of
knowledge is not independent on the situation it
was being learned in. The more similar the learning
and application contexts are, the more securely can
knowledge be converted into successful action.
(OECD, 2007: pp.226-227)

Even though traditional classroom training is com-
monly used as a necessary method of teaching pro-
found knowledge in practice, it is not the only suffi-
cient method for training in most professions. More
recently, simulation-based learning has been identified
as a key method in combining different levels of learn-
ing (Hochholdinger & Beinicke, 2012). Simulation-based
learning is ‘a technique (not a technology) to replace
and amplify real experiences with guided ones, often
«immersive» in nature, that evoke or replicate substan-
tial aspects of the real world in a fully interactive fash-
jon' (Lateef, 2010: p.348). In practice, simulations can
be applied to many different disciplines and types of
trainees (Gaba, 1999).

Various challenges apply to vocational training, espe-
cially in terms of police officers. First, many police of-
ficers' daily practices are dangerous. The officers can
be exposed to threats of deadly violence to them-
selves, colleagues, or the public at any time, and they
can even experience this deadly violence first-hand
(Andersen, Litzenberger & Plecas, 2002). Furthermore,
police officers face situations that require zero toler-
ance for any deviation from set standards (e.g., violence
against police officers). As a result, not every situation
can be trained in real life.

Second, creating realistic training settings that provide
the best and most realistic training possible for police
officer trainees—including situations that can arise in
their working lives—is challenging. In addition, a great
deal of manpower, equipment, and infrastructure
need to be invested to adequately prepare future po-
lice officers for their profession.

=

{

Simulation-Based Learning In Police Training

The great advantage of simulation-based learning is
that it enables trainees to develop professional know!-
edge, skills, and attitudes while protecting themselves
and others (e.g., society) from unnecessary risks. More
specifically, simulation-based learning helps to reduce
the chance of making mistakes and can simultaneous-
ly provide safety. Taking these significant advantages
into account, police colleges and academies—-which
are responsible for basic police training and further ed-
ucation—use simulation-based learning in professional
training (Issenberg et al., 2005). Today, training in simu-
lation scenarios (i.e., in realistic scenarios) is a vital part
of modern police education (Artwohl & Christensen,
1997; LittleJohn-Shinder, 2001). Implementing simula-
tions as an important part of their curriculum for train-
ing future police officers has been well-established, for
example, in Finland (Kalalahti, 2016) and Germany (Muff
& Beinicke, 2017; Schmalzl, 2008). Moreover, Gadeceau
(2015) emphasizes the importance of interactive learn-
ing (such as simulation-based learning) for adults in
police training programs, which form part of the ‘In-
terpol Guide to Effective Training'. This observation raises
the question of the extent to which simulation-based
training settings are effective and help trainees to max-
imize their learning outcomes.

Effectiveness Of Simulation-Based Learning

A large meta-analysis by Hattie (2009) revealed the
main principles of scenario-based training — such as
feedback (d=0.73), problem solving skills (d=0.61), and
simulations (d=0.33)-to be effective teaching and
learning methods. Studies on simulation-based learn-
ing in professional workplace settings provide guide-
lines for the effectiveness of simulations. For example,
in a meta-analysis comprising 289 studies, significant
effects for simulation-based training were found in
a cohort of 18,971 trainees in health professions (Cook
et al, 2013). In that study, the main factors for the suc-
cess of learning were repetitive practice (effect size
d=0.68), range of difficulty (d=0.68), cognitive inter-
activity (d=0.65), multiple learning strategies (d=0.62),
and feedback (@=0.44).

Focusing especially on the field of police training, em-
pirical studies on the effectiveness of police training
are rare (e.g, Bull & Horncastle, 2008). For example,
Vuorensyrja (2013) investigated 105 Finnish police of-
ficers two years after their graduation in addition to
analysing their supervisors (n=88). The most valuable
method in police training was an integration of case
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exercises, including exercises that covered the whole
procedure from the beginning to the end and that
dealt with cases that are common in alarm or patrol
missions, in traffic enforcement, and in criminal inves-
tigations.

Sjéberg and Karp (2012) assessed police officer trainees
in realistic scenario-based training in Sweden. When
video-based debriefing was used in addition to regular
debriefing, the trainees significantly improved in moti-
vation and performance scores. In other studies within
this work group, the authors identified key factors for
effective scenario-based training, namely authenticity
and ‘simulation competency’ of the acting police of-
ficer trainee (Sjoberg, 2014) as well as the high quality
of the instructor’s preparation (Sjoberg, Karp & Séder-
strom, 2015). Such findings confirm the positive impact
of simulation-based learning in recent decades.

Objectives Of The Study

The focus of this study was on investigating a training
evaluation study to measure the effectiveness of sim-
ulation-based training as well as on further verifying
whether the vast investment is effective in trainees’
learning process. The study covers an important and
interesting issue of law enforcement training by exam-
ining a simulation-based learning environment.

Main Study - Method

Study Context

The study investigated basic police training at the
Bavarian Police College. Bavaria is a federal state in
south-eastern Germany with a population of 129
million. The Bavarian police has a staff of 42,000 em-
ployees, including 3,200 trainees in apprenticeship
(2017). During basic police training, every trainee has
to complete 5,000 hours of training within two and
a half years. The majority of the curriculum consists of
lessons in law and other theoretical subjects, practical
training in typical work situations (such as traffic checks
and interventions in cases of domestic violence), and
some additional subjects (such as politics, professional
ethics, and physical training). Additionally, the curricu-
lum comprises two individual practical training periods
in real police workplace settings during which every
trainee has to work in a police station with a senior
police officer (i.e., law enforcement official) as a mentor
for four weeks (Period 1) and again for twelve weeks
(Period 2). A considerable proportion of the curriculum

is constituted by 500 hours of simulation-based learn-
ing activities, which lead to the final practical exam at
the end of the apprenticeship. Each simulation-based
learning activity consists of scenario-based training
exercises that are typical of the real workplace. Each
exercise is completed according to a strict manuscript
with detailed instructions for (a) trainers and (b) police
officer trainees, who act as the intervening officer or
play the role of suspects or witnesses. The trainer is re-
sponsible for planning, connecting the content to the
theory in class, and providing feedback after the sce-
nario has been completed.

Participants And Procedure

Researchers from the University of Wirzburg (Work
and Organisational Psychology) and police trainers
from the Bavarian police investigated a sample of 220
trainees in basic police training at the Bavarian Police
College. The trainees were 21 years old on average
(median, age ranged from 17 to 33) and were 72.3%
male and 26.4% female. All trainees had participated
in two weeks of basic police training. During the first
week, the trainees attended traditional classroom
training with theoretical lessons in police law, criminal
law, and additional subjects. During the second week,
the trainees took part in simulation-based training in
small groups of eight. The simulation comprised two
specific scenarios: Checking a foreigner with a non-
valid visa and an instance of disturbance of the peace
by youngsters lighting fireworks. We assigned active
and non-active parts to each scenario. For the active
parts, one trainee played the role of an intervening of-
ficer and another trainee acted as the securing officer.
Two further trainees assumed an acting role, namely
that of the offender, victim, or witness. For the non-ac-
tive parts, all other trainees from the group were ob-
servers. Some trainees had special assignments, such
as observing the scenario and providing feedback to
the active role players afterwards or merely observing
the scenario.

Instruments

To measure the effectiveness of the simulation-based
training, we applied objective and subjective training
success measures (e.g., Beinicke & Bipp, 2018). First,
police trainers and researchers from the University of
Wirzburg developed customized tests to measure
objective training success by assessing trainees’ per-
formance in percentage regarding factual and applied
knowledge (@ multiple-choice test with 70 items and
four response options for each item).
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Second, training success was assessed subjectively in
terms of trainees’ self-reporting on various training
success scales using the Questionnaire for Professional
Training Evaluation (Q4TE: Grohmann & Kauffeld, 2013;
Kauffeld, Brennecke & Strack, 2009). Kauffeld and col-
leagues developed and validated this self-report meas-
ure, which is time-efficient, psychometrically sound,
and widely applicable across different training con-
tents and settings (Grohmann & Kauffeld, 2013). The
Q4TE scales cover all four levels of Kirkpatrick's (1959)
framework: satisfaction, utility referring to Level 1: reac-
tion; knowledge, self-efficacy referring to Level 2: learn-
ing; application to practice referring to Level 3: behav-
jour; and individual results referring to Level 4: results
(global organisational results was not assessed due to
irrelevance in this study). The questionnaire consisted
of 22 items that were rated on an 11-point response
scale ranging from 0% (completely disagree) to 100%
(completely agree) with increments of 10% each.

We collected the data directly after the tradition-
al classroom training (T1), directly after the simula-
tion-based training (T2), and four weeks after the simu-
lation-based training (T3).

Results

Increase In Effectiveness Of Simulation-Based
Training

Overall, the results of the study both objectively and
subjectively demonstrate that the simulation-based
training was effective (see Table 1; Beinicke, 20164,

2016b). Cohen'’s d for repeated measures was calculat-
ed according to Morris and DeShon (2002).

Regarding measures of objective training success,
a paired samples-t-test showed that trainees’ overall
performance significantly increased over time (before
and after the simulation-based training) with a large
effect, p<.001, drepeate dmeaure=0.93. The greatest effects
of trainees’ objective performance were found in fac-
tual knowledge with a large effect, p<.001, d,epeated
eare=0.82; however, applied knowledge also signifi-
cantly increased over time with a medium effect size,
p<001,d . g messures=0-53-

With regard to the different roles, differences in perfor-
mance gain was only found on a descriptive level (all
p's>.05): The intervening officer had the greatest gain
in applied performance (M=7.72%). Observers who had
been required to provide feedback (M=6.34%) learned
more compared with their colleagues who had “mere-
ly" observed the scenario (M=4.42%). The actor showed
the lowest gain in applied performance (M=3.81%).

Regarding measures of subjective training success, we
found a highly significant increase in effectiveness over
time in the simulation-based training perceived by
the trainees. Specifically, satisfaction with the simula-
tion-based training (d=0.40), usefulness of the simula-
tion-based training (utility, d=0.48), self-efficacy expec-
tations (d=0.31), application to practice (d=046), and
the feeling of personal and professional advancement
(individual results, d=0.45) increased significantly over
the survey period.

Table 1 Descriptive statistics and comparison of time points of objective and subjective training success measures
immediately after the traditional classroom training (T1) and directly after the simulation-based training (T2)

Level Scale n T1 T2 p da*
M SD M sD
Objective training success
Factual 219 51.07 9.66 59.34 9.68 .000 0.82
Applied 219 5263 12.16 58.30 13.51 .000 0.53
Total 219 51.33 8.67 58.31 9.69 .000 093
Subjective training success
Reaction Satisfaction 216 58.74 14.18 64.79 16.46 .000 040
Utility 220 65.11 15.69 7445 18.44 .000 048
Learning Knowledge 217 74.16 12.67 63.13 19.89 .000 -0.65
Self-efficacy 219 6792 15.69 73.79 17.31 .000 0.31
Behaviour Application to practice 217 60.19 1718 66.09 14.62 .000 0.46
Results Individual results 215 56.44 14.26 62.68 16.14 .000 045

Note. Objective and subjective performances are presented in percentage. M=mean; SD=standard deviation; d*=effect size d
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Conclusion

How to Optimize Simulation-Based Training

The results of the study confirm findings on the effec-
tiveness of simulation-based learning. This observation
is in accordance with the (subjective) perceptions of
police trainers and responsible individuals in the De-
partment of Police Training and Further Education.
Role playing as a form of simulation-based training in
real police workplace settings has an effect on subjec-
tive and objective training success. Combined with
traditional classroom training, such simulation-based
training can improve factual and applied knowledge,
trainees’ satisfaction, their perception of the training’s
usefulness, and their self-efficacy. These effects are
even evident in the long term.

Nevertheless, there is room to optimize the simula-
tion-based training. First, trainees qualitatively report-
ed more appreciation for the constructive feedback
provided by trainers concerning information about
the individual learning process. Appreciation is one of
the key factors in motivating individuals to work and
study and in increasing their self-esteem in addition
to helping them maintain their interest in becoming
a professional police officer (Beinicke, 2016a). However,
there are limitations to trainers’ ability to express their
appreciation due to regulations under the Civil Servant
Law and exam regulations in Bavaria as well as in most
of the other federal states of Germany and in Europe.
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Abstract

This paper presents the outcomes of the EU-funded Twinning Light Project “Setting up the SIRENE Office:
Strengthening capacities of SIRENE operators and end users of the Schengen Information System Il (CRO SIRENE)”.
This international assistance and support project was conducted throughout 2016 by the Lithuanian Police in
cooperation with the beneficiary administration, the Ministry of the Interior of the Republic of Croatia. This paper
familiarises readers with the system and integral parts of the qualification improvement process assessed in the
Project. The mechanism for the preparation of instructors within public administration bodies in the EU Member
States could be seen as an integral process, whereby selected staff members receive initial subject-matter training,
deepen their knowledge in advanced subject-matter training, participate in andragogic training sessions, practice
their training skills during live training activities, have the possibility to compare working procedures in other EU
Member States, and exchange best practices as well as make use of specific tailor-made methodological tools.
The creation of new pedagogic standards is relevant in a way that by standardizing process of preparing police
instructors, main integral educational tools are identified and applied (i.e. optimal proportion between the form
and content of training is determined, training participants are involved into training evaluation process, method-
ical recommendations for instructors are prepared etc.). Pedagogic standards, which was developed, practically
tested and presented by the authors of the research could contribute to the better commitment and ownership
of the beneficiary organizations with regard police training under the EU Internal Security Strategy. Furthermore,
it could be applied also in other EU Member States by organizing training activities and shaping international
network of police instructors.

Keywords: Schengen Area, Second Generation Schengen Information System (SIS II), Supplementary Information
Request at National Entry (SIRENE), training of trainers, trainer, instructor.
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Introduction

This paper presents the findings of research conducted
within the EU-funded, Twinning Light Project entitled
"Setting up the SIRENE Office: Strengthening capacities
of SIRENE operators and end users of the Schengen In-
formation System Il (CRO SIRENE)” (hereinafter referred
to as “the Project”). As the following narrative explains,
the Project supported the preparation of training pro-
grammes, training materials formed by theory and
practice, study visits, and workshops with the aim of
developing active, operational national SIRENE offices.
The offices’ central function is to coordinate cross-bor-
der information exchange using the Schengen Infor-
mation System (hereinafter referred to as “SIS II"). There-
fore, they are significant elements in the EU Internal
Security Strategy. The main goal of this research was
the analysis and presentation of the integrated training
of trainers’ concept as the contemporary pedagogic
standard, which enables sustainable improvement of
knowledge of employees of a police organization.

We propose the adoption of a systematic approach
towards understanding of the integrated training of
trainers’ system. Namely, it should comprise of initial
subject-matter training, advanced subject-matter train-
ing, and andragogic training, practicing training skills
while assisting other trainers, comparison of working
procedures in other EU Member States and exchange
of best practices as well as of using specific tailor-made
methodological tools. It is understood that implemen-
tation of integral training of trainers’ scheme will facili-
tate long-term results and sustainability in developing
and maintaining internal training system within public
administration body.

Relevance of the research

We argue that the achievement of the key priorities of
the EU Internal Security Strategy (Conclusions of the
Council on the Renewed European Union Internal Se-
curity Strategy 2015-2020, 2015) is dependent on the
qualifications and professional skills of the employees
of Member States’ law enforcement agencies who are
tasked with the important duty of delivering on those
priorities. Only the development of their competence
by consistent, reliable, and diverse methods can deliv-
er the levels of professionalism and expertise that staff
need to perform their duties effectively not just in their
homeland but also in the context of international co-
operation (Navickiené et al. 2016). We argue that the
effective training of trainers, capable of instilling that
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knowledge and expertise in staff is an essential pre-
cursor to the professional development of staff. The
implementation of the key priorities of the EU Internal
Security Strategy is fully dependent on the qualifica-
tion and skills of the personnel of law enforcement
community. Only by developing the competence of
police employees by consistent, reliable, and diverse
methods, can one ensure the appropriate level of pro-
fessionalism in officers and adequate preparation for
their operation in the homelands and in the context of
international cooperation.

The training of police trainers should therefore be un-
derstood as a dynamic process of developing instruc-
tor's competences and skills not by classical monotonic
training methods, but involving complex practices. In
that regard, we argue that new (or at least modified)
forms of training, substantiated by empirical experi-
ence should be used more broadly, Nowadays, scholars
pay much more attention to the content of the training
of trainers and the impact of complexity on policing
(Paullet et al, 2017). However, that is not yet reflected
broadly enough in the police training literature. It has
been noted that police officers have to have integrat-
ed knowledge and capabilities (for example; forensic
and technical knowledge, relevant to the investigation
of modern hardware, software and wider information
technologies (Freiling & Zoubek, 2017). Vrij et al. (2015)
and Freiling and Zoubek (2017) have argued persua-
sively that complex training is a significant factor in the
preparation of skilled and effective police instructors.

That reflects the increasing complexity of the social
world and of the tasks that police staff are required to
undertake. In the modern era, the acronym ‘VUCA' is
used to characterise the kinds of challenges that pro-
fessionals increasingly face. The term was coined by the
US Military in the 1990s but it quickly found its way into
the business community. It describes the experiences
of many people who struggle with decision-making
because of the volatility, uncertainty, complexity and
ambiguity that is associated with modern workplaces.
The term seems particularly relevant to police deci-
sion-making, an activity that often is undertaken in en-
vironments characterised by high risk and high stress.

Research methods
In this publication, the following academic and em-
pirical research methods have been used: descrip-
tive-comparative, analytical-critical, content and
non-fiction analysis.
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The Project

Within the Project, a substantial proportion of activities
was related to the organization and delivery of train-
ing. One activity within the Project’s work plan was
directly dedicated to the preparation of trainers. From
the authors’ point of view that was not enough and
we proposed an integrated approach to the training
of trainers. The idea found support within the bene-
ficiary administration and in close cooperation was

put to practice. The involvement of the beneficiary ad-
ministration in systematic and demanding approach
towards preparation of trainers facilitated the sustaina-
bility in outcomes of international aid instruments. We
went on to explore the extent to which the compe-
tence levels of law enforcement personnel could be
raised by applying complex methods involving theo-
retical and practical training, internships, simulations
and testing.

Figure 1 - Achieving the objectives of the EU ISS

Integrated approach to the concept on training of
trainers

The Project supports the view that professionalism
within the police organizations is achieved through
complex training, where knowledge from different ar-
eas are combined and the synthesis of that knowledge
is embedded and verified by developing and applying
targeted practical situations during training events.
Inter alia, various innovative administrative, technical
tools and technologies are broadly developed and
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introduced in policing. Therefore, it is seen that in the
new concept on training of trainers the classical em-
phasis on learning in classrooms is shifted to innova-
tive and integral forms of training so that the complex
approach to training of trainers would dominate. New
forms of training are implemented: imitation and deci-
sion making in practical situations related to policing;
case studies; role-plays etc. In this way, practical train-
ing reinforces trainees’ relations with their surrounding
social environments, allowing them later to synchro-
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nize available knowledge and apply their learned be-
haviours in practice. That is even more important in
case of the qualification of police officers. According
to researchers such as Steve Tong (2016), besides tradi-
tional police capabilities, police officers need addition-
al capabilities to capitalise on various new technologi-
cal developments.

The concept of preparing the modern instructor inev-
itably has to change and involve more training events
of practical nature into the training of trainers. This is
important for the instructor in the future to be capable
of acting in the role of a lecturer in a more involving,
interesting and purposeful way to the trainees. Sofie
de Kimpe (2016) argues that innovation in police train-
ing depends upon pedagogical science and greater
expertise in the process of police training and educa-
tion. Pedagogic knowledge, applied to police training,
should allow for more consistent and systemic forms
of proficiency, which ultimately will allow trainers and
students to master training material. We argue that it is
an essential feature in the training of trainers because
only systemic and coherent understanding of training
material allows police officers to be capable of smooth
and focused delivery of information while acting as in-
structors. During the course of developing the new in-
tegrated concept of the training of trainers, the authors
took into consideration global trends, modern training
principles and practices. Two stages could be identi-
fied in the organization of training within the Project:

1. Three training programmes were developed for
the training;
2. Implementation of integrated training of trainers.

Firstly, training programmes were prepared according
to the needs identified by the beneficiary administra-
tion. The first training programme was formulated to
identify existing professional level of police officers
employed at the central unit responsible for interna-
tional information exchange and to do a refreshment
of their competences and skills. The second training
programme aimed to form new advanced professional
competences and to present the peculiarities of specif-
ic skills related to work with the SIS Il, main challenges,
problems, and solutions for the efficient operation at
the central information exchange unit. Furthermore,
the second training programme also included the
basics of andragogy, different learning methods, and
management of training as main principles of effi-
cient implementation of organizing training activities.
Whereas, the third training programme was developed
solely for police practitioners in the field and is focused
mostly on strengthening of their practical skills in daily
work. It could be said that the creation of every training
programme was followed by identifying target group
and was based on principle to include development of
both theoretical knowledge and practical skills.

Secondly, the implementation of the concept on the
integrated training of trainers was formed from inter-
dependently correlating elements. These purpose-
ful elements mean that the implementation process
starts with initial subject matter training as a reference
point to refresh existing knowledge and end with the
creation of methodological tools for the future tasks
for instructors. The authors propose a systematic ap-
proach towards the understating of integrated training
of trainers.

Figure 2 - Elements of the integrated concept on the training of trainers

The elements of the integrated concept shown in Fig-
ure 2 could be further elaborated as follows:
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- Initial subject-matter training - is the basic pro-
fessional information necessary for daily work un-
der specific functions;

- Andragogic and advanced subject matter
training — advanced professional information for
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operation under more complex conditions/situa-
tions at work and information related to theoretical
and practical training delivery skills;

Practical training — practicing instructors’ training
skills through assistance to experienced trainers
during training activities to other officers;

- Study visits — visits dedicated for comparison of
working procedures existing in other EU Member
States and exchange of best practices or intern-
ships;

- Use of guidebooks — utility of specific tailor-made
methodological tools by instructors during their
practice as trainers.

We argue that the implementation of the integrated
training of trainers’ scheme will facilitate long-term re-
sults and sustainability in developing and maintaining
internal training system within police organization or
other public administration body.

During the realization of each element of integrated
training of trainers, the balance between theoretical
and practical knowledge is set. For example, while
organizing first to third elements of the integrated
training of trainers, the proportion of time allocated
for theoretical and practical sessions was equal and
amounted to 4 hours of theory and 4 hours of practical
exercises (role-play, simulation, case analysis etc) (see
Figure 3).

Figure 3 - "Andragogic and advanced subject matter training”in detail

Conclusions

The proposed conceptual shift in the training of train-
ers was practically tested by the authors of the research
in the project. It is supposed that the new scheme will
contribute to the greater commitment and the own-
ership of the beneficiary organizations with regard
to achieving the objectives of the EU Internal Securi-
ty Strategy. The concept of preparing contemporary
instructor inevitably is changing by involving to the
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training of trainers more targeted practical training in
the area of andragogy. All that makes instructor capa-
ble to perform as a trainer sharing his or her profession-
al knowledge to the trainees.

Having regard to the identified aspects of the training
of trainers’ mechanism, it could be said that the pro-
cess for the preparation of instructors within police
organisations (or other public administration bodies in
the EU Member States) needs to be perceived as an
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integrated process, a new pedagogic standard, where- ity to compare working procedures in other EU Mem-
by selected staff members receive initial subject-mat-  ber States and exchange best practices as well as make
ter training, andragogic and advanced subject matter  use of specific tailor-made methodological tools.
training, practice their training skills, have the possibil-
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Abstract

Nowadays there is an urgent social demand for safer and more liveable communities because of the intensifica-
tion of national safety problems, international, and transnational threats.

In this article an initiative method will be introduced that was first used by the Belgian Police. The method is called
the Police Café, after the original method which was called the World Café, a structured conversational process. The
primary aim of the initiative, that is unique within the Hungarian Police, is to reach the most intensive involvement
of the members of the Police and civilians in order to restore and maintain safety.

According to the methodology of the Café, the police invite professionals who are somehow responsible for the
public safety of the given precinct of a city representing different professions or organisations to carry out an
unconventional and innovative conversation.

The protection of safer and liveable communities is our common social responsibility and with this innovative

method, the first step can be taken.

Keywords: the Police Café, liveable communities, partnership between the police and the community

The origin of the method

The Police Café is based on the method called the
World Café that was invented for community develop-
ment purposes by Juanita Brown, a leader of an Amer-
ican organisation, 21 years ago (Brown, 2002; Brown &
Isaacs, 2005).

At the World Café, the participants of a special area
are selected deliberately and they are expected to ac-
tivate their common thinking by exploiting their col-
lective wisdom through open communication among

1 Corresponding authors emails: molnarkatalin@uni-nke.hu, urics-
ka.erna@uni-nke.hu.

the partners. In this way, they should communicate
efficiently. The purpose of the meetings is to identify,
define, name and explore the problems of the area
and analyse their causes. Then the participants start
to find the solutions, while making precise and serious
personal common commitments and taking responsi-
bility. Or more precisely: they try to find the most ap-
propriate solution there and then.

The Police Café also tries to facilitate this creative pro-
cess, with the difference that the aim here is to evoke
cooperation through dialogue among the members
of the police and the community, in order to improve
local safety. Ideally, the method is preventive in nature
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but it can be applied as brilliantly as a problem solving
method, if a specific security deficit occurs.

can it be called a Café. The methodology of the Police
Café is based on the serious protocol of the World Café,

but three special principles were added. Table 1 illus-
The meeting has to be carried out as it is laid down in  trates these principles.

the original methodological principles; only in this way

Table 1 The Principles of the World Café and the Police Café

The seven principles of the World Café The 7 + 3 principles of the Police Café

Set the context. Set the context.

Create hospitable space. Create hospitable space.

Explore questions that matter. Explore questions that matter.

Encourage everyone's contributions. Encourage everyone'’s contributions.

Connect diverse perspectives. Connect diverse perspectives.

Listen together for insights. Listen together for insights.

Share collective discoveries. Share collective discoveries.

The organisation of a Police Café is not compulsory.

Give the freedom of the selection of the themes to the organisers.

Do not urge anything. Let the things go in their own speed.

principles for
hosting
conversations
that matter

POLICE

&

¥ Maguk tempoi

At the same time, the method is relatively cheap. There
are some expenses depending on the local needs: be-
sides the establishment of the hosting space in harmo-
nisation with the principles and the expenses of mini-
mal catering (coffee, mineral water and some snacks), it
is necessary to spend on the training of the table hosts
and to pay the honorarium of the moderator; but these
expenses can be regarded as an investment for the
whole community in the long run.

How does the Police Café operate?
This Café is called the Police Café because the table

hosts are police officers. The participants sit around
smaller tables of 6 or 8 and the table hosts who are

222

actually police officers go from table to table with their
own special topic and lead the conversations around
the tables within a certain time frame. All of the topics
represented by a police officer must be addressed by
all of the members at the tables. Sometimes the par-
ticipants may argue and try to chase each other. They
argue, ask and answer. They say, show and draw. Final-
ly, the table hosts summarise and compare the com-
ments and the moderator closes the forum.

If it is a Police Café, surely there must be a topic in con-
nection with the police: legislation, legal compliance,
misdemeanours or offences? Not really. What is more,
sometimes there are not any words about these top-
ics. The main topic is safety. We talk about how to feel
good where we live, work, go out and travel. We also
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talk about when our living places, streets, workplaces
and schools are liveable or when they are not. The po-
lice officers, who lead the conversations also live, work,
go out and travel with us and they know a lot about
safety. But they do not and cannot maintain it without
us; but instead help us to create and maintain it. So, this
is the reason why we have to talk to each other. And
these conversations are supplied by the Police Café.

The beginnings of the Police Café in
Hungary

In 2007 a colleague, a well-known figure of Law En-
forcement science in Hungary, brought the news of
the Police Café to Hungary from Belgium, where the
Belgian Police had applied the method to similar pur-
poses. We immediately fell in love with the method.
As a result, in 2008, when the master training of the
Faculty of Law Enforcement of the National Universi-
ty of Public Service was introduced, we presented the
method to the students; but they did not really under-
stand it. We offered the method to others as well - but
we were not able to try it out anywhere.

Unfortunately, an unexpected chance arrived in 2014.
After a brutal murder of a police psychologist in Pécs,
there was an opportunity to come up with an innova-
tive method in order to strengthen local safety (Gadl &
Molnér, 2013). We organized four meetings in four pre-
cincts of Pécs, just to start the history of the Hungarian
version of the Police Café (Gaél & Molndr, 2015) - and at
that time we just hoped that it could be a success story.

Since then, Pécs had the first-mover advantage: on 12
May 2015 - a year after the first event - we organised
aone-day Police Café training, where the police officers
of the 8" district of Budapest could learn the method
from their colleagues from Pécs within the framework
of the neighbourhood police program. They were the
first members, who could organise a thematic Police
Café on 9 November 2016 as they had the opportunity
to choose a special topic connected to safety, out of
the general questions. In 2017 we also tested the meth-
od in a Consultation Forum of Public Safety in two dis-
tricts of Boly and Sasd to the great satisfaction of the
local communities.

Training and supervision for police
officers

From the beginning we have considered it a very im-
portant element of guaranteeing a good outcome to
insist on a prior training before organising a Police Café.
It was a great achievement when we succeeded in cre-
ating its organisational framework.

The National Crime Prevention Council accredited an
8-hour long, 8-credit training course called The Police
Café — methodological and communicational training
course for police officers in the training system of the
Public Procurement Authority in Hungary in the spring
of 2016. The registration number of the training is
3/M/2016/5468.

The training lasts a day and it is the best when there
are 12-25 persons. Its speciality is that it is an self-expe-
rience based learning, so the participants can learn the
method while practising it as well. They learn and try
everything that is necessary to organise a successful
Police Café. Its main advantage is that the trainer can
go to the educational place and the participants are
able to work out the details focusing on the local spe-
cialties and human resources together with the help
of the trainer, since the professional content cannot be
prescribed.

The year 2017 brought a breakthrough, as we realised
that the Police Café series can be arranged in a larger
area as well. It requires not only a careful preparation
but also an aftercare process. Therefore, we started to
organise supervision meetings for the organisers and
the contractors of the program by following the clas-
sical rules, but also applying the Café methodology as
well. Up to now (2018), there were two such events:
one of them in Kiskunhalas on 5 July, 2017 and the oth-
er in Budapest on 19 July, 2017.

The first significant breakthrough -
a webpage was born

A good method is worthless, if it remains unknown -
and that is why some marketing was required. On
24 August 2017 a brilliant opportunity appeared that
would have been a pity to miss: the methodology of
the Police Café could be shown at the inauguration of
the National University of Public Service in a 20-minute
presentation. At the same time, it went public, as we
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had been working with professional marketing experts
on the webpage of the Police Café. Finally, we had to
wait 5 more weeks for its start.

It was a great pleasure that 10 percent of the attend-
ees had heard about the method earlier from different
sources: from Facebook, from a police superintendent,
who had been a host in several Cafés, civilian patrols
and colleagues. Some of them had already tried the
method based on their personal experience from
a 'real’ Police Café, or acquired through learning, from
home or abroad.

After a three-month preparation, on 2 October 2017
the webpage called www.policecafe.hu went online.
We try to do our best to reach more and more people
with the news of this initiation. Thanks to the person
who initially brought the method to Hungary ten years
ago and those who helped to make the dream come
truel

Finally, the method could have went out to a wider
audience. It is not a secret intent of the webpage that
those people who are interested in the method, can
find all of the continuously updated information that
could be useful, valuable and interesting for them eas-
ily, in a structured way and in one place.

The origin of the method, the methodological descrip-
tion and the details of the application for the training
are the most important sections. But if you glimpsed
into the atmosphere of the Police Cafés, you might
search in the photo gallery in each location as well. You
can find where and when we organised Police Cafés
and our presence in the media can also be traced.

The target audience of the webpage can be divided
into three groups: police officers, civilians and their
communities. Additionally, we would like to raise the
awareness of the institutions too. This Police Café is
for all of us, together who are more and more often
confronted with the safety challenges of the modern
world in our everyday lives. The Police Café explores
the answers for these questions and if we follow the
protocol, we will have a good chance of finding the
answers as well.

We encourage communities to initiate and support the
opening of the Police Cafés, help the organising pro-
cess and once there has been a Police Café for a while,
please visit it as often as it is possible. In the meantime,
please enter the hall of a Police Café and visit the web-

page.

The history of the Police Café in Hungary in numbers

The webpage is improving continuously, the forthcoming Police Cafés can be seen, the previous cafés are
documented with professional experience reports and they are illustrated with pictures. For result-oriented
organisations such as the Police, data can tell a lot, especially when this data is compared to other data. Let's
have a look at the history of the Hungarian Police Café in numbers.

In 2014, when the initiation was introduced in Hungary we organised four meetings in one Hungarian city,
Pécs.

In the following year there were only two cafés: one of them was in Pécs again and the other one was held
in Budapest, the capital.

In 2016 there were nine Police Cafés in nine cities, which is a promising increasing tendency.

But the year of 2017 was even more significant as there were 21 Police Cafés in 12 cities. This can be called
a real breakthrough, not only in the arrangement of Police Cafés but in the methodological training of police
officers as well. As 40 police officers participated in the 8- hour long training on three occasions in 2016, there
were four training occasions and 80 police officers were able to participate in the training in 2017.

If we play with the numbers, let’s have a look at the number of the civil participants of the 21 Police Cafés in
2017. We will get this number if we take 18 participants per an occasion. There were 14-24 people around 2 or
4 tables. So, the proper number is 378, because there were 21 Police Cafés. If we deduct the number of those
persons who came to several cafés, the number of the participants is still above 300 throughout the country,
beside the organisers, hosts, table-hosts and naturally, the moderator. Because of their significant roles in
the future, we can state that these persons can be counted as 150 people again. So, there are more than 500
people who were concerned within a year. And this is a number that we may be proud of.
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The Police Café — An efficient method for improving the dialogues between the police and the community

But this is enough about the quantitative measures that can be expressed in numbers. This is not important
or relevant for the organisers, hosts and guests but rather they can become parts of qualitative conversations
who can sit around a table with a cup of coffee and they can exchange ideas, thoughts and opinions — name-

ly words- about the safety of their surroundings.

Itis a great honour for us that through our conference presentation and article, the Hungarian Police Café was
able to appear on the colourful methodological map of the European law enforcement.

Impact assessments - for now, at an early
stage

It was evident, from the amount of positive feedback
supplied to the team, that the project had widespread
support. It was very important because a person can
believe in the importance of a case but only the feed-
backs are able to express the real value of something.
In order to express these opinions -based on their own
experience about the Police Café - it was necessary
to create its proper forums. On the one hand, there is
a chance on the webpage for writing comments to the
posts. On the other hand, in January 2018 a separate
block was created under the title ‘Police Café Extra’
where there is a chance to leave longer, professional
comments.

Evidently, we also try to collect objective feedback
about the individual opinions. An analysing summary
is being prepared after completing a questionnaire
about the 8-part Police Café series in Budapest and
the results will be presented, although it is impossible
to present them at the moment because of its incom-
pleteness. Within the police officers participating in
the project, the aftermath of the same series will be
examined as well. Itis extremely important to be aware
of their opinions and thoughts as well.

To be continued... more Police Cafés

After the description of the method, it is obvious that
we would like to bring the method to a wider audience
faster but we do not want to be seen as unsatisfied.
However, it is necessary to mention the difficulties that
we are facing.

One of the most important difficulties in Hungary is the
attitude. In spite of the fact that one and a half decade
had passed after the first attempts (Cserép & Molndr
2005), it has not become a kind of philosophy - which
should have made his way into the entire system of

law enforcement: that law enforcement should focus
on the communities and their local problems.

In contrast to many excellent projects in this scientif-
ic area, the Police Café is not a periodic program but
it is such a method with which law enforcement pro-
fessionals can directly experience its significant role in
creating and maintain safety of the community with
learning and testing the method. Moreover: they real-
ise that this role can be more serious that they think
and sometimes it is even more important for the law
enforcement organisations. The regular dialogues that
started and were maintained by such communication
methods about the local safety can make the partners’
common responsibility continuous, which is the key
asset to safety.

When the question arose that how we could have
a Police Café, it should be noted that organising a Café
requires solid professional expertise. One of the pur-
poses of the webpage was that this expertise could be
reached. The realisation of the previous trainings and
Police Cafés was supported by the National Crime Pre-
vention Council in the form of tenders in Hungary. It is
worthwhile looking for the opportunity from the same
source but the training and the arrangements can be
financed from other sources as well (e.g. municipal,
foundation, civil organisation).

With this, we highlighted the other most difficult cir-
cumstance, namely the lack of the financial sources.
Common thinking presupposes the learning and de-
velopment demands of the communities for which
we have to spend time, energy and money - lots of
them. It is not an immediate action, but a long-term
investment. Those who learn the method of the Po-
lice Café and feel its power in shaping the safety with-
in the community by its application, they believe in it.
And not too soon, but in the end, they realise that it is
worth investing into the development of knowledge
and skills.
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The details- the specific topics, the invited guests, the
scenes- always depend on the specifics of the local
community, they require thorough reflection, careful
planning and personal consultations.

Reflections and the relevance of the
method

When the authors of the article saw the central top-
ic of the CEPOL conference called ‘Innovations in law
enforcement — Implications for practice, education and
civil society’in July 2017, both of them thought that the
focus of the conference was absolutely for them. The
aims and the methodology of the Police Café fitted
perfectly into the profile of the conference.

Since the conference it has been frequently asked
whether the Police Café has had measurable effects in
those communities where it had been tried out and
applied. Despite the fact that preventive programs do
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Abstract
In Ireland, police record hate crime as part of their operational duties and their remit in collecting crime
data. This article addresses the impact on the quality of official hate crime statistics of a technical change to
the manner in which the hate element of a crime was recorded in Ireland in 2015. The primary data were col-
lected via two research projects conducted in 2015 and 2017. Both projects addressed the treatment of hate
crime in the criminal justice process in Ireland. This article draws on interviews with members of the po-
lice and employees of the national Garda Information Services Centre (GISC) conducted for these studies.
While technical advancements were made in the recording of hate crime, by 2017 awareness of hate crime record-
ing categories had not been mainstreamed among police officers and little support had been provided to them
in interpreting the meaning of categorical labels. While technical training had begun to be rolled out, training on
the substantive issues involved had not been mainstreamed and did not address the recording of discriminatory
motivations. The technical changes to the police recording of hate crime in Ireland evidence a progressive ethos
with respect to:

Recording the hate element of a crime beyond the limits of legislation

Identifying victims of hate crime

Including a wide range of identities
However, in the absence of agreed definitions and training, the impact of this technical change will, we argue, be
limited.

Keywords: Hate Crime, Crime Recording, Ireland
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Introduction

In Ireland, hate crime is recorded by the police as part
of their operational duties and as part of their remit in
collecting crime data. Police recorded data is provided
by the police to the Central Statistics Office (CSO) who
are responsible for assessing the quality of the data,
collating statistics, and disseminating information. This
article addresses the impact on the quality of official
hate crime statistics of a technical change to the man-
ner in which the hate element of a crime was recorded
in Ireland from 2015.

The primary data in which the findings presented
herein are grounded were collected via two research
projects. The fieldwork for the first project, Out of the
Shadows’ Legislating for Hate Crime in Ireland (Haynes et
al. 2015), which was funded by the Irish Council for Civil
Liberties, was conducted in 2015 and the fieldwork for
the second project, Lifecycle of a Hate Crime (Haynes &
Schweppe 2017b)funded by the European Commis-
sion, Directorate-General Justice Rights Equality and
Citizenship Programme, was conducted in 2017. Both
of these projects related to the treatment of hate crime
in the criminal justice process in Ireland. This research
draws on qualitative interviews with members of the
national police force conducted for both studies. In
both cases, we formally applied to the national police
service, An Garda Siochéna, to interview police officers,
and received ethical approval for the research from our
institution, the University of Limerick. The first period of
fieldwork in 2015 resulted in interviews with 12 police
officers, primarily members tasked with addressing the
needs of ethnic and LGBT minorities, referred to as Eth-
nic Liaison Officers and LGBT Liaison Officers respec-
tively. The second period of fieldwork in 2017 included
interviews with 18 police officers. During the course of
the second research project we also had the opportu-
nity to interview five employees of the national Garda
Information Services Centre (GISC) who accept, log,
and review police generated crime incident reports.

What is a Hate Crime?

Given the absence of an agreed EU definition of hate
crime, we acknowledge differences among Member
States in the manner in which “hate crime” is interpret-
ed. Internationally, the most widely shared definition
of a hate crime is an offence which is known to the
criminal law and is committed in a context that in-
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cludes identity-based hostility. The Organisation for Se-
curity and Co-operation in Europe (OSCE) describe a hate
crime as:

“...criminal acts committed with a bias motive. It is
this motive that makes hate crimes different from
other crimes. A hate crime is not one particular
offence. It could be an act of intimidation, threats,
property damage, assault, murder or any other
criminal offence. The term “hate crime” or “bias
crime”, therefore, describes a type of crime, rather
than a specific offence within a penal code. A per-
son may commit a hate crime in a country where
there is no specific criminal sanction on account of
bias or prejudice.” (OSCE/ODIHR 2009a)

This is the definition which we adopt in this article.

The Social Significance of Hate Crime

It is internationally accepted that hate crime has a more
significant impact on its victims than ordinary crime
(Iganski 2008). Direct impacts can range from physical
injury to emotional and psychological harm.

‘I was working with a mother last year whose son
was abused by [a] neighbour physically, verbally,
they suffered property damage - spray paint on
the house. The child tried to kill himself twice. He
poured detergent over his skin because he thought
it would make him white.” (Employee of an Irish
Civil Society Organisation) (Haynes et al. 2015).

Research increasingly supports the conclusion that
there is a qualitative difference in the impact of hate
crime as compared to non-hate motivated incidents.
For instance, data from the Crime Survey for England
and Wales (CSEW) showed that victims of hate crime
were more likely than victims of crime overall to say
they were emotionally affected by the incident (92 per
centand 81 per cent respectively) (Corcoran, et al 2015).
Thirty six per cent of hate crime victims stated that
they were “very much” affected compared with just
13 per cent of non-hate crime victims. The data also
showed that twice as many hate crime victims suffer
a loss of confidence or feelings of vulnerability after the
incident compared with victims of non-hate crime (39
per cent and 17 per cent respectively). Hate crime vic-
tims were also more than “twice as likely to experience
fear, difficultly sleeping, anxiety or panic attacks or de-
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pression compared with victims of overall CSEW crime”
(Corcoran et al. 2015; Herek et al. 1999).

Hate crime not only impacts on its direct victims: the
targeting of victims on the basis of their membership
of a particular community “communicates to all mem-
bers of that group that they are equally at risk and do
not belong” (Haynes et al 2017a). As such, the terroriz-
ing effect of hate crime goes beyond the individual to
generate fear and anxiety among the broader commu-
nity of which the victim is part; what the EU Agency for
Fundamental Rights (2014) refers to as the “resonating
nature of hate crime”, or what Perry and Alvi (2012) refer
to as the “in terrorem” effect of hate crime. Hate crimes
then can be perceived as “symbolic crimes” that oper-
ate as an exclusionary practice regulating marginalised
groups in society (Perry 2003; Chakraborti & Garland
2015; Hall 2013; McDevitt et al. 2007).

The Importance of Hate Crime Statistics

In its implementation report on the EU Framework De-
cision on combating certain forms and expressions of
racism and xenophobia by means of the criminal law,
the European Commission specifically addressed the
issue of data collection, asserting that States should
produce “reliable, comparable and systematically col-
lected data... in order to assess the level of prosecutions
and sentences” (European Commission 2014). The pub-
lication of hate crime data benefits the wide range of
non-state stakeholders who can use the data to inform
their own interventions in respect to combating hate
crime. More generally, the publication of hate crime
statistics serves to raise public awareness of the reality
of hate crime and of reporting and recording mecha-
nisms. International organisations such as the Europe-
an Commission against Racism and Intolerance (ECRI),
the Committee on the Elimination of Racial Discrimina-
tion (CERD), the United Nations Human Rights Council
(UN HRC) and the Organisation for Security and Co-op-
eration in Europe (OSCE) look to data collection mech-
anisms as a means of promoting approximation of laws
on hate crime (Perry 2015; Whine 2016):

“The argument for evidencing the nature and
volume of hate crime has been repeatedly made
by the OSCE and FRA. The European Commission
against Racism and Intolerance (ECRI) has similarly
focused on the need to collect data on 'racist vio-

lence’ and the UN Human Rights Council and Com-
mittee on the Elimination of Racial Discrimination
(CERD) have made similar calls” (Perry 2015, p.72).

The official recording of hate crime at the point of first
contact with the criminal justice system is important
for three key reasons. First, it supports the appropriate
investigation and prosecution of the hate element.
Second, it ensures that victims are directed to appro-
priate support services. Finally, it allows police forces
to develop informed policy responses. The Subgroup
on methodologies for recording and collecting hate
crime data of the EU High Level Group on combating
racism, xenophobia and other forms of intolerance as-
serts that, given the importance of data on hate crime:

“Appropriate mechanisms thus need to be in place
to enable law enforcement officials to identify

the potential bias motivation of an offence, and

to record that information on file. Having such
mechanisms in place would also help ensure that
victims and witnesses can report hate crimes to law
enforcement authorities with confidence.” (EU High
Level Group on combating racism, xenophobia and
other forms of intolerance 2017, p.4).

Ireland’s legislative and policing context

Ireland has a range of international obligations with
respect to combating hate crime by means of the
criminal law, but has not introduced any legislation de-
signed for this express purpose. In particular, the 2008
EU Council Framework Decision on combating certain
forms and expressions of racism and xenophobia by
means of criminal law requires Member States, under
Article 4, to “take the necessary measures to ensure
that racist and xenophobic motivation is considered
an aggravating circumstance or alternatively that such
motivation may be taken into consideration by the
courts in the determination of the penalties”. In a 2012
publication on hate crime in the EU, EUFRA noted spe-
cifically that data on hate crime in Ireland is “limited
because criminal law does not define racist or related
hate offences as specific offences, nor does it expressly
provide for the taking into account of racist motivation
as an aggravating factor...the 2008 Irish Crime Classi-
fication System...does not cover offences with a sus-
pected hate motivation” (European Union Agency for
Fundamental Rights 20123, p. 37).
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The Production of Official Statistics on
Hate Crime in Ireland

It has been noted that the Republic of Ireland does not
have hate crime laws. Despite this, An Garda Siochédna
surpassed the limits of legislation with respect to re-
cording over a decade ago and have been proactive
in facilitating the recording of what they refer to not as
hate crime, but as crimes with a discriminatory motive,
since 2002. The recording of discriminatory motives
occurs at the point of logging crimes onto PULSE - the
computer-based national incident recording system. In
the main, crimes are recorded onto PULSE via a tele-
phone exchange between the police officer attending
the scene or to whom the crime has been reported,
and call takers at the Garda Information Services Centre
(GISC) who take the police officer through the online
reporting process and type in the details they provide.

GISC was rolled out nationally in October 2006 with the
objective of reducing the administrative workload of
An Garda Siochédna. The purpose of the system was to
centralize the collection of data relating to criminal of-
fences, providing Garda management the platform to
inform policies and practices in this regard (NCC 2004).
According to the Central Statistics Office in a report
published in June 2015, the most common variables
for recording a criminal offence included: the date and
time of incident occurrence; date of incident report; in-
cident type; detection status; date of birth of victims
and suspected offenders (where applicable); narrative
of incidents; location of incident; and the modus oper-
andi (MO) of the crime (Central Statistics Office 2017).

In recording details for this latter category, there were
a range of approximately 40 MOs, or crime motiva-
tions, available to gardaf on the incident details screen,
including corruption, domestic violence, extortion,
jealousy and monetary gain. From this alphabetized
list, five MOs related to hate motivations from 2002 to
2015: racism, xenophobia, antisemitism, homophobia
and sectarian.

Recording methodology prior to 2015
The recording of discriminatory motivations com-
menced in 2002 as a result of Garda HQ Directive No
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188/2002, which established that racist motivations
were to be captured on PULSE. The ‘perception test’
was utilised in this Directive: that is, where the victim
or any other person perceived the crime to be racist,
it should be recorded as such (discussed in detail later
in this article). Recording was later extended to include
categories for homophobia, antisemitism, sectarianism
and xenophobia. The category of xenophobia quickly
became defunct and the Central Statistics Office re-
ports (Central Statistics Office 2017) that by 2006, no
data was being recorded for xenophobic motivations.
The category was discontinued from 2007 (Central Sta-
tistics Office 2017). This same year the 2002 Directive
was replaced with Directive 04/2007 which retained
the perception test, but did not expand reference to
any category beyond racism.

Discriminatory motivations were available to select
within the database relating to criminal offences only.
Within that database, the categories were included
on the incident details screen as five among an al-
phabetised list of more than 40 motivations, includ-
ing corruption, domestic violence, extortion, jealousy,
and monetary gain. Taylor notes in a 2010 discussion of
how PULSE works:

“There is no mandatory field which must be
completed at the recording stage to note whether
an incident had a racist aspect. As a result a lot
depends upon the victim’s reporting and insist-
ence on identifying the racist aspect, and further-
more a lot depends on Garda discretion as to what
is written into the narrative section of the PULSE
recording system” (Taylor 2011, p.18).

Until 2015, while a motivation for the offence had to
be selected, there was no compulsion on PULSE users
to specifically address the question of whether a crime
might have had a discriminatory motive specifically.

Data 2006-2014

The table below presents Irish official statistics on the
numbers of crimes recorded as having a discriminatory
motivation for the period 2006-2014.
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Table 1: Crimes recorded as associated with a discriminatory motivation 2006-2014

Discrimination type 2006 2007 2008 2009 2010 2011 2012 2013 2014
Anti-Semitism 1 1 2 5 12 3 4 2 4
Homophobia 21 11 9 32 13 21 17 17 13
Racism 171 210 165 122 111 132 93 93 93
Sectarian 6 il 1 2 3 4 3 6 w4

As we can see, the number of crimes recorded as hav-
ing a racist motivation peaked in 2007, with 210 such
crimes reported, dropping to a low of 93 such crimes
across 2012-2014. Crimes recorded with a homophobic
motivation peaked in 2009 with 32 such crimes, falling
to only 13 in 2014. The number of crimes recorded with
an antisemitic motivation reached a high of 12 in 2010.
Figures for sectarian crime peaked in 2007.

It has been widely acknowledged both by members
of An Garda Siochdna and by civil society organisations
that the figures presented here were an underrep-
resentation of the number of crimes with discriminato-
ry motives occurring in Ireland. Members of An Garda
Siochédna to whom we spoke in the course of our 2015
research fully accepted that police recorded data rep-
resents a significant undercount of hate crime occur-
ring in Ireland (Haynes et al 2015). Gurchand Singh, the
Head of Analysis, observed that the official figures:

"... are not a reflection of the trends, extent, depth
of hate crime in Ireland... [we cannot] assume that
allincidents are reported to us. The challenge is
knowing what [the] proportion of incidents report-
edtousare ...." (Haynes et al 2015).

PULSE 6.8 and the ‘Technical Solution”

The 2014 Garda Inspectorate Crime Investigation Re-
port recommended that An Garda Siochana ensure
that all crimes containing elements of hate or discrimi-
nation were flagged on PULSE, and advised for the cre-
ation of clear modus operandi features on PULSE that
would allow the accurate recording of the nine strands
of the Diversity Strategy. In November 2015, in anticipa-
tion of the Victims’ Directive, a new way of recording
crimes with a “discriminatory motive” was introduced,
which made changes to both the recording categories
and the recording process. As part of an update called
PULSE 6.8, the five pre-existing recording categories
were replaced. In November 2015, An Garda Siochana
began recording eleven categories of discriminatory
motives which were generated to reflect the police
service's strands of diversity, in collaboration with the

Garda Racial and Intercultural Diversity Office: Ageism,
anti-disability, anti-Muslim, anti-Roma, antisemitism,
anti-Traveller, gender related, homophobia, racism,
sectarianism, and transphobia.

This was a significant change, providing for the rec-
ognition of hate motivations towards quite a com-
prehensive range of commonly targeted groups. On
a critical note, neither religion, nor a lack of religion or
belief, were included as discrete recording categories,
therefore there is no marker to identify religiously ag-
gravated crimes that are not antisemitic or anti-Muslim.
Nonetheless, the expansion of the range of recording
categories under PULSE 6.8 reflects Perry’s (2001) asser-
tion that we need to recognise the historically and cul-
turally contingent character of hate crimes. Thus, the
sectarian and anti-Traveller categories would not nec-
essarily be as relevant in other jurisdictions, but allow
for the recording of important local manifestations of
hate in Ireland (see O'Connell 1997; see Carr 2015).

Possibly an equally significant methodological change
is that made to the process of recording. PULSE 6.8
has altered the location of the discriminatory motive
recording categories within the incident recording
system for criminal offences. First, it has introduced
a discrete question on discriminatory motives, rather
than requiring that the user locate the eleven cate-
gories within a general motivations question. Second,
the new discrete question on discriminatory motives is
located in a dialogue box on the Victim Needs Assess-
ment screen, which requires gardaf to indicate where
the victim requires an individual needs assessment as
a result of , for example, their status as a child, a person
with a disability, a repeat victim,' a victim of domestic
violence, or the presence of a discriminatory motive.
The question on discriminatory motives offers the per-
son logging the report a choice of the eleven discrimi-
natory motives, plus an option which indicates that no
discriminatory motive was present; one of these twelve
options must be selected. Further, selecting an indica-

1 The Garda on the scene checks PULSE to ascertain whether the
victim is a repeat victim.
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tor of a discriminatory motive on the Incident Details
screen automatically populates the discriminatory mo-
tives markers on the Victim Needs Assessment screen.
Equally, selecting a discriminatory motive on the Vic-
tim Needs Assessment screen automatically populates
the wider-ranging motives tab on the Incident Details
screen.

This change suggests that information on discrimi-
natory motives is sought for the purposes of victim
support rather than investigation, a position which is
supported by research interviewees who confirm that
the selection of the marker shapes neither the investi-
gation nor prosecution of a crime: however, the eleven
discriminatory motives are ostensibly more visible un-
der 6.8 than they were previously. The visibility of the
question is copper fastened by its mandatory status:
under PULSE 6.8 all users logging incidents by phone
with GISC (the civilian service tasked with populating
the crime incident database) are asked to complete the
Victim Needs Assessment screen and must address the
question of whether or not the crime had a discrimi-
natory motive. Given that the 2017 Report of the Expert
Group on Crime Statistics (Department of Justice 2017)
asserts that every addition of mandatory data involves
“legal, administrative and technical implications’, the
compulsory nature of the question on discriminatory
motives indicates a commitment to fulfilling the State’s
obligations under the Victims' Directive to identify vic-
tims of hate crimes in order to provide them with ac-
cess to appropriate supports.

The number of crimes recorded as having a discrimina-
tory motive increased dramatically following the intro-
duction of this technical innovation: from 114 in 2014
to 308 in 2016:
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Table 3: Crimes recorded as associated with
a discriminatory motivation 2016 “.

Ageism 38
Anti-Disability 12
Anti-Muslim 13
Anti-Roma *
Antisemitism *
Anti-Traveller 25
Gender related 31
Homophobia 28
Racism 152
Sectarianism *
Transphobia *
Total 308

One of the challenges to the reliable recording of
crimes with a discriminatory motive is police aware-
ness of the recording categories. Having spoken to
ELO/LGBT officers about their awareness of the pre-
PULSE 6.8 recording categories in 2015 (see Haynes
et al 2015), in 2017 we spoke both to members of An
Garda Sfochdna and civilians working as call takers
(Incident Creation Representatives) in the Garda Infor-
mation Services Centre who log reports to PULSE on
behalf of the police (see Haynes and Schweppe 2017).

In an earlier study, in interviews with gardai conduct-
ed in 2012, Clarke (2013) found that officers differed in
their understanding of recording procedures for racist
crime — and that most did not know the definition of
racism used by the service, or even that the service was
required to record the numbers of racist crimes. Our
2015 research found that, pre-PULSE 6.8, police were
broadly aware of the racist discriminatory motive.

However, while all of the interviewees in our research in
2015 were aware that it was possible to record a crime
as racially motivated using the drop down motivations
menu, there was less consistency in awareness of the
other available prejudice-related categories (Haynes
et al 2015). Few garda interviewees mentioned the
category of antisemitic motivations. None mentioned
sectarian motivations. While there were generally high
levels of awareness of the potential for homophobic

2 *Indicates that there were between 1 and 3 crimes recorded
in this category, but that the number of cases did not meet
the Central Statistics Office’s minimum frequency rules for the
purposes of reporting. The CSO was not in a position to disag-
gregate by offence type.

/)CEF'OL



Recording Hate Crime: Technical solutions in a training vacuum

crime, one ELO/LGBT officer was unaware that it was
possible to record a homophobic motivation on PULSE.

“Interviewer: Do you know if you can record a homo-

phobic motivation?”

Interviewee: No. Definitely not.

Interviewer: You can't?”

Interviewee: Could you flag it as homophobic? . ..

apart from the narrative? | don't think you can.”

(Garda)
We raised the question of how bias-related motiva-
tions such as transphobia and disablism which are not
available through the motivations menu on PULSE
might be recorded. Responses varied; some interview-
ees suggested that they would use the menu entry for
homophobia in flagging transphobic motivations:

“Interviewer: What about transphobic now?
Interviewee: We have to record it under homophobic
because there is no other place for it. The workaround
atthe moment ... is to include transphobia in the
narrative.” (Garda)

Others suggested that they would just note the mo-
tivation in the narrative section of the report. In one
case the garda interviewee was unable to say how they
might record either a transphobic or a homophobic
motivation.

Although the Garda Inspectorate (2014) report Crime
Investigation refers to the existence of an organisational
definition of both racist and homophobic incidents, An
Garda Sfochana interviewees referred only to an organ-
isational definition of racist incidents.

“Interviewer: Is there a definition of homophobic crime
in An Garda Siochdna? Interviewee: No.” (Garda)

While we saw earlier that some ELO/LGBT officers
worked on ensuring that transphobic motivations
were recorded, others had no understanding of the
concept as we can see here from this participant.

“Interviewer: What about transphobic crimes?
Interviewee: Transphobic crimes? Tell me what a trans-
phobic crime is?” (Garda)

Awareness of recording categories post-PULSE 6.8
Following the introduction of a discrete and manda-
tory question on discriminatory motives in November
2015 as part of the PULSE 6.8 update, GISC call takers

interviewed in 2017 for this research unanimously
agreed that they initially listed all eleven discriminatory
motives available each time a report was made. Over
time, however, this practice faded out they explained,
with some call takers prompting officers where they
perceived a particular discriminatory motive to be rele-
vant to the incident details, and others asking an open
question on whether any discriminatory motives were
present in the case:

“Idon'tlist it anymore. | just ask if there’s any discrimi-
natory motives.”
(GISC Employee)

Gardaf interviewed in 2017 displayed little awareness of
the recording categories when we asked them to recall
the categories of discriminatory motive available:

“Interviewer: Do you recall what the categories are?
Interviewee: | don't ... | can't recall, no.” (Garda)

We then prompted participants by asking if they were
aware of the presence of particular discriminatory mo-
tives available. Again, participants evidenced very low
levels of awareness of specific categories:

“Interviewer: Is there an anti- Traveller motivation that’s
possible on PULSE? Interviewee: I'll have to check that
and come back to you.” (Garda)

“Interviewer: Were you aware for example that an-
ti-disability is listed as a discriminatory motive?
Interviewee: No.” (Garda)

Indeed, the only individuals with a comprehensive
knowledge of the available recording categories
worked primarily with victims and in the Garda Racial
and Intercultural Diversity Office.

Training and Policies

Awareness of a suitable range of recording categories
is valuable but not enough by itself. Our 2015 research
noted that, with the exception of the brief HQ Direc-
tives which govern the recording of discriminatory
motives in Ireland, there was no other documentation
detailing recording protocols, nor any training on the
subject (Haynes et al 2015). An Garda Siochana began
delivering diversity training to specialist officers since
2002 through the Garda and Racial Intercultural Office
(GRIDO) with the assistance of representatives of mi-
nority groups (Mclnerney 2017), but this training is not
mainstreamed nor, according to interviewees, does
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it specifically address the recording of discriminatory
motives.

In 2017, we found that training had been provided to
alert members of the service to the introduction of
new screens and questions in PULSE 6.8, although it
appeared that not all members had had access to this
training over a year following the rollout of the update
(Haynes and Schweppe 2017):

“In theory they were supposed to know about all the
changes that come through. But with all the cutbacks
and everything a lot of them weren't getting their
CPD [continuous professional development].” (GISC
employee)

"I can’t think of any specific training.” (Garda)

Interviewees unanimously agreed that neither civilian
call takers nor police officers had had access to either
training or documentation on protocols for recording
a discriminatory motive specifically, for example the
circumstances under which a discriminatory motive
should be recorded (see section below on the percep-
tion test) or the definitions of the various constructs
referenced in the recording categories to be used.

‘I went into [PULSE] recently, the tab for ... an injured
party for a person and | just went in and it was all
these different tabs. | filled them out ... you're asking
me what they are, | don’t know. ... Like no doubt | was
given an e-mail. But they get lost.” (Garda)

In the absence of institutional definitions, both police
officers and call takers had to rely on common sense
understandings and individualised interpretations of
the constructs referenced.

“Interviewer: So you didn't get any training in terms of
this is what transphobia is or?

Interviewee: No. | think it’s just taken you'd know your-
self which sounds a bit weak really.” (Garda)

Consequently, both groups evidenced variation and
uncertainty in interpreting recording categories. These
issues are exemplified in the following excerpts from
interviews with police officers in which they discuss
their understanding of the recording category “gen-
der-related”:

‘I don’t know whether it comes down to transsexual?”
(Garda)
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“I presume it's LGBT?” (Garda)

“... ifyou have a female present and there is abuse
hurled at her.” (Garda)

"A crime against someone because a suspected offend-
er doesn't like a female or a male.” (Garda)

In discussing such challenges, a senior officer empha-
sized that:

“Training is more effective than guidelines” (Garda)

Prior to any such training, however, detailed proto-
cols for the recording of discriminatory motives are
required, including agreed definitions of the eleven
recording categories.

“Interviewer: Did you get any guidance on what the
different discriminatory motives mean?

Interviewee: Not really. They don't really. It's ageism
and that’s it. It's just one phrase. Doesn’t give specifics
as to what that is. Or it could be racially motivated but
it doesn’t specify anything else, it's just racial. D’you
know?” (GISC employee)

Operationalization of the perception test

The Garda HQ Directive No 04/2007 retained percep-
tion as the criterion for recording a racist discriminatory
motive. This criterion was developed initially in England
and Wales in the 1999 Macpherson Report, the prod-
uct of an inquiry set up in the wake of the racist mur-
der of Stephen Lawrence to examine the investigation
of racially motivated crimes by London’s Metropolitan
Police Service (MPS). In the UK, the Macpherson Report
"has been identified as the most significant driver for
the recognition of targeted victimisation” (Mason et
al 2017). England and Wales' College of Policing, in its
133 page long 2014 Hate Crime Operational Guidance,
explains the perception test as follows:

"For recording purposes, the perception of the
victim, or any other person ... is the defining
factor in determining whether an incident is a hate
incident, or in recognising the hostility element of
a hate crime. The victim does not have to justify or
provide evidence of their belief, and police officers
or staff should not directly challenge this percep-
tion. Evidence of the hostility is not required for an
incident or crime to be recorded as a hate crime
or hate incident .. If the facts do not identify any
recordable crime but the victim perceived it to be
a hate crime, the circumstances should be record-
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ed as a non-crime hate incident and not a hate
crime.” (College of Policing 2014, p.6)

As noted above, the Macpherson definition of a hate
crime or incident covers any incident which is per-
ceived to be hate motivated “by the victim or any oth-
er person” (Macpherson 1999, 15-16). This is clearly
a remarkably subjective definition — its purpose is to
ensure effective and appropriate investigation. In Ire-
land, Garda HQ Directive No 04/2007 states that any
incident which is perceived by “the victim or any other
person” — for example the police officer, a witness, or
a person acting on behalf of the victim — to have a rac-
ist motivation should be recorded as such.

Awareness of the perception test

In 2015 we had noted low levels of awareness of the
relevance of the perception test to the recording of
discriminatory motives in Ireland. In 2017, we found
no evidence that awareness of the perception test
had been mainstreamed. In this research, there were
mixed understandings of the circumstances in which
a discriminatory motive would be selected, with this
garda stating that he would require evidence of a racist
motive before the box would be ticked:

“Interviewee: So once you're satisfied that the incident
... orthat the statement complies with what you be-
lieve to be a racially motivated incident well then that’s
when you tick it.

Interviewer: So the person will say | think it’s racially
motivated and then ... do you need to verify that? Is
that what you're saying to me?

Interviewee: Yeah, it’s like an allegation of an assault.
You can't put someone down as being a suspected
offender in an assault until you know the facts of the
case. So that ... that pretty much goes in line with
that. Until you're 100 per cent certain or satisfied ...
you know it's your opinion as to what you're hearing
from that person. You believe its bona fide allegation
so you tick it (Garda)

Two gardai described circumstances in which they
would tick the box which approximated implementa-
tion of the perception test, but when we asked why
they would take this approach, they responded that it
was not because of any training, but rather, their own
gut instinct.

Only those police officers who worked exclusively with
victims and who had additional training on hate crime

had any knowledge of the perception test. Mclnerney
(2017) emphasises that full training for all officers in
applying the Macpherson definition is essential. One
individual who explicitly referred to the perception
test had become aware of it through a course outside
An Garda Siochéna. A second, who undertook a train-
ing course delivered to all gardaf in the area, said to
us that the trainer themselves was unaware of the cir-
cumstances in which an incident would be recorded
as racist, and the garda had to instruct and correct the
trainer on the perception test:

“Interviewer: So what was the trainer’s perception of
when you would tick the box for a racist motivation?
Interviewee: If the guard believed it was racist then
hed tick the box ... The lads delivering the course were
great and everything ... and said we didn't actually
know that, you know. And that training was delivered
to all the guards in [the District] and nobody knew
what they were talking about.” (Garda)

Whatever methodology is adopted, the absence of
clear protocols regarding the circumstances under
which a discriminatory motive should be recorded
impacts the reliability of the data collected. It is clear
that at present members of An Garda Siochana differ
in their belief as to whether it is the victim, or the po-
lice officer's perception, which determines recording,
and more specifically, whether evidence is required.
At present, victims cannot be certain of the protection
proposed by the perception test against individual or
institutional bias preventing the recording — and likely
the investigation - of a hate element.

Conclusions

Ireland’s police can be commended for taking a pro-
active, expansive, and inclusive approach to record-
ing hate crime. By requiring members to answer the
question of whether a crime they are recording had
a discriminatory motivation, those seeking to record
a crime are at least theoretically required to consider
whether there was a hate motivation to the crime. The
technical changes introduced via PULSE 6.8 evidence
a progressive ethos with respect to:

+ Recording the hate element of a crime beyond the
limits of legislation
+ Including a wide range of identities
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«Making consideration of the presence of a hate el-
ement compulsory

The innovation has achieved a substantial increase in
the number of recorded crimes with a discriminatory
motive. However, in the absence of agreed definitions
and training, the impact of this technical change will,
we believe, be limited.

The quality of crime statistics is impacted both by
methodological shortfalls and human error. Indeed,
the EU Sub-group on Methodologies for Recording
and Collecting Hate Crime has dedicated the first two
years of its labours to improving police recording prac-
tices (EU FRA 2017). In Ireland, police recorded hate
crime data do not attain the standards of quality re-
quired by those jurisdictions to be accorded the status
of national statistics. The Irish State has not made offi-
cial statistics on police recorded hate crime publically
available since the end of 2016. The Central Statistics
Office made the data cited in this article available to
us on request to support our analysis. With specific
reference to data on “discriminatory motivations” the
Central Statistics Office in Ireland warns users:

“It is important to note that the levels of crime with
a discriminatory motive recorded in Ireland are very
low in comparison with figures in other jurisdic-
tions.” (CSO 2017)

In the course of this research, we found significant
shortfalls in police officers’ awareness and comprehen-
sion of hate crime recording categories. The findings
of our qualitative fieldwork with police officers and
incident creation representatives places important
context on the operational impact of the jurisdiction’s
“lists of bias indicators that police officers can use to
identify the bias motivation underlying the reported
offence” and “specific instructions, guidance or train-
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ing on recording hate crime” recorded in the Subgroup
on methodologies for recording and collecting hate
crime data’s Improving the Recording of Hate Crime by
Law Enforcement Authorities. While we recognise the
advancement which the list of eleven discriminatory
motivations available to Irish police represented, we
conclude that, by 2017, awareness of the new recording
categories had not been mainstreamed among gardai
and little support had been provided to them in inter-
preting the meaning of the categorical labels. While
technical training on the use of the recording system
had begun to be rolled out, training on the substantive
issues involved had not been mainstreamed and the
training that was available did not specifically address
the recording of discriminatory motivations.

We conclude that progress achieved via pulse 6.8
could be furthered with policy and training to address:

- Agreed definitions of recorded categories
- Applicability and meaning of the perception test
Awareness of categories

Such training should be delivered across the force as
a whole to ensure there is a collective and shared un-
derstanding of hate crime among all stakeholders - po-
lice, VSOs, call takers and reviewers.

The importance of such interventions cannot be over-
stated. Our 2015 research found that the point of re-
cording is the first, and potentially the most significant,
point at which a hate element can be disappeared
from the criminal justice process (Haynes et al 2015).
This ‘filtering out’ is significant in its impact on the
visibility of the hate element of crimes to the criminal
justice system: Where a hate element is not recorded
at the point of reporting, it is unlikely that it will be in-
vestigated and prosecuted.
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Abstract

TIRM is an acronym for the Croatian model of Telecommunication Information Requests Management. It is an

electronic application designed for the systematic requesting and issuing of electronic communication data, as

well as the handling, processing, storage and use of data. TIRM application was developed and designed during

the last three years of a process including the needs analysis, preparation, test, and implementation phases. It

helps in the processes of authorisation and approval of requests, transferring and storage of data, and in the ana-

lytical processing. The paper presents and explains:

- Importance and values of the systematic requesting, issuing and managing of electronic communication infor-
mation;

— Grounds for electronic communication information requests;

— Possible threats and possibilities of abuse;

- Advantages of using the electronic format of telecommunication information requests management.

Keywords: telecommunication information, electronic information, information requests management, elec-
tronic communication, data requesting

Introduction All police officers in the Republic of Croatia would
agree with the conclusion that a police job is unimag-

The possession of electronic communication data by  inable without the usage of electronic information re-

police officers and public prosecutors is a very pow-  quests and analyses (Kralj, 2009).

erful tool for combating crime. At the same time, it is

a big responsibility to collect and keep the information

properly, without any abuse in the context of human

rights.
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Public prosecutors would agree with the before mentioned
conclusion as well, having in mind the value of evidence
collected by special evidence collection actions.

Usage of a number of special evidence collection ac-
tions at the same time with requesting the telecom-
munication information is really important. In that
sense, requesting the telecommunication information
is the controlling and supporting action for all other
actions (Maraci¢, 2015).

The term “electronic communication data” refers to
data about the contact(s) between electronic address-
es during a certain period (duration, frequency) or at
the exact time, location of the device, the identifica-
tion parameters of the device and the identification of
the device user(s) location, excluding any information
about the content of communication.

Technological improvements and development en-
able the public to communicate using various types
of communication devices. Therefore, since criminals
are using modern communication technology, law en-
forcement officials have to possess an adequate and
efficient model of data collection that is in line with
both technological requests and the legal framework.

Without going into details, the electronic communica-
tion data used for the intelligence purposes or in an
evidentiary form helps to identify, locate and arrest the
criminal offender(s) and also to investigate and prose-
cute criminal offences in numerous cases. Furthermore,
it helps in situations when persons are lost or missing,
when it is necessary to search for some objects or as an
evidence collecting tool.

In general, numerous cases were solved thanks to
a crucial evidence that originated from the electronic
communication information.

On the other hand, a request for electronic commu-
nication information represents a temporary limitation
of personal rights, protected by European Convention
on Human Rights and its Protocols (Council of Europe
1950), national constitutions and other related laws,
and it always comes under the scrutiny of the public
eye.

Taking into consideration all the above reasons, law
enforcement officers have to follow the very precisely
prescribed procedure of: the requesting and issuing
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of electronic communication data, as well as the han-
dling, processing, storage and use of data.

In terms of the use of electronic telecommunication
tracing or interception, each EU member state has its
own specific rules and regulations, but what all EU
member states have in common is the need to act in
accordance with the rules of European Convention on
Human Rights and its Protocols. The information on
different legal systems of the EU member states and
details on the status of the implementation and rati-
fication of regulations can be found on the European
Judicial Network website (2018). This website, or, more
specifically, the sections of Atlas, Compendium or/and
Fiches Belges describe, among other things, all pos-
sibilities of electronic telecommunication tracing or
interception in the EU member states. The European
Judicial Network website thus gives an opportunity
to explore and compare the possibilities and ways for
a successful judicial cooperation (Maraci¢, 2016).

Croatian legal framework on electronic
communication information requests

In accordance with the Croatian legislature, electron-
ic communication data can be extracted in an intelli-
gence or evidentiary form. The difference between the
two forms depends on the used legal ground, since it
can be used either in accordance with the Police Pow-
ers and Duties Act (Republic of Croatia, 2014) or with
the Criminal Procedure Act (Republic of Croatia, 2017).

According to Article 68 of the Croatian Police Powers
and Duties Act, electronic communication data verifi-
cation is one of the police powers. It's allowed in the
investigation and suppression of ex officio criminal of-
fences; in the suppression of danger and violence; and
also when searching for persons and objects.

Persons authorised for the electronic communication
check approvals are the Head of Criminal Police Direc-
torate, the Head of Police National Office for the Sup-
pression of Corruption and Organised Crime and Heads
of Police Districts. In the case of their absence, Deputy
Heads are authorised for the mentioned approval.

Furthermore, the Croatian Regulation of the Police
Proceedings (Republic of Croatia, 2015) regulates in
more detail police powers and refers to the Croatian
Police Powers and Duties Act. Article 103 of the Regu-
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lation stipulates that electronic communication checks
should be requested through Information Technology
(IT) application of electronic communication informa-
tion management.

On the other hand, the Croatian Criminal Procedure
Act, Article 339a prescribes the verification of the es-
tablishment of telecommunication contact as an ev-
idence collection action. It is allowed in the case of
the investigation of criminal offences specified in the
criminal offences catalogue for the special evidence
collection actions and for the criminal offences with
prescribed imprisonment of more than five years. The
investigation judge is authorised to issue a warrant for
requested telecommunication checks at the request
of a public prosecutor, but in specific and very urgent
cases, a warrant can be issued by a public prosecutor
and later validated by a judge. If the registered owner
or user of telecommunication devices gives his written
approval, the warrant is not needed.

In both cases of requesting telecommunication infor-
mation, either in a cognitive or evidentiary form, the
operational technical procedure is almost the same.
For the purpose of the coordination and control of all
relevant bodies involved in requesting and conducting
this process according to the Law on a Security Intelli-
gence System (Republic of Croatia, 2006) and Criminal
Procedure Act, the Operational Technical Centre has
been established. The role of the Operational Technical
Centre is to provide a flow of the requested telecom-
munication information between telecommunication
providers and investigation authorities. The Operation-
al Technical Centre provides a support to the Intelli-
gence service as well.

The legal ground for requesting electronic information
in the Republic of Croatia is regulated in accordance
with the directions of the European Court, abiding by
the rights of privacy and personal data protection (Ju-
ras & Vulas, 2016).

Monitoring of the implemented
electronical communication information
requests

When we speak about electronic information requests
managed in accordance with the police powers, the
Croatian Police Powers and Duties Act predicts possi-
bilities for monitoring. For that purpose, in accordance

with the Act, the Council for Civilian Supervision of po-
lice powers should be established. The Council is com-
posed of 5 members and 5 deputy members. They can
act after criminal investigation has been finalised and
are authorised to ask for the relevant information from
all bodies involved in the process. At the end of the
supervision, the Council must submit a report to the
President of the Croatian Parliament, the President of
the Committees for Internal Politics and National Se-
curity, the Committee for Human Rights and Rights of
National Minorities, the Minister of the Interior and the
General Director of the General Police Directorate. At
the same time, the applicant for monitoring should be
informed.

When electronic data are collected in an evidentiary
way in accordance with the Criminal Procedure Act,
the monitoring and control mechanism is arranged
through judicial system. A request for electronic (tele-
communication) data could be initiated by the police
toward the public prosecutor, or the public prosecutor
himself can initiate a request. In both cases, the public
prosecutor has to pass the request to the investigation
judge who considers the request and makes a decision
within 4 hours. If the investigation judge approves the
request, he/she issues a warrant and sends it to the po-
lice authorities for action. As was mentioned earlier, in
specific urgent cases the public prosecutor is autho-
rised to approve and issue a warrant by himself but
he/she has to inform the investigation judge within 24
hours and the judge has to decide whether to verify it
or not. The described protocol is a guarantee for the
protection of human rights, so the terms prescribed in
the Criminal Procedure Act do not allow any abuse of
this evidence action since otherwise all collected data
is considered illegal and not usable in criminal pro-
ceedings.

It should also be mentioned that all the described ac-
tions regarding electronic telecommunication data
requests and all results and reports of the requests
are part of the chain of evidence used in the ensuing
criminal proceeding. During that time, there is another
way of monitoring conducted by trial judge or court
council.
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Statistics as a trigger for action

By adopting the amendments to the 2002 Criminal
Procedure Act, the Republic of Croatia has for the first
time clearly defined the possibility of access to retained
data on electronic communications, or more specifi-
cally telephone calls and messages records, while the
content of communication still remains in the domain
of the gathering of evidence by using special evidence
actions and depending on the possession of a court
order.

In order to prevent uncontrolled access to retained data
and to provide for the use of this power to be moni-
tored, the prescribed way of accessing this information
within the Ministry of the Interior implied a centralized
approach to telecommunications operators. Such ac-
cess is ensured through the Criminal Police Directorate,
or the Special Investigation Service, which collects and
verifies the technical validity of the request central-
ly and provides technical support to users, while the
legality of requests to access the data is checked by
the head officers of the criminal police line within the
Police Directorates.

At the beginning, all the work was done by filling the
forms manually and by delivering them physically to
the Special Investigation Service, which recorded all
the requests, collected the requested data and sub-
mitted them to the claimants.

The problems that dogged the work were the slow-
ness of the entire process of data acquisition and anal-
ysis, insufficiently structured data and different data
supplied by different telecommunication operators,
insufficient explanations of service marks within the
submitted records, the lack of data including the lack
of infrastructure data for the transmission of commu-
nications etc.

=

{

Signs of additional problems emerged in 2003 when
the first Law on the Liberalization of the Telecommuni-
cations Market was adopted, and the police began to
notice these problems for the first time in 2005, when
new telecommunications operators started providing
services. All of this has led the police to face new data
formats, new types of data, problems with commu-
nicating with operators, and a strong need for estab-
lishing new protocols. Rules of the game have been
identified to prevent possible abuse without causing
public safety erosion and inability to conduct criminal
investigations.

The Ministry of the Interior launched an initiative to es-
tablish an independent agency that would represent
a technical body between the law enforcement au-
thorities and providers of telecommunication services
in the field of legal interception of communications
and access to retained data.

This initiative came to life in 2007, when the new Law
on the Security Intelligence System of the Republic of
Croatia entered into force, which was a major change
considering that it foresaw the establishment of the
Operational and Technical Center for Telecommunica-
tion Surveillance (hereinafter OTC). OTC gained an im-
portant role in the system when it comes to controlling
lawful interception measures. OTC managed to arrange
the standardization of procedures in accordance with
the ETSI standards and the same format of call data,
especially for mobile and landline telecommunications
operators.

At the same time, the situation was out of control with
the increased number of users of telecommunications
services in the conditions of a growing economy in the
pre-crisis period. At one point, the number of users
exceeded 8 million in landline and mobile telephony
services without users of Internet access.
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Croatian Model of Telecommunication Information Requests Management (TIRM)

Table 1. Indicators of the number of requests for access to retained data compared to the number of criminal offenses and
the number of mobile and landline telephone network users without internet access users (Kralj 2009)

Year Criminal offences (without traffic offences) Requests Phone numbers Landline subscribers Mobile subscribers
2001 75730 1182 2466 No data No data
2002 75363 2576 5646 1825157 2312653
2003 77 653 4099 8 867 1871347 2537 332
2004 82 950 6710 12021 1887 637 2835508
2005 77 587 11790 18 648 1882500 3649700
2006 78 664 16 267 25218 1826 800 4395150
2007 73319 18823 28915 No data No data

According to the records of the Ministry of the Interior
of the Republic of Croatia, during the years 2014 and
2015 a total of 48 460 requests for verification of tele-
communication contacts were filed pursuant to Article
68 of the Police Powers and Duties Act (25 263 requests
in 2014 and 23 197 requests in 2015), approved by au-
thorized persons in accordance with the legal regula-
tions, after which the requested information was veri-

fied by the telecommunications service provider (Juras
& Vulas, 2016).

According to the "Annual comparative data of the elec-
tronic communications market in the Republic of Cro-
atia” by the Croatian Regulatory Agency for Network
Activities HAKOM, the number of users of services in
the landline and mobile network for 2010, 2011, 2013,
2014 and 2015 was as follows:

Table 2. Indicators of the number of landline and mobile network subscribers

Year Landline subscribers Mobile subscribers Sum of subscribers
2010 1865729 6362 106 8227 835
20m 1606 090 5115140 6721230
2012 1454133 4971 351 6425 484
2013 1430 644 4912134 6342778
2014 1355421 4461 352 5816733
2015 1315654 4415 660 5731314

By reviewing the above indicators, it is clear that the
telecommunications market had an uncontrolled
growth that stabilized by 2015 and returned roughly to
the 2005 indicators.

As access to electronic communications is made
available to all police officers working in criminal po-
lice lines from the smallest organizational units (po-
lice stations) to the units in the Police Directorate, the
amount of work and time spent has reached a critical
level in 2009. Encouraged by this development of the
situation, the Police Directorate of the Ministry of the
Interior has launched a comprehensive recording of
the state, processes, procedures, data categories and
the legislative and organizational framework in order
to come up with concrete proposals in 2011 to change
the model of work and to move to a solution based on
the information and communication technology.

During 2014, an implemented solution based on In-
ternet technology was completed, thus enabling the
creation, approval, delivery, data visualization and pro-
cess monitoring for the purpose of detecting potential
misuse of data, called TIRM (Telecommunication Infor-
mation Request Management hereinafter referred to
as TIRM).

TIRM is available to every police officer in the line of
criminal police work and is linked to the OTC, which
enables a fully computerized process of accessing the
retained telecommunication data and auditing them.

This solution has been recognized and accepted by
police officers as easy, reliable and user-friendly since
the very beginning of the application. The average
time of the whole process compared to the previous
state is reduced from 3 days to 2-6 hours, whereas in
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urgent cases of rescue or search for persons, this pro-
cess takes only a few minutes, with the level of protec-
tion of the data and the legality of using police powers
duly secured.

Not less importantly, the whole process is practically
paperless, with high savings in paper, ink, delivery costs
and working hours. A significant number of police offi-
cers who worked on these jobs was returned to crime
investigation jobs instead of being engaged with filling
in and submitting requests and records and allowing
managers to automate the creation of reports for their
organizational units and to conduct a faster and more
effective supervision over the use of the police powers.
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Abstract

Introduction of new IT hardware and software tools has a fearsome dynamic and is directly shaping the overall
human interactions and patterns of economic and social development. All actors in the society, including deci-
sion makers, scientists, academia and civil society, must be aware that, when new technologies are developed,
which are capable of opening new dimensions of communication, transport or development, there must be
comprehensive evaluation not only of the positive effects but also of the potential negative side effects of these
new kinds of products and services which very easily could be used by individuals or groups for jeopardizing
citizens' security and overall public safety. Furthermore, the implementation of new technologies by law enforce-
ment agencies raises the question of proper implementation of human rights standards and legal accountability.
This analysis is also giving a short overview of the law enforcement capabilities regarding new technological
developments in three EU candidate countries: North Macedonia, Montenegro and Serbia. These countries are
into EU accession process and they need to harmonize their national legislations with EU acquis and achieve full
interoperability with the EU agencies. Recommendations for improvement of the capabilities for adopting new
technologies and innovation in the day-to-day operational functioning of the police forces and law enforcement
agencies in these three EU candidate countries are also proposed at the end of this analysis.

Keywords: innovations, technology, law enforcement, North Macedonia, Serbia, Montenegro

Introduction or indirect products of ICT revolution and process of
digitalization.

The police as the only legitimate state actor which can

use force, conduct criminal investigation and at the
same time restrict and protect human rights and liber-
ties are facing tremendous challenges which are direct

1 Corresponding author’s e-mail: Kristina.doda@ihr.orgmk . Due
to the official change of the name for the country, the reference
to the Former Yugoslav Republic of Macedonia, used in the on-
line-first version has been corrected, except for the references.

Introduction of new ICT hardware and software is
shaping the overall human interactions and patterns
of economic and social development. Taking into con-
sideration the complexity and the dynamics of ICT and
digital innovations, law enforcement agencies (LEA)
including the police organizations are put in unfavour-
able position because potential and existing trends
that new technologies are bringing as own side effects
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are numerous and are exceeding the police financial
and human resources for prevention and investigation.
However, from another side ICT presents a main medi-
um for developing and introducing many innovations
and new methods in LEA and police work.

Although the development of ICT has positive in-
fluence on many social and economic activities still
there are many “grey zones" from legalistic, moral and
social aspects in domains such as use of autonomous
or semi-autonomous vehicles, use of various size of
flying drones, developing of overall digital economic
activities, new ways of production especially of the 3D
printing and manufacturing, privacy data protection in
internet domain and data mass storage practices. The
use of autonomous or semi-autonomous vehicles are
opening a lot of legal and practical police dilemmas
over numerous situations as a traffic safety, traffic ac-
cidents, possibility who can use them etc. The flying
drones are already one of the most challenging devic-
es that police officers are facing regarding jeopardizing
the security of some public buildings and security in-
teresting individuals.

The digital economy is becoming driver of economic
and social development of many countries including
the EU which placed digital economy as one of its stra-
tegic goals and even have developed own digital sin-
gle market strategy. Having in mind that through these
kinds of processes the economic and financial activi-
ties are becoming faster and more dynamic, police of-
ficers must develop new skills and toolkits for ensuring
implementing the law and providing security.

Furthermore, the stakeholders and especially LEA and
police management officials should not underestimate
and neglect the human rights-based approach which
should be seriously taken into consideration when
new technologies with potential for mass data storage,
easily exceeding citizens' privacy and restricting many
fundamental human rights are adopted by LEA and
police organisations. Moreover, in the time of digital
societies and rapid development of ICT there is also
raising tendency of questioning the inviolability of the
right to privacy.

This analysis highlights the importance of adopting
and utilizing new technologies by LEA and police
organisations with a special focus on the current de-
velopments in this particular domain in three EU can-
didate countries: North Macedonia, Montenegro and
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Serbia. The analysis is an initial stage for further re-
search and is based on content and qualitative analysis
of the National strategies for development of police
forces in these three countries.

New technologies, what are the new
challenges?

Beside the positive sides and new possibilities that new
technologies are bringing, in the same time there are
numerous challenges and threats that are appearing
such as: digital frauds, different cyber-crimes, traffic
safety issues, various legal and practical difficulties
related to traffic accidents investigation and personal
accountability, guaranteeing the security of particu-
lar public spaces and individuals from abuse of flying
drones etc.

Ideally, LEA should strive for solutions before prob-
lems appear which means making assumptions and
propose sustainable solutions for effective prevention.
Developing a systematic infrastructure in policing for
maximizing technology’s potential will also require
both police and researchers to make a commitment
for a strong common research and development (R&D)
agenda. "Researchers can assist practitioners by col-
laborating on evaluation studies assessing theories
behind technology adoption. In addition, research
is needed to clarify what organizational strategies as
training, management and evaluation are most effec-
tive for achieving desired outcomes with technology
and avoiding potentially negative unintended conse-
quences” (Koper et al,, 2015).

Police can facilitate R&D policies by making greater ef-
forts for strategic and operational planning, sustainable
medium and long-term funding for R&D activities and
higher transparency and openness for cooperation
with academia and civil society organizations (CSOs).

A very important issue which should be taken into
consideration is the fact that any new developed tech-
nological toolkit or method before its adoption and
implementation as a standardized police measure or
authorization should be carefully tested and analyzed
with regard to its impact on human rights limitations
and police accountability. Advances in technology do
not always produce obvious or straightforward im-
provements in communication, cooperation, produc-
tivity, job satisfaction, or officers’ effectiveness in re-
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ducing crime and serving citizens (Koper, Lum & Willis,
2014: 214).

Only inclusive and sustainable policies and strategies
based on previous research on their effects upon so-
ciety and law could lead towards higher levels of resil-
ience to various forms of insecurity that ICT is bringing
with its rapid development.

New technologies and the human rights
perspective

Mostly when we think about technology we mainly
focus on how technologies operate and not how and
what is the impact of the technology on other police
outputs such as police behaviour, effectiveness or rela-
tionships with citizens. Therefore, in order to increase
the benefits of technology the new technologies in
police need to be used with respect to the principles
of accountability, transparency and data protection
and privacy.

From a human rights perspective technology led po-
licing (De Pauw et al,, 2011), raises questions in relation
to police accountability. As part of the development of
the surveillance society (De Pauw et al,, 2011) new po-
lice technologies including biometric databases, data
collection and analysis, facilitate and hinder compli-
ance with human rights. Although they are potentially
useful ICT tools for law enforcement, the need for prop-
er checks and balances is more than necessary when
we speak about usage of new technologies by LEAs.
This is especially important when LEAs are utilizing ICT
tools whose capabilities enable collecting and storage
of huge quantum of citizens' personal data, or easy
access of surveillance over various forms of communi-
cation which requires setting a strict rules, procedures
and ethical principles for protection and guaranteeing
the right of privacy as a fundamental human right.

To gain the full potential benefits of technological in-
novations, police must also arguably address tradition-
al and long-standing philosophical and cultural norms
about the role of law enforcement. Training about pro-
active and evidence-based strategies—and how tech-
nology can be used in support of those strategies—is
needed (Koper, et al,, 2015:5).
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Innovation and technologies in the EU
candidate countries North Macedonia,
Montenegro and Serbia

Regarding the innovation and new technologies in the
area of law enforcement and more precisely in the po-
lice work we analysed the current strategic documents
and approaches that are developed and present as
guidelines for the political and professional police
leadership in North Macedonia, Montenegro and Ser-
bia. The purpose of this analysis is to emphasise how
and to what extent North Macedonia, Montenegro
and Serbia are prepared for the new security threats
and challenges which are becoming more cyber space
oriented and digitalized. Through the EU integration
process these countries are committed to align their
national legislation, strategic documents and goals
with the EU values and acquis, including as well as the
key EU strategic policy document and interests from
the area of justice, security and freedom and area of
common defence and security policy. Therefore, one
of the most important benchmarks of the EU integra-
tion processes of the three countries is the EU based
strategic planning and legislative alignment.

In situation when EU is facing more and more with
technological driven security threats and criminal ac-
tivities, there is a necessity for adopting new technolo-
gy methods and instruments for prevention, detection
and investigation of these phenomena as well as high-
er level of interoperability among law enforcement
agencies of EU member and candidate states and EU
institutions and agencies. The following chapters are
focusing on national strategic goals and institutional
capacities that North Macedonia, Montenegrin and
Serbian law enforcement agencies are having, or more
specifically the police forces, related to the adopting
and developing new technology and technologies
in conducting of its legislative duties and responsibil-
ities. The analysis is done through analysing primarily
the National strategies for development of police forc-
es as a key strategic document that emphasises the
main priorities and goals regarding the research and
development capabilities of the police organisations in
these three countries.

Also the paper gives a short overview whether the
national police practices of utilizing new technologies
are followed by proper privacy data protection stand-
ards which are in line with EU acquis as an important
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precondition for safeguard of the fundamental human
rights.

North Macedonia law enforcement capabilities
regarding new technologies

The most important document which sets the stra-
tegic goals for enhancing the operational capabilities
and organizational potentials of North Macedonia law
enforcement agencies is the "Police Development
Strategy 2016 - 2020". In accordance with the strategic
objectives, this Strategy foresees that the development
of North Macedonia police is based on “.. .4 (four) main
pillars: resource management, police work with the
community, successful dealing with crime, and learn-
ing and development.” (Ministry of Interior [Mol] of R.
Macedonia; 2016:7)

In certain parts of the Police Development Strate-
gy directly are noted the existing organizational and
operational capabilities of North Macedonia police in
the domain of utilizing ICT technologies in carrying
out day-to-day police activities and tasks as well as
the necessity for implementing new technologies in
improving the police capacities for guarantee of the
safety and prevention efficiency of different forms of
criminality.

For the past three decades, North Macedonia po-
lice and other law enforcement agencies have been
constantly reforming and improving with different
dynamics in accordance with the basic democratic
principles stipulated in the Constitution and in ac-
cordance with the good practices of numerous Euro-
pean LEA. Also it should be noted that such reform
processes and changes in a significant degree were
supported and financed by certain international ac-
tors such as the Organization for Security and Coop-
eration in Europe (OSCE), the Council of Europe (CoE)
and, in particular, the European Union (EU) through
the pre-accession funds. More dynamical reforms re-
lated to the organizational setup and functioning of
the Ministry of Interior (Mol) and North Macedonia
police were conducted after 2001 and especially after
obtaining the candidate status for an EU membership
at the end of 2005. However, very often the positive
effects of the implemented reforms were not very vis-
ible or the reforms were not always implemented in
the right manner.

According to the data presented in the Strategy for
the period 2016-2020, North Macedonia police is
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facing with low level of application of advanced ICT
software and hardware tools which actually reflects
upon its operational efficiency. Also, there are no
sustainable and systematic programs and funds for
developing innovative tools and solutions that in
the medium and long-term run would enable police
forces to obtain capabilities for proper respond to the
dynamic technological needs of the society as well as
to the risks that digitization brings with itself. Namely,
the Strategy suggests that “the majority of the po-
lice workflows are not covered by ICT support tools,
which substantially causes higher costs for material
and human resources” (Mol of R.Macedonia, 2016:21)
Additionally, part of the ICT applications that are cur-
rently used by the police “were developed with own
resources, but they are not based on the same entity
structure, which is a problem for integrating the over-
all police database” (Mol of R.Macedonia; 2016:22).
The documentation and the exchange of documents
within the police still is carried out in paper form
which has a significant negative impact on the ef-
fectiveness of the police work (Mol of R.Macedonia;
2016:22)There is no electronic centralized archive for
storing all documents, thus preventing the possibili-
ty of effective monitoring, which is well known that
is necessary in each segment of the police structure
and work (Mol of R.Macedonia; 2016:21).

Another disadvantage that prevents North Macedonia
police from having a more systematic approach for
improving its operational functioning and establishing
a sustainable system for development and application
of new technologies is not existence of database and
a checking mechanism for registering all police train-
ings, both nationally and internationally organized.
Furthermore, related to the international cooperation,
there is no common centralized record of projects that
will enable management, monitoring, implementa-
tion, monitoring and supervision of these projects.

From an organizational and structural point of view, the
police unit that has the authority and capacities to deal
with the cutting edge forms of criminality closely relat-
ed to ICT is the Department of Cybercrime and Digital
Forensics of the Mol, which has the task of conducting
investigations for the detection of serious and complex
cases of cybercrime, such as malware analysis, internet
fraud, social engineering, network attack, critical infra-
structure attacks, child abuse via the Internet, “Darknet”,
etc. This department is a centralized police unit and it
has own regional subunits. However these subunits are
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not operational due to lack of human and financial re-
sources (Mol of R.Macedonia; 2016:11) Therefore we can
conclude that North Macedonia police is facing great
challenges with regard to the implementation of inno-
vative and advanced ICT software and hardware tools
that inevitably imposes the need for drastic changes
of the strategic approaches and operational concepts.
It is also evident that certain basic preconditions firstly
need to be established in order the officers from North
Macedonia police to be able to respond to the chal-
lenges that the digital society imposes. One of these
preconditions is certainly the ongoing process of de-
velopment of a National Cyber Strategy which cur-
rently is in the process of drafting by various national
stakeholders.

When it comes to the legal safeguards of fundamen-
tal human rights in situations when police officers are
utilizing new high-tech ICT in conducting their duties
and authorizations, unfortunately North Macedonia
citizens have faced with serious challenges as a result
of high volume of police misconducts. Just recently
North Macedonia has experienced a mass wiretapping
scandal because some police officers without court
warrant or any other legally allowed security reasons
made an illegal recordings of more than 20 000 citi-
zens including politicians, businessmen, journalists and
ordinary people. The recordings were acknowledged
to have been made by the Administration for Security
and Counterintelligence which is a structural part of
the Mol. The content of many of the recordings pro-
vided numerous indications of unlawful activities and
abuses of power which leaded to serious breaches of
human rights and freedoms using advance ICT soft-
ware and hardware technology illegally. These kind of
unlawful practices have undermined the trust of the
citizens in the organizational values and principles of
the police.

The protection of privacy, the protection of personal
data, and the protection of human rights related to
freedom and dignity that were violated by this illegal
recording of communication, are protected by the
Constitution of the Republic of Macedonia and by
number of laws, including the Law on Personal Data
Protection, Law on Internal Affairs, Law on Police, while
the Criminal Code sanctions unauthorized wiretap-
ping. However, the European Commission Progress
Report on the former Yugoslav Republic of Macedo-
nia indicated that it is necessary to further adjust the
sector-specific laws in order to fully comply with the

European regulations on personal data protection (Eu-
ropean Commission, 2018).

Montenegrin law enforcement capabilities
regarding new technologies

The reforms in the police in Montenegro were im-
plemented together with the overall post-conflict
reconstruction process in Montenegrin society espe-
cially after the ending of Yugoslav secession wars. The
pressure for democratic policing and police account-
ability of the Montenegrin police was dual. Firstly, the
pressure was coming from Montenegrin citizens and
secondly was imposed by the ongoing process of Eu-
ropean Union accession process.

Montenegrin police and other law enforcement agen-
cies as many other European LEA is feeling the pressure
that process of digitalization and rapid breakthrough
in the ICT is affecting its operational functioning and
their capabilities for preventing and countering new
forms of crime committed by various ICT tools.

According to the Montenegrin “Development strategy
for police for the period 2016-2020" the speed of chang-
es in the field of information and telecommunications
technologies, imposed inevitable need for constant
improvement of technologies and procedures, used
by police officers (Mol of Montenegro, 2015:19). Fur-
thermore, into the Strategy is noted that the “adoption
of new technologies, new knowledge and skills should
enable police conducts, police methods of work and
achieved results to be constantly monitored, improved
and evaluated in order to be achieved maximum ef-
ficiency and transparency of the police work process,
and the needs of the citizens and the society as a whole
to be fully meet” (Mol of Montenegro, 2015:34). As one
of the priorities in the efforts for implementing specific
innovations in the functioning of the Montenegrin po-
lice is “introduction of the electronic management of
cases (Case Management), processing and intelligence
analysis of the data (Entity management), introduction
of system for electronic statistics and reporting in the
police as well as development of a unique geograph-
ic information system for the needs of all segments of
the police” (Mol of Montenegro, 2015:34).

This strategy also points out that as a result of an in-
creased number of Internet users, new electronic ser-
vices and in particular electronic payments via the In-
ternet in Montenegro there is a rapid increase in the
abuse of various forms of information technologies
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with intention of committing various types of crimi-
nal offenses which on the end represent a special risk
factor for the citizens and state security. Therefore, the
strategy listed High-tech crime among the most seri-
ous security threats that Montenegrin police is facing
currently or will face in the near future (Mol of Monte-
negro, 2015:19).

One of the steps for improving the operational capac-
ities for preventing and countering high-tech crime is
upgrading the ICT system of the financial intelligence
unit of the Montenegrin police. However, shortcomings
in the domain of the ICT and innovation implementing
capabilities of the Montenegrin police include the lack
of a secured data exchange link between prosecution
office and law enforcement agencies as well as the
need for increasing the administrative and ICT capa-
bilities of the officers (Mol of Montenegro, 2015:35:40).
Also, within the Ministry of Interior there is no special
organizational unit that would deal exclusively with the
planning and organization of training for the needs of
police officers and there is no strategic multi-annual
training planning (e.g. a five-year training plan).

Additionally, the Development strategy of the Mon-
tenegrin police regarding the innovations and new
technologies is emphasising that there is a need for
strengthening of the educational and training pro-
grams at the Police Academy and establishing a more
proactive role of the Ministry of Interior - Police Direc-
torate in creating study/ training curricula that meet
the needs of modern policing (Mol of Montenegro,
2015:40-41). Also, the study curricula need to be revised
and aligned with modern standards of police educa-
tion, human rights protection and technological inno-
vations.

In 2017 Montenegro has adopted amendments relat-
ed to video surveillance of the Law on Data Protec-
tion. However, according to the most recent European
Commission report the implementation of the data
protection legal framework remains weak. Work has
not yet started on aligning the broader legal frame-
work with the new EU data protection acquis in the
field (European Commission, 2018). Furthermore, as the
only one among the analyzed countries, Montenegro
has developed and adopted a special Cyber Security
Strategy for the period 2013 — 2017. This actually shows
the existence of awareness among the Montenegrin
security stakeholders for the security threats that ICT
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and their everyday usage in all domains of the society
could cause to the citizens’ and the state security.

Serbian law enforcement capabilities regarding
new technologies

Establishing a democratic and accountable police in
Serbia was and still is a challenging step for the Serbian
society. For a long period “the Ministry of Interior of the
Republic of Serbia was an alienated force, deeply crim-
inalized, politicized, centralized and with the absence
of external democratic control, as well as a lack of ef-
ficient internal control. Since the democratic changes
in 2000, the situation has slowly changed” (Paunovic,
2005:80). Numerous legislative and organizational re-
forms were undertaken for restructuring Serbian police
forces in the notion of democratic and citizen oriented
state organization. Furthermore as a result of the rais-
ing tendencies of more sophisticated forms of crime
there is an evident pressure for reshaping of opera-
tional functioning of the Serbian police and other law
enforcement agencies in accordance to the new social
and technological realities.

In the case of Serbia for the purposes of this analysis
firstly the “Development Strategy of the Ministry of In-
terior 2011 - 2016" was considered because in the time
of writing this paper the new Strategy for the period
2018-2023 is under development at Serbian Ministry of
Interior. This strategy still has the status of a draft ver-
sion and process of public debates with academia and
experts are ongoing. As a result of these developments
the focus was mainly on the Development Strategy for
the period 2011 — 2016 with taking in consideration
eventual differences stated in the draft version of the
new Development Strategy for the period 2018 - 2023.

A strategic approach to the development of the Min-
istry has been recognized as one of the key priorities
in the scope of an overall reform of the public admin-
istration. In addition to this strategy, as other strategic
and legal documents which are specifically related to
the development of the Serbian police capacities for
utilizing new technological and other innovations in
day-to-day functioning are also: the"Strategic doc-
ument - introducing e-learning as a support for the
development of the training system in the Ministry of
Interior” and the “Development Strategy for Informa-
tion - Telecommunications Technologies of the Mol for
the period 2016 — 2020".
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According to the Development Strategy 2011-2016 as
work areas that have strategic importance for the fu-
ture development of the Serbian police are:

— Organization and management,

— Safety of the individual, the community and the
state,

— Partnerships at national, regional and international
level,

— Internal and external oversight systems and opera-
tional transparency (Mol of the Republic of Serbia,
2010:14).

In the “Organisation and management” section there
is a sub-section “D) Developed Information and Com-
munication Technologies (ICTs)" in which the necessi-
ty for development of the ICT capabilities of the Mol
and police is acknowledged. Also, in the Development
Strategy 2011-2016 several challenges which Serbian
police are currently facing are detected. For example, it
is noted that there is no secure platform for electronic
data exchange or communication between law en-
forcement agencies (the prosecution service, the po-
lice, tax and other authorities (Mol of the Republic of
Serbia, 2010:7:11).

In the Draft version of the new Development Strategy
for the period 2018 — 2023 is stated that “Key challenges
for Mol have been identified in the area of: Information
and communication technologies; Cooperation at the
national, regional and international level; Human re-
sources; The availability of international development
funds” (Mol of the Republic of Serbia, 2017:14).

Furthermore in the Development Strategy 2011-2016 is
stated that “...substantial investments in Information
and Communication Technologies (ICTs), material and
human resources are needed” (Mol of the Republic of
Serbia, 2010:9). Also, the Strategy unambiguously is ac-
knowledging that “the use of ICTs is the prerequisite
for:

— for having a functional organization based on the
contemporary principles of a service-oriented insti-
tution, where the tasks are standardized and auto-
mated to the highest degree,

— for enabling the constant monitoring, improve-
ment and appraisement of the organization, the
work methods and the performance;

— Long-term planning regarding supplying of all lev-
els of the organization with the proper knowledge,

experience and equipment, while at the same time
allowing their constant upgrading.”(Mol of the Re-
public of Serbia, 2010:17).

The necessity for improvement of the ICT capabilities
of Mol and police are also emphasized again in the
Draft version of the new Development Strategy 2018 —
2023.

The Development Strategy 2011-2016 also refers to the
need for improving the computer and communication
infrastructure by replacing analog communication
with new installations in order to: enable faster data
flow to police departments and Ministry facilities both
through the Intranet and Internet communication in-
frastructure; Further improve and introduce new tech-
nological concepts and information systems for pro-
viding support to the Ministry’s work activities.

Similar objectives are stated in the Draft version of the
new Development Strategy 2018 — 2023.

From the human resources point of view, there is a ne-
cessity to be improved the training and professional
development system especially in the domain of pro-
viding specialized training, management training and
continuous professional development. It is also neces-
sary to develop new strategic and action plans as well
as research and development projects.

Regarding the threats that ICT brings with their dy-
namic development, should be highlighted the fact
that Serbia does not have a long-term strategy on how
to address cybercrime.

Additionally the European Commission progress re-
port for Serbia highlights “..a new law on personal data
protection in line with EU standards needs to be ur-
gently adopted. Processing and protection of sensitive
personal data, biometrics and video surveillance, secu-
rity of data on the Internet and direct marketing remain
inadequately regulated, leaving a significant scope for
abuse” (European Commission, 2016:61).

Regulation of the use of sensitive health data by public
and private actors became an issue in Serbia following
media coverage of a request made by a local police
authority to a local hospital. The reason given by the
local police authority was to “update relevant dossiers”.
(Journalism Development Network, 2015) The Serbian
Data Protection Agency initiated the supervisory con-
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trol over the implementation of the Law on protection
of personal data (Official Gazette of the Republic of Ser-
bia, nos. 97/2008, 104/2009, 68/2012, 107/2012) by the
Ministry of internal affairs.

The Serbian government started working on a new law
on personal data protection to harmonise the legisla-
tion with the new EU acquis entering into effect on 25
May 2018. The LEA have access to the personal data
of the customers of Internet Service Providers and tel-
ecommunication companies in Serbia who according
to relevant laws need to have a court decision to gain
access to these data of online users. However there are
no transparent information of how many requests for
private information have been requested by LEA in
Serbia.

From the above-mentioned, we can conclude that is
necessary the Serbian police to undertake fundamen-
tal changes regarding the approach of adoption and
utilizing new ICTs and innovations in its day-to-day op-
erational functioning in order to deal more efficiently
with the new forms of crime, to improve data protec-
tion and to ensure citizens’ right to privacy as well as
to improve interoperability with the other regional and
European LEAs.

Conclusion

After the analysis conducted on the situation in
North Macedonia, Montenegro and Serbia we can
conclude that more comprehensive and sustainable
efforts and solutions should be considered in order
to utilize ICTs for improvement of LEA and police
capabilities and performances. In all three countries
is evident that police organisations are facing with
significant challenges related to adoption and devel-
opment of innovative and technological advanced
methods and tools. Furthermore can be notice that
even some basic preconditions are non-existent
(organisational and personal) for utilizing basic ICT
infrastructures for enhancement of the operational
functioning and mutual communication between
LEAs and other local, national and international
institutions. Taking into consideration the accessi-
bility of advanced ICTs to the crime networks and
their trans-nationality these shortcomings need to
be addressed systematically by LEA management
and other relevant stakeholders. It is also evident
that there is a necessity for more inclusive process-
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es of cooperation with academia, ICT industry, civil
society and citizens in the process of development
innovative and technologically advanced solutions
which can significantly help for day-to-day opera-
tional functioning of LEAs.

The privacy protection aspect during utilization of
the advance ICT tools by LEAs in the observed coun-
tries is often weak due to the poor implementation of
legislation and weak regulatory control practices. So-
cio-economic transformation and usage of ICT have
radically changed the way of life in these countries
as well. Therefore the LEAs and especially the police
need to pay special attention both in building its own
capacities for preventing the new sophisticated types
of crime and also in providing accountable procedures
and mechanisms to guarantee the fundamental rights
when police officers used new ICT technological tools
in providing public safety and crime prevention activ-
ities.

Recommendations

— Establishing productive cooperation and part-
nerships of the LEA and police organisations with
private sector, academia and civil society organ-
isations in order to be established more efficient
process of following of the technological processes
and minimizing the technological gap in the police
workflow;

— Increasing the awareness of stakeholders, LEA man-
agement structures and police leadership for es-
tablishing special and sufficient funds for research
and development in the law enforcement area and
establishing a practice of conducting regular analy-
sis of the current threats coming from abuses of the
new technologies by criminals;

— Adopting and utilizing new ICT hardware and
software for improving the analytical capacities of
LEA and police, for reducing their response time in
criminal investigation and crises management as
well as for establishing secure channels of commu-
nication and data exchange at national, regional
and European level;

— Conducting periodic awareness raising activities
among the LEA and police officers on all organisa-
tional levels, nationally and at EU level about the
new technologies possibilities and potential treats;

— Developing educational and training programs
for LEA and police officers which will correspond
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to the new digital realities and citizens’ needs
and will be focused both on the positive and
negative sides of the new technologies over the
safeguard of the fundamental human rights and
over the outcomes of the police work activities
and duties;

— Encouraging practices which allows bottom - top
approach in developing new initiatives and inno-
vation which actually means that any police officer
beside his/her rank and position could propose
and initiated development and adoption of new
technologies and skills which will make police work
more efficient and effective;

— Establishing formal and informal channels for initi-
atives, projects and recommendations by the state,
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Abstract

Today, uncertainty is what is most certain in our daily living. In the domain of security and protection, uncertainty
becomes a critical condition for the decision-making process. Crowd’s protection is a complex and arduous prob-
lem in what concerns to guarantee security and safety during mass gatherings. In Europe, after several terrorist at-
tacks targeting crowded places, the first responders had to cooperate to mitigate the terrible effects of a terrorist
attack, violence or an accident. The promotion of a better cooperation amongst first responders should be based
on a multilevel interoperability model to solve potential and real coordination problems during rescue operations.
It is clear that an interoperable system will respond in a better and integrated way to save lives. Preparedness is
the key element. We all know that there are some traditional barriers for the interoperability implementation, such
as technological, cultural, organisational and individual. The presentation of a general reflexion about the critical
aspects of interoperability governance (plan, decision-making and training) tackles key issues such as innovation,
harmonisation of safety and security culture, articulation of top-down and bottom-up approaches, operational
procedures, technological support and general training. The discussion of a diagnosis model to assess the Euro-
pean interoperability continuum will give some food for thoughts to draft a roadmap to enhance the potential of
each organisation and the overall interoperability system.

Keywords: diagnosis model, first responders, governance, innovation, interoperability

Introduction

‘The two biggest challenges for police are interopera-
bility and security between the information systems’
(Scarborough & Rogers, 2007: 666). In the domain of
security and protection, uncertainty becomes a criti-
cal condition for the decision-making process. Crowd’s
protection is a complex and arduous problem in what

1 Corresponding author’s email: sfelgueiras@psp.pt

concerns to guaranty security and safety during mass
gatherings. In Europe, after the several terrorist attacks
targeting crowded places, the first responders had to
cooperate to mitigate the terrible effects of a terrorist
attack, violence or an accident. But due to their diver-
sity and the diverse multicultural approaches between
European countries, and within the organisations, the
response to critical incidents differs among them.
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Building trust between the different organisations
involved in the first response activities is essential.
Though, it may take too long to achieve regardless the
urgency of the interventions, namely considering the
jurisdictional disputes and the closeness of the organ-
isations, their competitiveness, and the contemporary
security demands. Sharing, integrating and managing
of the information coming from the different stakehold-
ers seems to be an impossible mission to accomplish.

This paper aims to contribute to the comprehension of
the interoperability process, which considers different
factors, dimensions, events and values of stakehold-
ers, and helps to better understand how they can or
interact in order to accomplish the interoperability po-
tential. We propose to design a model for data collec-
tion and analysis that will allow the characterisation of
the standard procedures as well as the malfunctions
in each of the organisations studied. A survey will be
conducted using this model and as a result it will help
us to build a dynamic map where links and disruptions
amongst them can be identified, thus enlightening us
about current best practices and points of attention.

The usual focus for interoperability is information shar-
ing (Allen, Karanasios & Norman, 2014; Chen et al., 2008;
Desourdis, 2009; Miller et al., 2005; Thatcher, Vascon-
celos & Ellis, 2015). However, working collaboratively
implies achieving coordination between multi-team
agencies at various levels. Therefore, the concept ex-
ceeds and goes beyond the strict sense of interopera-
bility as information flows. For instance, the technolog-
ical dimension is frequently approached on the basis of
communications’ equipment (Miller et al,, 2005). Nev-
ertheless, governance, usage, training and operations
(Department of Homeland Security [DHS], 2005) are
also elements for and of intervention with high levels
of complexity that needs to be acknowledged.

In the context of multi-agency cooperation, interop-
erability is ‘the capability of organisations or discrete
parts of the same organisation to exchange operation-
al information and to use it to inform their decision
making” (ACPO NPIA, 2009: 14).

The promotion of a better cooperation amongst first
responders should be based on a multilevel interoper-
ability model to solve potential and real coordination
problems during rescue operations. It is clear that an
interoperable system will respond in a better and inte-
grated way to save lives.
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Preparedness is the primary element. In fact, assuring
readiness must rely not only on an adaptive response
(Jenkins, 2006), but on a projected roadmap for first
responders to deal with soft or hard incidents, in tradi-
tional or emergency missions, despite their unpredict-
ability due to their dynamic nature.

This implies that police managers have to consider
money expenditure, logistics, and opportunity-cost
evaluation. In the end, the outputs of the organisa-
tions have to be questioned, and the whole missions
will have to be reconfigured. A dilemma emerges:
being focused on emergencies, routine activities are
left aside... Regarding economic management, money
expenditure in units that have to be stationed most
of the time in a standby position is immediately ques-
tioned and put under criticism. Furthermore, it can be
asked if this dilemma is pondered the same way by dif-
ferent organisations and in different countries, mainly
if we bear in mind that the political climate may have
a clear influence on these matters.

On the other hand, having a taxonomy and unifying
procedures between first responders would ensure
and improve the compatibility of approaches and in-
terventions in critical incidents. As stated by Timmons
(2007: p.3) ‘itis imperative to devote resources to devel-
oping and implementing new procedures for respond-
ers during emergencies’.

And so, code sharing is essential for people to talk
and understand each other. The human factor must
be properly recognised, so the learning and training
process is fundamental to raise awareness and thus im-
prove the communication skills of everyone involved.
This seems to be another item for proper considera-
tion — the integration of these specific issues in the
academies’ curricula.

In this sense, not only the communication improves
but also the decision-making process.

‘More than a simple patch between two adjoining
radio networks or a few officers talking on interop-
erability channels at a crisis, shared digital networks
give all officers the ability to communicate with
the right people to acquire the right information

to accomplish their mission and solve problems
whenever and wherever they need it.” (Cowper,
2007: 1249-1250).
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Some well-known traditional barriers for the interoper-
ability implementation are technological, cultural, or-
ganisational and individual. Different organisations in
the same country and in various countries as well, may
be in different stages of development, acting based on
different concepts of governance which are also differ-
ently operationalised.

Also, the constant technological development is an-
other factor that separates countries, placing them
apart from each other and thus compromising coop-
eration. The financial limitations police organisations
are facing puts them in different levels of maturity in
technological intervention. Therefore, they usually
have a diverse perception of the same incident, and so
engage in different activities to respond according to
the organisational diversity.

In fact, some of the characteristics of the modern po-
licing information technology systems, mentioned by
Manning (2005: 230-231), such as the existence of ‘non-
linked databases that are locally sourced, numerous
software systems, the secrecy and nonlinked access
points (multiple and incompatible channels of com-
munication between the public and the police with-
in the police department), the inconsistent user and
backside technology interfaces, the tendency to use
mapping information for short-term tactical interven-
tions absent “problem solving”, must be overcome by
coordinating with interoperability.

This fragmented approach may actually put people’s
lives at risk. It seems imperative the first responders
design a common language and method to boost the
whole interventions. One of the best-known laws of
Gestalt tells us that “the whole is other than the sum
of the parts’, so it seems mandatory to find a minimum
common denominator. To accomplish this goal, differ-
ent parties have to trust each other, understand the
added value of interoperability, in order to pool and
share resources, information, etc.

Building trust between stakeholders involves aggre-
gating diverse information, models of intervention,
eliminate isolated systems to manage and process
information. The integrative and sharing mode would
enable evocative information usage and boost oper-
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ation, decision-making and security of crowds. The
major problem here seems to be the time and length
of the trust-building process because of the usual
secrecy of police organisations culture. Thus, inter-
operability is the solution to facilitate data process-
ing, management and decision-making.

A major question has to be answered: How to diag-
nose a model to assess the European interoperability
continuum?

Method

General remarks

Building up a questionnaire demands to adequately
address the issues that we want to learn about. First,
we have to find out the proper dimensions to be ad-
dressed. Second, some linguistic precautions have to
be taken, namely regarding the idiomatic expressions
and some specific discourse technicalities, to maximise
clarity. This issue directly links with the different profes-
sional specialities and organisations that will be under
analysis. Also, the way the questionnaire has to be de-
livered must be taken into account — in this case, by
mail.

Participants

The main idea is to apply this instrument in several Eu-
ropean cities, in a multilevel approach (inter- and in-
tra-organisation).

Procedure

The core dimensions were highlighted during the lit-
erature review and some (more or less) informal talks
with operatives and experts in the knowledge domain.
Also, they were based on the JESIP Multi Agency De-
Brief Template? and the Homeland Security Interopera-
bility Continuum (U. S. Department of Homeland Secu-
rity, 2015). As far as the U.S. Department of Homeland
Security (2015: 1) aims ‘to assist emergency response
agencies and policy makers to plan and implement in-
teroperability solutions for data and voice communica-
tions’, the JESIP template was designed to have a com-
mon approach for the post event assessment. Some
examples of the dimensions are: context/framework,
standard operational procedures, communication, and
technology, amongst others.

2 wwwijesip.org.uk/upload/media/pdf/JESIP_Interoperability_
De_brief_4.pdf
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Results

Based on the specific goals established, some
close-ended and open-ended questions were de-
signed to collect different kinds of data. According to
these different types of questions, statistical tests will
be made. The questions will be ordered so that they
follow each other logically and the diverse topics were
organised clearly in between them. Demographic data
is to appear at the beginning of the questionnaire, as
usual. The questionnaire will be tested in different pro-
fessional groups to ask for some feedback. The need
for rewording or rephrasing, the order of the questions
along the questionnaire, and/or the necessity of de-
leting or presenting new items, will be cleared in this
phase.

The meaning of interoperability in first responders is
both intrinsically complex and dynamic and tends to
fluctuate with context, type of event and time of oc-
currence. We intend to gather information about net-
working, processes involved, and technologies applied
to improve interoperability, reliability and security.

We intend that interoperability involves a chain of pro-
cesses (see Figure 1) starting from the event character-
isation which according with its nature, context, etc.
may or may not demand an interoperable approach.
So, the first decision to make is to classify the event
and, consequently, involve the necessary types of first

responders. The proper identification of the concrete
problem (or problems) at stake imply the existence of
a shared situational awareness, and must consider the
context features and the diverse institutional frame-
works. This will permit to answer the main question in
the first moment: What is happening? This is the phase
in which the diagnosis is performed. At this stage, the
conditions for the emergence of a common vision
about the event should be met.

For this to happen, communication is crucial. It will al-
low to establish the necessary common-code to pro-
mote the effectiveness of the whole response. A com-
mon-code as well as a shared understanding of the
standard operational procedures, supported by the
technologies, may answer the second major question:
How to deal and solve the problem? In this moment, it
is possible to envisage a joint decision-making mod-
el and define the action course to manage the risks
and implement the agreed scripts where each partner
knows his role within the event operational coordina-
tion.

The after-event phase should let everybody go back to
business. By then, it is possible to evaluate the whole
operation, mainly in what concerns governance, data
and information sharing, use of technology and the
effectiveness of communication. In a word: Interoper-
ability.

Figure 1 - Conceptual model of intervention
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Interoperability: Diagnosing a novel assessment model

Therefore, the results of the survey to be conducted,
that is the first stage of the process, will allow for a close
picture of the interoperability situation in several Euro-
pean cities, according with the conceptual model of
intervention. Actually, systemising the issues related
to interoperability, acknowledges services, information
and processes features, being the core and leverage for
building a model that can be used to good govern-
ance in action. Considering the questionnaire also as
a methodological tool for collecting data concerning
the entire intervention, it is an action-research tool,
and its results provide elements to conduct on-the-job
training for all first responders’ organisations.

Discussion

As stated by Allen et al. (2014), interoperability should
be managed in organisational and informational as-
pects, developing systems that work in either routine
or anomalous situations, within a common framework
and taxonomy concerning procedures, working prac-
tices and harmonisation of first responders.

Building a cohesive interoperability platform would
ensure that end-users can combine strategies and in-
teract in order to serve a common purpose, regardless
the differences between the services.

G
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As so,

— the harmonisation of the different organisations re-
garding its subcultures, and in terms of the safety
and security culture,

— the articulation of top-down and bottom-up ap-
proaches, operational procedures, technological
support and general training,

will demand for a new and innovative decision-making
model, that will withstand the reflexion about the crit-
ical aspects of interoperability governance and com-
pose solutions highly optimised towards the needs of
the first responders.

House, Power and Alison (2014) also argue that in the
actual conceptualisation decision-making is at risk,
considering that a non-hierarchical and decentralised
network would benefit interoperability.

The diagnosis model as a roadmap for first respond-
ers can be considered a win-win situation. Its benefits
for the intervention in different kinds of events seems
obvious. It would increase the trust between partners,
enhance collaborative processes, improve the homo-
geneity of process and information systems, and de-
crease disruption in data integrity that affects the col-
laborative processes, thus decreasing the responsibility
and accountability gap.
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Abstract

In a European environment marked by the growing influence of transnational criminal organizations, boosted by
the globalisation of markets and accelerated developments in information, knowledge and, specially, communi-
cation technology, it is recognised that the detection, immobilisation and recovery of illicit proceeds and instru-
ments generated represent the key to its neutralisation. In this context, the MOLECULA PT Project materializes the
use of the same technology, with the strict respect for the rights, freedoms and guarantees of European citizens,
in order to highlight all the unjustified assets hidden from the authorities in the EU territory. At the same time,
the MOLECULA PT Project represents the opportunity to adjust the interaction environment between the actors
involved on tax, economic and financial investigations to a unified European architecture, enabling synergies, that
renders transnational criminal organisations dysfunctional and their illicit assets exposed to the authorities’ action.

Keywords: Transnational Organised Crime, Tax, Financial and Economic Investigation, MOLECULA.

Introduction

In the gradual legal and political Judiciary and Police
Cooperation in Criminal Matters framework, within the
scope of the Area of freedom, Security and Justice, the
tax, economic and financial investigation of transna-
tional organised crime? needs to become a global,
coordinated, innovative and, eventually, a unified re-
sponse of EU.

1 Corresponding author’s email: cruznm@gnr.pt

2 Threats materialised in“(...) risks and dangers, some of them news,
some old, which have only risen in the hierarchy of Member States
concerns” (Garcia, 2006, p. 1), which severely restrict the exercise
of rights, freedoms and guarantees by its citizens.

As a way of feeding this differentiated response, un-
derstood as a pressing need to neutralize this growing
threat, the present article presents the MOLECULA PT
Project as a platform that, automatic and intelligently,
exposes sufficient evidence on tax, economic and fi-
nancial crime practices by individuals and companies
in Portugal and potentially on EU territory, by confront-
ing two global data groups:

— the assets declared as licit for each natural person or
company during a given time period;

— the assets actual and effectively held by the same per-
son or company in that same time period.

We will conclude by exploring the potential future de-
velopment in European Law framework, based on the
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texts approved by the Lisbon Treaty on 2009, of the
legal and institutional architecture in which MOLECU-
LA PT Project could grow, in parallel with its project-
ed functioning in Portuguese institutional and legal
framework.

Transnational Organised Crime

We start from a conceptual reference of organised
crime, which is substantially different from criminal as-
sociation. We rely instead on the definition formulated
by the United Nations Assembly in 2000: “a structured
group of three or more persons, existing for a period of time
and acting in concert with the aim of committing one or
more serious crimes® or offences established in accord-
ance with this Convention, in order to obtain, directly or
indirectly, a financial or other material benefit" (UN, 2000).
This definition has been supplemented by Sousa et al
(2014): “(...) a complex phenomenon, always ready in the
name of easy and unlawful profit, tending to jeopardize
the rule of law and corrupting societies”. These transna-
tional and organised criminal groups are fostered by
recent social phenomena* (Alves, 2013), obtaining then
"organizational rationality” Bravo, 2013, p. 14), polymor-
phism® and a global action capacity through national
legislations (Natarrajan, 2011)°.

3 That means a “conduct constituting an offence punishable by
amaximum deprivation of liberty of at least four years or a more
serious penalty.”

4 InJanuary 2013, the EU recognised that the Internet“(..) is
opening up new possibilities at a remarkable pace and at a low
cost (..)" (Pereira, 2013, page 13) and allows the distribution of
new psychoactive substances, not controlled by international
drug law (European Comission, 2013, p. 13).

5 According to Wright (2006:192) “currently, countries that detain
offenders or extradite them from places where they have sought
refuge, must apply criminal proceedings against organized crime
groups to which they belong, according to their own jurisdictions”

6 As it stays on the Council of Europe’s 1998 Communication,
which argued that each Member State had a key role to play in
preventing and combating organised crime. On the other hand,
Silva (2001) emphasises the European legal problems with
regard to the liability of legal persons, authorship, establishment
of causal link and to the intent and negligence evidences that
encroach the capacity to punish the enumerated criminal
conducts.
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Having defined the concept of a criminal organisation,
it is necessary to apply it to the tax, economic, financial
and transnational or cross-border approach involved
in the international financial transactions linked to
trafficking, drugs and arms smuggling, corruption and
fraud financial market’”(...) They are all linked by the
mother crime — Money laundering. Without it, the crime
economy wouldn't be global neither higly profitable.”
(Hassemer, 1998: 313f)2.

In this sequence, the 11™ United Nations Congress on
Crime Prevention and Criminal Justice established that
“(..) all forms of non-violent crime that results in a finan-
cial loss (..) a wide range of illegal activities, such as fraud,
tax evasion and money laundering” (UNODC, 2005: 1)
and, simultaneously, (...) violate, directly or indirectly, the
norms that requlate the economic order and the financial
or economic assets or interests of the State” (Hassemer,
1998).

In order to systematise and operationalise the concept
of transnational organised crime, we present the fol-
lowing Figure 1:

7 According to Bravo (2013: 10): (...) the impregnation by organ-
ized and economic crime of extensive sectors of activity, attractive
as a means of recycling and washing the enormous revenues
produced by criminal activities such as trafficking in persons,arms,
drugs, metals and precious stones, corruption and fraud”

8 Following W. Hassemer (1998:313f) “(...) all types of trafficking
are practiced by this” shadow system “whose power is extended
throughout the world: weapons, technology, radioactive materials,
art, human beings, human organs, murderers on the pay and
smuggling of the most diverse products to and from any part of the
world (...)"

9 The existence or mere speculation about the existence of this
type of crime undermines the legitimacy of government and
the sustained development of any state. Specifically, money lau-
dering represents the guarantee of liquidity and reinvestment
of criminal organisations and causes international financial and
credit institutions and capital markets manipulations, as well as,
discourages foreign direct investment (UNODC, 2005).
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Figure 1 - Transnational Organised Crime
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Tax, Economic and Financial Investigation

In this European framework, in order to find the illicit
profits of transnational organised crime we need to fo-
cus investigation on the detection and evidence gath-
ering for tax, economic and financial crimes - “Given
the increasing risk of penetration of the licit economy by
serious and organised crime, financial investigation is an
essential tool of a modern and effective response to crimi-
nal threats including terrorism financing.” (UE, 2016). This
approach is set out in FATF (2012: 5), as “(...) an enquiry
into the financial affairs related to criminal conduct (...)
identify and document the movement of money during
the course of criminal activity (.. .) link between the origins
of the money, beneficiaries, when the money is received
and where it is stored or deposited (...) identifying the ex-
tent of criminal networks, the scale of criminality, by trac-
ing proceeds of crime, terrorist funds (...)".

The EU's capacity to effectively investigate and pros-
ecute organised criminals about their tax, economic
and financial crimes requires a process of institutional
and legal change (Trauner & Servent, 2015), or, accord-
ing to Boer (2016), an evolutionary process. Given that
EU actors act in accordance with a procedures frame-
work (treaties and other legislation that forms the EU
Law) and a specific problem definition (in this case the

Legitimacy

Profit
Power

economic-financial and tax fight against organised
crime)', there is a need for institutional change " un-
derstood as “(...) a change in the structural environment
in which actors interact” (Trauner & Servent, 2015: 19),
which fundamentally comprises as an interface the EU
institutions.

A process of institutional change in the Area of Free-
dom, Security and Justice should ideally involve agen-
cies and institutions, whether national or European,
with a central role in the tax, economic and financial
fight against organised crime. These include police and
law enforcement magistrates, tax and customs admin-

10 Itsimpact on the EU is evidenced in the 2003 European Security
Strategy by recognizing that its space is the primary target of
organised crime, and that “Revenues from drugs have fuelled the
weakening of state structures in several drug-producing countries.
Revenies from trade in gemstones, timber and small arms, fuel
conflict in other parts of the world”, and in the 2008 Report on the
Implementation of the European Security Strategy, ‘organized
crime continues to threaten our societies by the practice of traffick-
ing in drugs, human beings and weapons, as well as international
fraud and money laundering” (UE, 2008: 4).

The shift or change can occur in a formal or informal way. The
formal change involves the reform of treaties or the legal pro-
duction by competent institutions of European bodies. On the
other hand, the informal shift involves the process of exchange
and sharing between the Member States, leading to new
interinstitutional practices and a renewed understanding of the
existing rules.
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istrations, financial regulators, sources of operational
and strategic information, as well as the European Par-
liament, the European Council, the Council of the EU,
the European Commission, the European Commission,
and the Court of Justice. There is also an enhanced role
for the Area of Freedom, Security and Justice, the EU
Court of Auditors, the European Central Bank and the
Consultative Bodies.

In order to demonstrate the legal and institutional
architecture, as Bayer (2010) says “...) a giant blue spi-
der-web across the world, full of intricate entanglements
and fine embroidery”, where MOLECULA PT should ide-
ally work, we present the Figure 2:

Figure 2 - The EU Legal and Institutional Architecture for Tax, Economic and Financial Investigation

MOLECULA PT Project

The MOLECULA PT Project was inspired by the 6" 1999
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"- people have the right to expect the Union to address the
threat to their freedom and legal rights posed by serious
crime. To counter these threats a common effort is need-
ed to prevent and fight crime and criminal organisations
throughout the Union. The joint mobilisation of police and
judicial resources is needed to guarantee that there is no
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hiding place for criminals or the proceeds of crime within
the Union™?.

Within a Portuguese and EU society that increasingly
realizes that its rights, freedoms and guarantees are
restricted by criminal activities, propelled by the latest
revolutions in the field of information, communication
and knowledge technologies, as well as the globalisa-
tion of markets, it remains essential to provide to the
State and regulatory authorities the effective capacity,

12 In a contrasting sense, Boer considers that “The European Comis-
sion has been a strong propagator of public-private partnerships
in the field of security, and the technology industry definitely has
a foot in the door when it concerns the development of technology
for police information and surveillance purposes.” (Boer, 2016: 129).
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competence and power to apply the law, to verify its
compliance and to punish conduct that jeopardizes
its survival and the complete fulfillment of its mission.
MOLECULA, in the 21st century, allows the Portuguese
State and EU to bring together isolated and poorly ex-
ploited data held and managed by several legally com-
petent public authorities” in order to tackle effective,
efficient and economically organised crime with trans-
national relations.

Organised, group or even individually committed crim-
inality is likely to produce a gain which is inconsistent
with the funds legally declared to the tax authorities.
Profit is the main aim of the great majority of commit-
ted crimes. Therefore, it is considered that the best way
to neutralize and repress these illegal capital flows is
based on the detection, immobilisation and recovery
of the illicit revenues generated by the crime directly
to State and EU Finances. Thus economic, financial and
tax investigation assumes a central role.

In this context, MOLECULA PT Project, through auto-
mated and intelligent processing based on a perma-
nently self-learning algorithm, aims at the clear and ac-
curate detection of individuals or companies that have
unjustified assets associated with suspicion of commit-
ted crimes. The Disproportions Report (DR), the final
product of MOLECULA, represents a disclosure report,
attached with a link chart™, which is transmitted direct-
ly, in an encrypted and secure way, to the competent
Portuguese Prosecutor’s Office. In this point of view,
MOLECULA provides to the economic, financial and
tax investigation advanced intelligence, effectiveness,
efficiency and economy®.

13 With the main purpose of detecting and investigating eco-
nomic, financial and tax crimes on a efficient, parsimonious and
efficient way, we consider as essential the rethinking, exploring
and enhancing of the set of isolated or poorly related data
which actually are managed by several competent authorities
on Portugal.

14 The links chart, developed by Analyst’s Notebook tools, represent
a mirror of the criminal organisations elements connections,
their influence on the territory and the localisation of their activ-
ities, composed by both predicated crimes and tax, economic
and financial crimes.

15 If we think in all Portuguese authority work that would be
necessary to obtain a Disproportion Report (DR), the quantity
of information requests sent to other national or international
authorities, the time lost on the data obtaining and analysis, we
can safely say that MOLECULA PT Project brings the mentioned
characteristics.

MOLECULA PT scans, in a continuous, systematic and
consistent way, the official databases of each of the
Member State authorities ' for every portuguese or
european citizen”, targeting previously selected data
categories, coding them in coefficients, and then car-
rying them through an encryption process.

The last procedure is performed by Fully Homomor-
phic Encryption (FHE)®, allowing computations over
encrypted data, without the need of decryption
(Zhang et al. 2016). Moreover, there is a warranty that
neither the blocks nor the function result are exposed
throughout the process'.

The codified data that is extracted by the algorithm is
in three main groups: the revenues, transactions and
other fiscally relevant transactions legally declared in
the last 5 years?, the actual and effective taxable in-
come, transactions and other transactions obtained in
the same last 5 years?', as well as judicial and police in-
formation for each of the same citizens or companies?.
Disclosable events are detected by comparing the first
two categories, complemented by the third category.

The three categories will be continuously processed
by a predefined algorithm. The criminals’ identification
(and creation of the consequent Disproportion Report)

16 The data come from the civil registry, kinship relations, rela-
tions with individuals and legal persons, police and judicial
precedents, information on assets, financial data or even use of
telecommunications and internet.

17 Each citizen will see their identity coded based on their
respective tax ID number, or, in case of non-existence, of civil
identification.

18 As expected, Fully (FHE) is the most complete, having no limits
about the type of operations (Partial) or the number of times
that the operations can be applied (Somewhat).

19 In 2009, Gentry (Gentry 2009) provided the first FHE scheme
as well as a generic method that was used as a basis for future
encryption systems.

20 These data segments provide the legality reference and the ba-
sis for any inconsistency with the remaining data categories. In
this category, there are the global registers held by the tax and
customs authorities and the social system authorities, namely,
among others, the registration information, declared income,
transactions and sales of declared goods and services, declared
assets additions, records of intracommunity transactions, or
inheritances transmitted to the citizen or society in question.

2

This category includes information dispersed by a wide range
of sources of information that englobes information from the
national central bank, financial and credit institutions, registries
and notaries, casinos, security forces and services (databases
operations) or judicial databases.

22 The latter category includes information collected by police and
security services, intelligence agencies, judiciary authorities and
criminal records.
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depends on a disproportion alarm value?. These legal-
ity line is then associated to each category and global-
ly. That procedure is guaranteed by Secure Multi-Party
Computation (MPC), based on Boolean circuit evalua-
tion** and arithmetic circuit evaluation® protocols®.

Whenever the preset criteria are met, The MOLECULA
PT platform issues a Disproportion Report (DR) and as-
sociated links chart, which are anchored in dispropor-
tion coefficients resulting from comparison of the De-
clared Assets, Possessed Assets and Crime-Evidences
categories. The DR is structured to identify behaviour
which would amount to a tax, financial or economic
crime, punishable by imprisonment, within the Portu-
guese legal system.

The DR and charts will be presented exclusively to the
prosecutor’s office which is competent to direct and
conduct the investigation”, in compliance with the

23 Defined value based on the amount of 15,000.00 Euros of tax
due, that, in the Portuguese criminal fiscal system separates
a conduct classified as a misdemeanor and, therefore, punished
with a fine, or a crime punished by imprisonment (Cfr. Art.os 92,
96 e 103, of Portuguese Tax Infractions General Law.

24 The mentioned protocol are also called “garbled circuits” and
started with Yao work (Yao 1982).

25 The later protocol are normally “secret sharing” based (Shamir
1979) and often use the pattern Sharing - Computation — Out-
put.

26 In these protocols, besides the parties we can also consider
adversaries and according to the adversary type (active, passive
or covert) we also have different types of security. Bogdanov
(2007) describes the arithmetic circuit evaluation in a passive
security scenario and Damgadrd et al. (2013) proposed the SPDZ
protocol for an active configuration.

27 It will be firts and final entity that will have the possibility of
consult the DR and Links Chart, as well as, the decision-maker
about their destination (investigation, filling or special supervi-
sion). On EU application of MOLECULA PT Project, we consider
that the Portuguese prosecutor’s office will be replaced by the
Eurojust. According to article 86, n.° 1, TFEU, the Eurojust have
the power to assure the initiation of criminal investigations, as
well as proposing the initiation of prosecutions, particularly
those relating to offences against the financial interests of the
Union, the coordination of investigations and prosecutions
before referred and strengthening the judicial cooperation. The
ideal conditions will be reached with the accomplishment of
the possibility laid down by the same article above mentioned:
the establishment by the Council, through means of regulations
adopted in accordance with a special legislative procedure, of
a European Public Prosecutor’s Office from Eurojust.This same
structure would be the leader andu nique user of MOLECU-

LA, exercising the functions of prosecutor in the competent
courts of the Member States in relation to such offences. The
European Prosecutor’s Office could become the starting point
for the creation of a European body, composed by the national
authorities of the Member States with the tasks of investigating,
prosecuting and bringing to judgement offences against the
Union'’s financial interests and serious crime having a cross-bor-
der dimension.
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rules and procedures of the criminal law?®. The DR and
Links Chart presented will result, after the prosecutor
has assessed whether there is sufficient evidence of
one or more criminal offences, in a direction to the in-
vestigative agencies®to obtain further evidence with
the intention to secure the prosecution of the criminal
organisation. In other hand, if the prosecutor deter-
mines that may be a lawful explanation for the DR or
Links Chart or there are reasonable doubts about the
evidence brought to light, both will be filled on MO-
LECULA PT archive or monitored by the platform®.

In summary, MOLECULA PT project is not intended to
be a centralised database but rather a platform that in
a systematic, continuous and intelligent way is able to
interrelate the data of the ATOMs*' involved, and guar-
antee the following basic principles®

28 In order to applicate MOLECULA PT Project in EU, it will be cru-
cial the European Criminal Law strengthening. In the procedure
domain, as it stays on art2 82,n° 2, a) and d), TFEU, i tis funda-
mental to harmonize the mutual admissibility of evidences, the
rights of individuals in criminal procedure, the rights of victims
of crime and others aspects of criminal procedure. Regarding
the substantive domain and according to article 83, n° 1 and
2, of TFEU, the key reamins on the complete establishment of
minimum rules concerning the definition of criminal offences
and sanctions in the areas of particularly serious crime with
a cross-border dimension resulting from the nature or impacto
f such offences or from a special need to combat them on
a common basis — namely: terrorismo, trafficking in human
beings and sexual exploitation of women and children, illicit
drug trafficking, money laundering, corruption, couterfeiting of
means of payment, computer crime and organised crime.
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In the case of transnational links detection, the prosecutor

will consult Eurojust in order to potentially constitute a Joint
Investigation Team (JIT). In any case and to apply MOLECULA
PT Project on EU, it would be importante to create conditions
for a common tax, economic and financial investigation by

all EU Member States authorities. Appointed to this goal and
attending to article 87,n° 1 and 2, a) and ¢), of TFEU, it assumes
a great importance to enhance the collection, storage, pro-
cessing, analysis and exchange of relevant information, and to
implement common investigative techniques in relation to the
detection of serious forms of organised crime.

30 If the prosecutor foresees reasonnables doubts about the DR
facts, he have the possibility to order the priority supervision
on MOLECUL PT Platform of the individual sor companies
signalised in order to facilitate a future alarm based on updated
ou aditional data.

w

Concept used to name the range of entities, bodies and servic-
es in the national territory and EU that manage the data used
by MOLECULA PT Platform for calculation.

Besides the following structural principles: security - only the
ATOMs will have access to the platform; privacy - the data of
each ATOM will be used only for the calculation and will not

be accessible in any other way; equality - each ATOM will be
treated equally; integrity - data is not vulnerable to tampering
or accidental modification; and no repudiation - participation in
a calculation by an ATOM can not be denied later.

3
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— legal and legitimate collection requirement®,
— accuracy, update and quality requirement;

— objective and proportionality requirement;

— treatment legality and legitimacy requirement;
— storage time requirement;

— data security principle;

— advertising and accessibility requirment;

— participation requirement;
— control, supervision and appeal requirement.

Figure 3 describes the Project architecture for MOLEG
ULA PT.

Figure 3 - MOLECULA PT Project Architecture
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Conclusions

In conclusion, MOLECULA PT Project is based on the
recognition that the success on the tax, economic and
financial crime depends on the automatic and intelli-
gent interrelation of the vast data amount spreaded by
several different national authorities and data manag-
ers, in order to detect, investigate, prosecute and bring
to trial the highly owners of ilegal assets and members
of transnational criminal organisations, as well as trace,
freeze and confiscate these illicit profits and instru-
ments.

The overall MOLECULA aim is to enable the creation of
“(...) a giant blue spider-web across the world, full of intri-

33 That congregates the following principles: Collection Limitation
Principle (Guidelines for the Protection of Privacy and Cross-
border Flows of Personal Data from the OECD — 1980); Principle
of fair and lawful origin (art° 5, a), of CPDCP, art° 5, of 95/46/

CE Directive and art° 26, of 2008/615/JAl Decision); Principle

of Data Collection (Recomendation n°R (87) 15 of Ministers
Committee, 17th de September 1987); Principle of Collection for
Certain, Explicit and Legitimate Purposes (art.° 4 of n.2 45/2001
European Parliament and Council Regulation n.2 45/2001).

\
N P
T CEPOL

cate entanglements and fine embroidery” (Bayer, 2010),
composed by EU agencies as Europol, OLAF, Frontex or
CAR-IN, with national Member States authorities such
as prosecutors, judges, and the vast range of authori-
ties before referred, headed by Eurojust or even Euro-
pean Public Prosecutor’s Office, to commonly conduct
tax, economic and financial investigations and make
transnational organised crime a easy prey before this
new european architecture, oiled by MOLECULA, in-
stead the nowadays serious threat to european citizens
freedoms, rights and guarantees.
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