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Abstract:

Instructional strategies in many operative fields, including law enforcement, have reached a high level of com-
plexity due to dynamically changing task environments and the introduction of different technologies to help
users in their operational work. In the last decades, a transition has been observed from dedicated trainers to the
adoption of automated technologies to support the trainees. Based on a review of state-of-the-art literature and
direct feedback from law enforcement agencies, we have developed an assistive system to aid in the knowledge
transfer from expert to novice officers and, consequently, improve the time necessary to train new police practi-
tioners. This system is grounded on the most relevant instructional principles derived from cognitive and learning
theories. The result is a system that can dynamically deliver suggestions based on previous successful actions
from other users and the current performance and state of the user. To validate our system, we implemented
a knowledge graph exploration task. The novel knowledge transfer system is introduced here by presenting the
results from our literature review, explaining the architecture of the assistive system, and discussing our observa-
tions from the validation task. With this work, we aim to facilitate the transfer of domain knowledge, which could
have a significant impact on the training and education of law enforcement officials in and for the Digital Age.
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Introduction

Instructional strategies in many operative fields have
reached a high level of complexity due to dynamical-
ly changing task environments and the introduction
of different technologies to help users in their opera-
tional work. In the last decades, a transition has been
observed from dedicated trainers to the adoption of
automated technologies to support the trainees. This
paradigm shift makes transferring precise knowledge
to novice users a challenging problem, which becomes
especially relevant when the user is dealing with large
and complex datasets from which to extract relevant
information.

Supportive technologies, such as recommendation
systems, have attracted a lot of interest in the last
decades, both in the industry and the academia. The
goal of such systems is to help the users to reduce the
burden imposed by the high information load that is
intrinsic to the exploration of large and complex da-
tasets by providing valuable suggestions in the form
of specific items or possible actions to choose from.
Despite clear technical advances witnessed in the field
in improving the accuracy of the recommendations,
several challenges and open issues remain, especially
regarding the specific role of various human factors.

Among the functionalities that were identified to
provide Law Enforcement Agencies (LEAs) with a set
of automated tools and systems to boost the investi-
gative work in the fight against illicit trafficking activi-
ties, one was the capability to provide adequate solu-
tions facilitating the transfer of the acquired expertise
among experienced users and, consequently, boost
the take-up time necessary to train new users. In order
to accomplish this task, we decided to build a novel as-
sistive system, which, combining practical knowledge
from classical recommender systems with theoretical
knowledge from cognitive systems, is able to aid in the
transfer of domain knowledge to novice officers.

We will discuss, firstly, the recommender systems in
general before outlining the recommender system
for assisting knowledge transfer that reflects the best
practices, approaches, and directions in the respective
law enforcement domain. Our recommender system
is conceptually grounded in a cognitive architecture,
learning from interactions to later assist novice users
by suggesting key pieces of information that other us-
ers have selected. Then, we describe the case used for
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validating this system in a knowledge graph explora-
tion task based on a novel interface for LEAs to present
the collected information in a criminal investigation.
Finally, we will put forward our conclusions and outline
possible next steps.

Introduction to recommender systems

Recommender systems have been used extensively in
research and industry since the mid-1990s (Goldberg
et al, 1992). The most common domain for their use
is electronic commerce (e-commerce), the entertain-
ment and media industry, and services. Many online
businesses employ dedicated algorithms to provide
recommendations to their customers based on inputs
such as their history of items visualised and purchased
or their demographic data. Another popular area in
which recommender systems are used is multimedia
applications (Ge & Persia, 2017). For example, many on-
line music platforms use them to recommend songs or
artists based on what each individual listens to (Song,
Dixon & Pearce, 2012). Similarly, recommendation sys-
tems are common in online video platforms to provide
personalised suggestions for TV shows, movies, and
other videos (Asabere, 2012).

Several types of recommender systems have been
proposed that, depending on the techniques em-
ployed, can be classified into different categories (Park
etal, 2012; Villegas et al,, 2018; Ricci et al., 2011; Adoma-
vicius et al,, 2011). In content-based recommendation
schemes, the system learns to propose items similar
to those that were preferred in the past by the same
user. In contrast, collaborative filtering approaches rec-
ommend items that other users with similar profiles
have preferred in the past. Knowledge-based systems
recommend options based on specific domain knowl-
edge about how certain features meet users’ needs
and preferences. Finally, hybrid systems are based on
the combination of the techniques mentioned above
to improve performance (Burke, 2002).

Despite providing varying degrees of support, overall,
recommender systems are not always tailored to spe-
cific user needs and situations. It has been suggested
that adaptive recommender systems should be mod-
elled in terms of situations rather than knowledge
structures (Adomavicius & Tuzhilin, 2005; Richthammer
& Pernul, 2018; Adomavicius et al,, 2011). Such a system
would be capable of delivering better results to the
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user by taking into account contextual factors in the
delivery of highly tailored information. Typically, these
contextual factors include location, time, computing
context, the activity of the user, or social relations (Ver-
bert et al,, 2012).

However, context can also refer to the motivational,
cognitive, and emotional aspects that are inherent to
the interaction between the user and the system. Most
of the research on personalised recommender systems
has been focused mainly on technical issues, neglect-
ing the importance of the underlying psychological
and implicit factors when exploring and analysing data
(Buder & Schwind, 2012).

Thus, it is now considered relevant that for a recom-
mender system to be effective, it should merge a vari-
ety of technigues and features in order to offer valuable
support and reduce the demands imposed by infor-
mation load. In this sense, systems have been devel-
oped that incorporate adaptive content presentation
and adaptive navigation support (Brusilovsky, 2007).
Content adaptation adjusts the presentation of the
content to the user’s goal, knowledge, and other infor-
mation, which is stored in a model of the user to bal-
ance factors such as cognitive load, arousal, or learning
style (Jin, Cardoso & Verbert, 2017).

Recommender system for domain knowl-
edge transfer

This literature review on knowledge transfer systems
reveals a multifaceted and active field where a pleth-

ora of technological approaches have been proposed
and developed. It also becomes apparent that individ-
ual differences (such as motivational and emotional
ones) have not received proper consideration when
defining effective recommender technologies. This is
mainly because of a lack of coherent principles derived
from learning and cognitive sciences to guide the de-
velopment of such systems.

Instead of working from a pure computer science per-
spective, the proposed recommender system will be
grounded on cognitive theories, specifically, the Dis-
tribute Adaptive Control (DAC) theory of mind and
brain (Verschure, 2012). This theory will serve a dual role
in the theoretical framing and the implementation of
the core functionalities of the system.

DAC considers humans themselves as adaptive systems
that react and adapt to the changing demands of the
environment by applying self-regulation strategies in
response to intrinsic goals and motivations. The same
principles play a foundational role in the implementa-
tion of more effective cognitive artificial systems.

Conceptually, this recommender system can be real-
ised as an artificial agent whose reasoning and mem-
ory components need to extract relevant knowledge
from sequences of interactions in a coordinated way.
The proposed system thus emerges as the interplay
of the Reactive, Adaptive and Contextual layers as de-
fined in the DAC architecture (see Figure 1).

Figure 1: Abstract conceptualisation of the cognitive architecture of the knowledge transfer system based on the DAC

framework.
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The recommender system emerges as the interplay
between the three layers, which work at different
timescales, with the fastest layer at the bottom and the
slowest one at the top. In this architecture, the layer at
the bottom (Reactive layer) provides the basic form of
interaction, taking as input information from the envi-
ronment and the user to facilitate the basic interaction.

Secondly, the Adaptive layer oversees adjusting the
information given to the user, such as suggesting
a specific piece of information or directing attention
to a specific subset of information. Finally, the Con-
textual layer operates on longer timescales to learn
from interactions from all the users, building profiles
and detecting interaction strategies in order to create
a knowledge base on which to optimise its behaviour
to improve its capabilities in assisting the users. All in
all, the system works hierarchically at different time
scales, from the immediately reactive, to the medium
to adapt to each user, to the long one across different
interactions.

Next, one of the key aspects of a recommender sys-
tem like this, which participates dynamically during an
interactive task, is to decide when to provide a sugges-
tion. There are many criteria that could be employed,
depending on factors such as the specific task that the
user is carrying out, how the interface has been im-
plemented, or the number of user feedback sources
available. Although we could include more complex
features related to the user state (e.g., estimating stress,
attention), here we present the interaction features
that we have implemented in the current version of
the system, to be used in an online task running on
a web browser.

One of the interaction criteria is based on time. If the
user has spent more than a specific amount of time
without interacting with the system (by clicking some-
where), a suggestion is provided. This is done to stim-
ulate interaction with the system, which is based on
exploration to obtain information. This time threshold
was fixed at 10 seconds.

Another criterion to provide a suggestion is based on
the number of clicks that the user has performed with-
out advancing in the given task. If the user has clicked
a certain number of elements without getting closer
to solving the task, a suggestion is provided with the
goal of reorienting the user towards more relevant in-
formation.
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If these criteria are not met, no suggestions are provid-
ed, as this would indicate that the user is carrying out
the task successfully: with fluidity and accessing infor-
mation that is relevant to solve the task at hand. This
way, expert users, who already have successful strat-
egies to accomplish the task, are not encumbered by
unneeded recommendations, while novice users, who
have not yet developed successful strategies, get the
necessary guidance.

Another important aspect of the recommendation
system is that not all the suggestions are equally re-
vealing of the next action to take. Instead, there are
different levels of recommendations, which are adapt-
ed dynamically based on the performance of the user.
First, the system starts by providing general recom-
mendations based on the content that just some us-
ers interacted with, but not most of them. As the users
keep interacting with the system, if they have already
received several suggestions at the current level, the
recommendation level gets upgraded, and, conse-
quently, the system recommends content of increas-
ing popularity among the previous expert users who
successfully solved the task.

To bootstrap the recommender system, some initial
interaction data was needed. To achieve this, a custom
synthetic data generator was developed. For a giv-
en task, the algorithm that was developed generates
a random solution resembling one that an expert user
would perform. This synthetic interaction data arrives
at a solution by following a series of steps that are close
to the optimal ones, by following some natural strate-
gies that most users would develop after familiarising
themselves enough with the system (i.e, becoming
expert users).

The algorithm creates this synthetic data by working
backwards from the solution of the task (i.e, starting at
the end of the interaction). Then, it generates data cor-
responding to clicks of random pieces of information
at different levels of separation from the solution. The
result is a data file almost indistinguishable from the
one obtained from actual interaction data.

Finally, the last step in the process is generating the
recommendations from the interaction data collect-
ed or generated. To achieve this, a custom algorithm
was implemented. It gathers all the existing interaction
data for a given task and lists all the existing pieces
of information. Then, it counts how many times each
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piece of information was selected by the users. The re-
sultis a data file that will later be processed by the main
application to create a ranking of possible recommen-
dations based on this information.

Use Case: Investigation knowledge graph
exploration

As the initial use case of this recommender system, we
chose the exploration of different knowledge graphs.
These knowledge graphs represent, conceptually, one
investigation. Each knowledge graph is composed of
a number of interconnected nodes. The nodes rep-
resent a piece of evidence which is related to others.
This is indicated by lines (edges) connecting the nodes
bidirectional.

Thus, a knowledge graph here is an abstract graphical
representation of all the information collected in an in-
vestigation. This modality of information presentation
and exploration was designed in collaboration with
Law Enforcement Agencies as part of a bigger system
of state-of-the-art tools to assist officers in their inves-
tigative work by exploiting the latest digital technolo-
gies.

In this context, to validate the resulting recommender
system that we implemented, we developed a sim-
plified knowledge graph tool that does not use real
investigation data, but a gamified and goal-oriented
version of crime investigations. The users are asked to
put themselves in the position of an investigator who
must solve a series of investigations using a new visual

interface. For this, they are invited to interact with the
knowledge graphs, interacting with the nodes (again,
each representing a piece of evidence) in search of
a target node. This target node is the solution for each
of the cases, representing the piece of evidence re-
quired to solve the investigation. Nodes around this
target provide hints that allow participants to find out
the solution.

Although this task uses the analogy of solving a case, it
is important to emphasise that this is just the concep-
tual idea. As explained, the task is a simplified version,
being closer to a game than an actual job of an officer
investigating a real case. The way to solve each of the
tasks is based on solving a series of logic puzzles, as
explained below.

Figure 2 depicts the user interface that we implement-
ed to present the task. The knowledge graph itself oc-
cupies the central part of the screen. Users can interact
with the graph by clicking on the different nodes to
obtain information about them (name and possible re-
lationship to the target node). The name of the node
also appears when hovering the mouse cursor over it.
It is also possible to move the nodes by clicking and
dragging, which might be helpful to get more clarity
on the connection to other nodes, although this is
never required. Users can also displace the graph by
clicking and dragging on an empty space, as well as
zooming in and out by using the controls provided in
the top-right corner, although these actions are not re-
quired either. Finally, in the top centre, the category of
the target node is displayed.

Figure 2: The user interface of the knowledge graph exploration task.
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Interaction controls for the displacement and zoom
of the graph are located in the top right corner (from
the bottom up: zoom out, zoom in, restore view). On
the top centre, the category of the current target is
indicated. The panel on the top left provides informa-
tion about the node that is currently selected, which
appears with a black outline and black connections in
the graph. This panel also has the button to submit the
solution, corresponding to the node currently selected.

We decided to use four different categories of nodes to
provide enough diversity without being too distract-
ing or overloading. These four categories are: person,
vehicle, text, and location. Each category is differenti-
ated from the others by using a different iconic figure
and colour (see Figure 2 and Figure 3).

As mentioned before, the nodes surrounding the tar-
get provide relevant information that is needed to the
solving the case. Depending on their closeness and rel-
evance, four levels are established and displayed in the
node information:

“This [category name] is suspicious” This appears for the
target node and for all nodes of the same category that
are within three degrees of separation from it.

“This [category name] is directly related to the target” This
appears for nodes that are directly related to the target
(first-degree connection), of a different category from it.

“This [category namel] is indirectly related to the target” This
appears for nodes that are indirectly related to the tar-
get (second-degree connection, which is, connected
through exactly one node in between), of a different
category from it.

“Unclear” This appears for all other nodes not covered in
the previous three categories, i.e, all nodes that are too
distant and unrelated from the target.

Using this information provided by the different nodes
close to the target, the solution is implied. In each
knowledge graph, there is only one possible solu-
tion, and the information, when enough nodes are
explored, points unambiguously to it. Users must inte-
grate this information in a logical manner. It is a matter
of logically inferring the solution by integrating some
simple relationship data.

The complexity of the task is modulated by the size
of the knowledge graph, determined by the number
of nodes and connections. The higher the number of
nodes and connections, the higher the difficulty, as the
visual complexity increases and there are more nodes
to explore. We created three difficulty levels according
to this: 50, 100, and 200 nodes and connections. Two
graphs of each difficulty level are presented, in increas-
ing difficulty, for a total of six cases for each participant.

As indicated, one of the key aspects of this system is
the presentation of suggestions to the users. These
suggestions are provided in the form of recommend-
ed nodes based on the actions of other users. When
a node is suggested, it gets selected with a thicker
light-blue outline. Its connections to other nodes also
appear in the same colour (see Figure 3). When a node
is suggested, a panel appears on the bottom of the
screen, alerting users of this fact and thus ensuring that
they notice the suggestion. This message stays on the
screen for 3 seconds.

Figure 3: Example of a suggested node.
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It appears with a thicker light blue outline, as well as its
direct connections to other nodes. A temporary panel
appears on the bottom, alerting the user that a node
has been suggested.

Discussion and conclusion

Here, we have presented a novel assistive system capa-
ble of learning from interactions with users in order to
provide relevant suggestions to other users, in the con-
text of investigative work performed by law enforce-
ment officials, with the aim of facilitating the learning
of the use of a new system for the exploration of inves-
tigation information.

As explained, the assistive system developed, based
on principles from recommender systems and cogni-
tive science, is used in the exploration of a knowledge
graph composed of different nodes and connections
representing pieces of information collected during
an investigation. This knowledge graph implemented
here is analogous to one that could be used in a real in-
vestigation but customised to provide a goal-oriented
task to users: exploring the graph to obtain information
necessary to find a target node.

From a technical standpoint, in order to develop such
a system, a multitude of components were implement-
ed, as described, including a generator of knowledge
graphs, the recommender system itself, a generator of
synthetic interaction data used to bootstrap the rec-
ommender system, and a generator of recommenda-
tions for a given graph based on interaction data (either
collected from actual users or generated synthetically).

For the experimental validation of this assistive system,
two groups of participants are proposed: an exper-
imental one, which receives suggestions as needed
(based on different criteria), and a control one, which
does not receive any assistance from the system. Thus,
the expectation would be that participants who re-
ceive automated recommendations from the system
perform better, both in objective metrics (such as
performance), implicit features (such as mouse move-
ments) and self-reports (in the questionnaire provided
after the main tasks). In addition to an initial validation
with civilian participants, a validation should be carried
out in collaboration with LEAs and, especially, with the
end users of the system.

As mentioned earlier, the system presented in this ar-
ticle works as a web application that runs on a web
browser for it to be available online. Due to this, and
as an initial implementation of the assistive system, the
recommendations were triggered based on different
interaction features like the time elapsed, the number
of clicks, attempts to solve the task, etc, which were
the most viable and appropriate sources, while still
providing the necessary information for the knowl-
edge transfer system that was used.

However, more sophisticated methods could be imple-
mented to trigger these recommendations based on
the internal states of the users, as inferred in real-time
based on various signals. For example, suggestions
could be provided based on the estimated cognitive
load of the user using pupil dilation signals captured by
an eye-tracker, or stress levels could be estimated from
physiological signals such as the variation in heart rate
using the appropriate sensor.

In conclusion, here, we have proposed a novel assistive
system for transferring domain knowledge to novice
officers, exploiting modern technologies to facilitate
the training of officers in the use of new digital tools to
be used in the field in the course of their work. With this
work, the authors would like to highlight how state-of-
the-art technologies can be applied by forward-think-
ing LEASs, with the aim of improving the training and
education of current and future law enforcement offi-
cials in and for the Digital Age.
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