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Abstract

The INSPECTr project aims to produce a proof of concept that will demonstrate solutions to many of the issues 
faced by institutional procedures within law enforcement agencies (LEAs) for combating cybercrime. Unlike many 
other H2020 projects, the results of INSPECTr will be freely available to stakeholders at the end of the project, 
despite having a  low technology readiness level. It is imperative that LEAs fully understand the legal, security 
and ethical requirements for using disruptive and advanced technologies, particularly with a platform that will 
provide AI assisted decision making, facilitate intelligence gathering from online data sources and redefine how 
evidential data is discovered in other jurisdictions and exchanged. However, INSPECTr will also require the support 
of stakeholders beyond the scope of the project, in order to drive further development and investment towards 
market-readiness. The development of a robust capacity building program has been included in the project to 
ensure that LEAs can confidently use the system and that they fully understand both the pitfalls and the potential 
of the platform. During our training needs analyses, various European instruments, standards and priorities are 
considered, such as CEPOL’s EU Strategic Training Needs Assessment, the course development standards estab-
lished by ECTEG and Europol’s Training Competency Framework. With this research and through consultation 
with internal and external stakeholders, we define the pathways of training for the INSPECTr platform in which 
we aim to address the various roles in European LEAs and their requirements for the effective delivery and as-
sessment of the course. In keeping with the project’s ethics-by-design approach, the training program produced 
by INSPECTr will have a strong emphasis on security and the fundamental rights of citizens while addressing the 
gaps in capabilities and training within the EU LEA community. In this paper we describe the process we apply to 
curriculum design, based on the findings of our research and our continued engagement with LEA and technical 
partners throughout the life-cycle of the project.
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Introduction

According to the European Union Strategic Training 
Needs Assessment (EU-STNA) Report (CEPOL, 2019a)1 
EU-level training should not only boost knowledge, 
but also allow an exchange of experiences and practic-
es between the practitioners and contribute to build-
ing trust. The EU-STNA was developed to identify gaps 
in knowledge, skills and competencies and trai ning 
needs. It identifies training priorities and aims at coor-
dinating available training to prevent overlaps and du-
plication. It also identifies emerging law enforcement 
trends, such as increasing synergies and overlaps be-
tween different crime areas, as well as larger demands 
for cooperation between disciplines.

The undertaking of training by law enforcement per-
sonnel will not only improve their knowledge of the 
latest laws and legislation but also help them remain 
cognisant of new police tactics and evolving trends 
in criminal activities. For example, the ever-evolving 
landscape of technology provides criminals with new 
opportunities to commit cybercrime. Criminals are ex-
ploiting new technologies with lightning speed, tailor-
ing their attacks using new methods that are facilitated, 
enabled or amplified by the Internet (Europol, 2021)2.

Likewise, new technologies are rapidly changing the field 
of law enforcement in the fight against cybercrime. New 
automated technologies, such as artificial intelligence 
and predictive analytics, are being used by law enforce-
ment to both improve efficiency and enhance safety. As 
the development of these technologies continues to im-
prove and evolve, their adoption and implementation by 
LEAs requires proper instruction on usage, through the 
provision of specialised training. For example, new tech-
nology such as AI assisted intelligence gathering would 
have many positive aspects for police investigators but 
improper use could have many negative impacts on so-
ciety. In addition to technical and legal obstacles barriers 
to the misuse of such technology, instructional training 
courses should also sensitise participants to the conse-
quences of misuse.

The EU’s approach to the fight against cybercrime 
focuses on three main areas: adoption and update of 

1	 European Union Agency for Law Enforcement Training; see https://www.cepol.europa.eu/.

2	 European Union Agency for Law Enforcement Cooperation; see https://www.europol.europa.eu/.

3	 The European Cybercrime Centre (EC3) was set up by Europol to strengthen the law enforcement response to cybercrime in the EU and 
thus to help protect European citizens, businesses and governments from online crime; see https://www.europol.europa.eu/about-eu-
ropol/european-cybercrime-centre-ec3. 

appropriate legislation; cross-sectoral and international 
cooperation; as well as capacity building.

Legislation: EU rules on cybercrime correspond to and 
build on different provisions of the Council of Europe’s 
Convention on Cybercrime (Council of Europe, 2001). 
The key measures for the EU’s cybercrime legal frame-
work include:

•	 2022: Proposal for a Regulation on cybersecurity require-
ments for products with digital elements  - Cyber resil-
ience Act (COM (22) 454 final, 2022)

•	 2020: Proposal for Interim Regulation on the processing 
of personal and other data for the purpose of combating 
child sexual abuse (COM (20) 568 final, 2020)

•	 2019: Directive on non-cash payment (Directive (EU) 
2019/713, 2019)

•	 2018: Proposals for Regulation (COM (18) 225 final, 2018) and 
Directive (COM (18) 226 final, 2018) facilitating cross-border 
access to electronic evidence for criminal investigations

•	 2013: Directive on attacks against information systems 
(Directive 2013/40/EU, 2011)

•	 2011: Directive on combating the sexual exploitation 
of children online and child pornography (Directive 
2011/93/EU, 2011).

Using this legal framework as a foundation for an effec-
tive response to the fight against cybercrime, its meas-
ures and actions according to EU Migration and Home 
Affairs (2022) aim to:

•	 improve the prevention, investigation and prosecution 
of cybercrime and child sexual exploitation,

•	 build capacity in law enforcement and the judiciary,

•	 work with industry to empower and protect citizens.

Cooperation: The EU also supports cooperation frame-
works amongst criminal justice actors and across sec-
tors particularly with industry which controls a  large 
part of information infrastructures.

Key cooperation mechanisms and structures support-
ed by the EU include:

•	 European Cybercrime Centre3 (EC3): set up by Europol in 
2013, serves as a central hub for criminal information and 
intelligence and supports operations and investigations 

https://www.cepol.europa.eu/
https://www.europol.europa.eu/
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
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by EU Member States by offering operational analysis, 
coordination and technical expertise.

•	 EU Internet Forum4: established in 2015 with the aim to 
reach a joint, voluntary approach based on a public-pri-
vate partnership with ISPs to detect and address harmful 
material shared online.

•	 European Judicial Cybercrime Network5: set up in 2016, 
facilitates sharing expertise, knowledge and best prac-
tice amongst experts from competent judicial authori-
ties dealing with cybercrime, cyber-enabled crime and 
investigations in cyberspace.

The main focus of this paper will centre around the third 
area, capacity building. In the next section, we will out-
line the recommendations from the training governance 
model that was developed by various EU institutions. 
The remainder of the paper will be structured as follows:

•	 The section “INSPECTr Training Needs Analysis”, will de-
scribe the methodology of the training needs assess-
ment and present a summary of our findings.

4	 The EU Internet Forum (EUIF) launched by the Commission in December 2015, addresses the misuse of the internet for terrorist purpos-
es; see https://home-affairs.ec.europa.eu/networks/european-union-internet-forum-euif_en.

5	 The European Judicial Network in criminal matters (EJN) is a Network of national Contact Points for the facilitation of judicial cooperation 
in criminal matters; see https://www.ejn-crimjust.europa.eu/ejn2021/Home/EN.

6	 European Cybercrime Training and Education Group (ECTEG) is an International Non Profit Association, supported by EU funding. It is 
composed of participants from European Union and European Economic Area Member state law enforcement agencies, international 
bodies, academia and private industry; see https://www.ecteg.eu/.

7	 Eurojust, the European Union Agency for Criminal Justice Cooperation, is a unique hub based in The Hague, the Netherlands, where 
national judicial authorities work closely together to fight serious organised cross-border crime; see https://www.eurojust.europa.eu/.

8	 EMPACT (European Multidisciplinary Platform Against Criminal Threats) is a security initiative driven by EU Member States to identify, 
prioritise and address threats posed by organised and serious international crime (EU Migration and Home Affairs, 2021).

9	 Image from ECTEG presentation to Council of Europe in 2018 (Sobusiak-Fischanaller, M. and Vandermeer, Y. 2018).

•	 The identified training pathways, course format and 
course curriculum will be discussed in the section, “IN-
SPECTr Capacity Building Programme”.

•	 The “Conclusion”, will present our conclusion and future 
works.

Capacity Building and the Training 
Governance Model

In 2015, several EU agencies, namely the European 
Commission, Europol-EC3, ECTEG6, CEPOL and Euro-
just7, agreed to develop a Training Governance Model 
(TGM) on cybercrime. The TGM was a deliverable un-
der the EU priorities defined in the Internal Security 
Strategy and one of the operational actions specified 
for 2014 in the context of the EMPACT8 policy cycle. 
The TGM intends to provide the foundations for a co-
ordinated approach to training and education in the 
EU for law enforcement and the judiciary.

Figure 1: Training Governance Model on Cybercrime9

https://home-affairs.ec.europa.eu/networks/european-union-internet-forum-euif_en
https://www.ejn-crimjust.europa.eu/ejn2021/Home/EN
https://www.ecteg.eu/
https://www.eurojust.europa.eu/
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Cybercrime TGM: The Training Competency 
Framework
In Figure 1 the first step of the TGM is the Training Com-
petency Framework (TCF). The aim of Europol’s TCF is 
to identify and document the required knowledge, 
skills and in general the training needs of the key actors 

involved in combating cybercrime at EU level, focusing 
on both LE and the judiciary. The TCF is a living docu-
ment, as the area of cybercrime is extremely dynam-
ic, the TCF will be periodically reviewed and updated 
when necessary.

Figure 2: Training Competency Framework on Cybercrime Matrix

Figure 2 shows that TCF identifies ten key actors in law 
enforcement and two in the judiciary that are involved 
in the fight against cybercrime. The TCF establishes the 
required skills and expertise for each actor. The neces-
sary competencies and skills described fall into three 
main categories  – management skills, technical skills, 
and investigation skills. It is hoped that this standard-
ised and harmonised description of each of the actors 
will ensure coherence and help avoid duplication of ef-
fort when developing training courses and education-
al programmes for law enforcement and the judiciary.

The strategic and operational value of the TCF can be 
very valuable in providing support for the coordination 
of organisations involved in cybercrime training and 
education, that will allow for a  more sustainable and 

harmonised approach to capacity building at national 
and EU level. Benefits include:

•	 Development of a framework that specifies the skills and 
expertise required by the various actors involved in the 
fight against cybercrime

•	 Help minimise any overlap in the area of training and ca-
pacity building and to ensure the most effective use of 
budget and resources

•	 Define national training / education requirements

•	 Structure curriculum

•	 Help LEA to build national career paths

•	 Create/grow specialised units
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Cybercrime TGM: Training Needs Assessment
The next step of the TGM (Figure 1) is to carry out 
a Training Need Analysis (TNA) based on the TCF. The 
analysis, as well as the consequent prioritisation of 
training needs and the design of the training portfolio, 
is a  joint effort coordinated by CEPOL in cooperation 
the other members involved in the TGM. One such 
example is CEPOL’s TNA for the area of cyber-attacks 
against information systems (CEPOL, 2019b). The re-
search assessed training needs against the necessary 
competencies law enforcement officials should have 
in order to perform their duties. The level of necessary 
competencies was defined in the TCF. The analysis pro-
vided an understanding of training needs from two 
perspectives:

•	 comparing the current level of knowledge of law en-
forcement officials performing different roles in investi-
gations of cyberattacks to the level of knowledge neces-
sary to fulfil their obligations

•	 identifying where there is a  need for training and the 
dimensions of training needed such as the level, form, 
urgency and number of participants who would need 
training.

After the analysis step in the TGM, the coordination 
and delivery of the identified training is the responsi-
bility of training providers such as CEPOL and ECTEG.

Cybercrime TGM: Course Development Standards
ECTEG’s course development standards (ECTEG, 2022) 
aim to provide experience and knowledge to further 
enhance the coordination and support for the devel-
opment and delivery of cybercrime training courses for 
law enforcement personnel at various levels.

The decisions to develop or update the training ma-
terial of a  course, are made by ECTEG members and 
are assisted by an advisory group that has CEPOL and 
Europol-EC3 permanently represented. Each course 
training package must follow ECTEG’s course devel-
opment standards which involves the use of subject 
matter experts and requires the creation of trainer and 
student manuals, presentation slides and practical ex-
ercises with solutions. In addition, courses should be 
developed using Markdown syntax, for easy transla-
tion for an international audience and, should be run 
at least once as a pilot training course for feedback and 
refinement.

Cybercrime TGM: Course Delivery
Within the TGM, the delivery of training is mainly led 
by CEPOL - who are generally responsible for the im-
plementation of training and learning activities for law 
enforcement at European level. CEPOL’s approach to 
learning (CEPOL, 2022) includes offering up-to-date, in-
novative training courses, bringing together the latest 
expertise and developments in research and technol-
ogy. CEPOL provides modern education methodol-
ogies such as e-learning or blended learning, which 
combines e-learning components with classroom or 
practical training.

INSPECTr Training Needs Analysis

In light of the TCF, we wish to define pathways of train-
ing for the INSPECTr platform, which will be designed 
to address the various roles in European LEAs and their 
requirements for the effective delivery and assessment 
of the course. To accomplish this we carried out our 
own TNA.

A TNA is one of the key steps in preparing a  training 
plan. If a TNA is not carried out there is the risk of do-
ing too much or too little training, or missing the point 
completely. Conducting a thorough TNA will improve 
the chances of a successful training program by mak-
ing informed decisions on the training composition, 
based on concrete data and information.

An electronic survey was used to gather the training 
needs for LEA wishing to use the INSPECTr platform. 
The first part of the 3-part survey asked the respond-
ents about the cyber-related roles in their organisation. 
The respondents were required to indicate if there was 
a person or persons assigned to a specific task or was it 
combined with other roles. The tasks referred to were:

•	 setting up and maintaining the IT-infrastructure of an 
organisation;

•	 performing detailed forensic examinations of computer 
based digital evidence;

•	 monitoring the digital world and proposing new topics 
and cases to investigate;

•	 strategic analysis, researching, analysing and presenting 
the latest threats and providing situational overviews;

•	 engaging in operational analyses to find patterns, trends, 
hotspots and create links between live cases.
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The feedback will help to define optional training path-
ways through INSPECTr’s training curricula, which LEA 
can easily map to specific roles.

In the second part of the survey, the respondents were 
asked to share details of their best previous training ex-
perience, which involved technologies or techniques 
for LEA cybercrime investigation, whilst referring to 
whether:

•	 the training was internal and developed internally, or de-
veloped by a third-party, such as ECTEG;

•	 the training was external and provided for free by 
a third-party, such as CEPOL;

•	 the training was provided by a commercial vendor.

Answers to these questions will allow researchers to 
follow-up on specific courses that compared favoura-
bly to others.

The third and final part of the survey asked the re-
spondents about what their wishes were for the IN-
SPECTr training course and to indicate their current 
understanding about specific features of the INSPECTr 
platform. The respondents were required to answer 
questions on:

•	 their preferred method of delivery;

•	 how detailed the platform’s manuals need to be;

•	 their knowledge of various topics for INSPECTr.

The responses to these questions will determine the 
delivery of training and the level of detail required for 
providing instruction on the main features of the IN-
SPECTr platform.

The group consisted of 15 participants from the LEA 
project partners. Each participant had to complete 
an informed consent before being allowed to access 
the survey. All responses were pseudonymised, so that 
none of the participants could be directly identified by 
their responses.

Training Needs Assessment Findings
This section lists the key findings from the TNA. They 
will have a  considerable influence on the proposed 
outputs described in the next section.

Need for different pathways through proposed training 
curricula: Considering the feedback for part one of the 
survey on LEA roles, it is clear that different pathways 

will be required through the training curricula of the 
INSPECTr platform. The survey responses indicated that 
there are dedicated staff carrying out specific roles in 
LEA’s cybercrime units:

•	 85% of respondents indicating there is at least some 
presence of dedicated IT staff on their team;

•	 92% of organisations have indicated there is the pres-
ence of a dedicated digital forensics member of staff on 
the team;

•	 84% indicate there are some staff members who are 
dedicated to conducting online investigations;

•	 the majority of organisations have dedicated staff cyber-
crime analysis with 53% having dedicated staff only and 
83% in total having at least one member of staff dedicat-
ed to the role;

•	 finally, an extra role of a Digital Forensic Supervisor was 
proposed.

The benefit for providing these pathways for the spe-
cific cyber-related roles, is that a training course can be 
tailored for a particular role by selecting a subset of the 
INSPECTr training topics that are related to knowledge 
and abilities needed for that role. More details on the 
pathways are found in next section.

Replicate positive aspects from previous training experi-
ences: The outcome from the feedback for part two of 
the survey on positive previous training experiences 
was that the majority of responses indicated that the 
popular preference was for:

•	 training that was developed and delivered by external 
experts;

•	 training that focused on specialised tools rather than 
a general overview course;

•	 the delivery of the training was in-class;

•	 the purpose of the training was tool specific and had 
instructors who gave hands-on practical-based demon-
strations.

The aim will be to replicate this in the proposed train-
ing courses. Further details of the approach taken can 
be seen in the next section on training format.

Focus on level of knowledge for each INSPECTr training 
topic, in-class training with hands-on instructor-led and 
practical scenario-based training: According to the feed-
back for part three of the survey on training format and 
topics for proposed training:
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•	 the training format overwhelmingly preferred by the 
respondents would be in-class training with hands-on 
instructor-led and practical scenario-based training;

•	 the level of knowledge of most of the respondents is 
very low in relation to nearly all of the INSPECTr specific 
topics.

The preferred method of training delivery will be dis-
cussed in more detail in the next section on training 
format. The low level of knowledge on training topics 
is to be expected for any new product, so some basic 
levels of knowledge will need to be delivered, particu-
larly with respect to the installation, configuration and 
usage of the platform. Further details on the contents 
of the training curriculum are discussed in the next 
section of training curriculum.

INSPECTr Capacity Building Programme

The training materials presented in this section are 
based on the findings of our TNA and the feedback 
from a number of Living Labs (European Commission, 
2009) that were conducted during the execution of 
the project. Living Labs provide an opportunity for 
technical developers to discuss the direction of the 
product with LEA partners and receive iterative feed-
back through co-creation and testing cycles.

Also, another important consideration is the project’s 
ethics-by-design and privacy-by-design approach to 
development of the platform from the ground up. 
A key part of this is sensitising the project partners to 
ethical and privacy issues that could arise during a pro-
ject like INSPECTr, this needs to be reflected in the tech-
nical development and the training, to protect funda-
mental rights of citizens, and to avoid security errors, 
misuse, etc.

Training Curriculum
The following training curriculum, illustrates the rec-
ommendations from discussions held with the IN-
SPECTr ethics and technical teams. It is considered to 
be a fluid curriculum, since it will be subject to change 
due to emerging technical developments, or issues 
encountered by LEA partners when they experiment 
with the system.

10	 e-CODEX: e-Justice Communication via Online Data Exchange; see https://www.e-codex.eu/.

11	 Search-based Investigative Intelligence; see https://siren.io/.

12	 An international standard supporting automated combination, validation, and analysis of cyber-investigation information; see https://
caseontology.org/.

Including a curriculum of training during the ongoing 
process of project research and development is a diffi-
cult task, since the outcome of R&D tasks may require 
changes to be applied to the training material. Howev-
er, it is important to define an early framework for the 
curriculum. The following is an outline of the topics we 
have initially proposed:

Introduction to the platform: A general overview of the 
issues that the platform tries to address; an introduc-
tion to the platform including screenshots of the in-
terface; an outline of additional training and pathways.

Installation and maintenance: An explanation of hard-
ware and networking requirements; an outline of in-
stallation steps, up to creating an admin user; an over-
view of system health monitoring, and updating and 
upgrading INSPECTr nodes; conclude with practical 
exercises on installation and maintenance.

Platform and user interface: A  detailed tour and focus 
on User Interface; an outline of the main components 
of a node, storage layers, gadgets, analytics, pub/sub, 
Blockchain, e-CODEX10, etc.

Platform administration and configuration: An introduc-
tion to admin user tasks, such as: legal configurations 
for discovery and sharing, user administration - creat-
ing users and groups, tool administration - adding/re-
stricting capabilities to groups; conclude with practical 
exercises on platform configuration.

External data ingestion: An explanation of how to con-
figure gadgets to communicate with external storage 
and how to transfer data to INSPECTr storage, such as: 
disk images, commercial tool reports, etc.; an introduc-
tion to federated access to data using SIREN11 intro (as 
an alternative to ingestion); conclude with practical ex-
ercises on external data ingestion in INSPECTr.

Chain-of-evidence and Chain-of-custody: An introduc-
tion to CASE12 ontology and standardisation of evi-
dence; an outline of the use of Blockchain technology 
for logging and tracing evidence.

Digital forensic tools: An outline of the use of integrated 
digital forensic and parsing (to CASE) commercial tool 

https://www.e-codex.eu/
https://siren.io/
https://caseontology.org/
https://caseontology.org/
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reports; conclude with practical exercises on digital fo-
rensic and Blockchain.

Open source intelligence (OSINT) gathering tools: An out-
line of the use of integrated OSINT gadgets, an over-
view of data privacy and operational security issues in-
cluding ethical aspects (on data privacy, minimisation, 
etc.); conclude with practical exercises on OSINT.

Data analytics and reporting: An overview of SIREN an-
alytics including configuration of SIREN dashboards, 
and federated access to external data using SIREN; an 
overview of INSPECTr widgets for data enriched visual-
isations and INSPECTr reporting; conclude with practi-
cal exercises.

AI assisted investigations and proactive policing: An out-
line of the use of AI tools, such as: computer vision, nat-
ural language processing, cross-case linkage, detection 

13	 Technology Readiness Levels (TRLs) are a method for understanding the technical maturity of a technology during its acquisition phase; 
see https://en.wikipedia.org/wiki/Technology_readiness_level.

of criminal networks, crime forecasting, machine learn-
ing framework; ethical considerations for each aspect; 
conclude with practical exercises on all AI tools.

Data discovery and exchange: An overview of configur-
ing and using the pub/sub for evidence discovery, con-
figuring and using e-CODEX for evidence exchange; 
conclude with a joint investigation exercise.

Training Pathways
Subsets of the topics outlined in the training curricu-
lum section, will be chosen to define the learning path-
ways through the INSPECTr Training Curriculum for the 
specific roles in LEA’s cybercrime units. The matrix in 
Figure 3 illustrates the proposed pathways for the cho-
sen types of law enforcement personnel that will need 
to be trained to use the INSPECTr platform.

Figure 3: Pathways matrix

The proposed roles presented in Figure 3 were agreed 
upon after receiving the feedback from part one of 
the TNA survey and consulting the TCF on cybercrime 
seen in figure 2. Judicial training will be considered 

at a future stage, as the project matures (for TRL13 9 – 
System Proven in Operational Environment). Each IN-
SPECTr topic is identified either as mandatory (blue), 
recommended (light blue) or optional (very light blue) 

https://en.wikipedia.org/wiki/Technology_readiness_level
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to define the chosen subset for each role. The selection 
process, regarding how each topic is assigned for each 
of the roles, was agreed upon after discussions with 
the INSPECTr technical team.

14	 The goal of the Global Cybercrime Certification Project (ECTEG-GCC, 2022) is to create an international certification framework based on 
the the TCF to enable Law Enforcement Agencies and Judicial authorities to develop their knowledge and skills.

While the estimated duration of completing all training 
modules would be 41 hours, the estimated duration of 
training each of the pathways is shown in Table 1.

Table 1: Estimated training duration for each pathway

Pathways
Mandatory 

Hours of Training

Mandatory + Recommended 

Hours of Training

INSPECTr IT-Administrator 10 19

INSPECTr Investigators 17 29

INSPECTr Forensics 17 23

INSPECTr Intelligence 16 22

INSPECTr Analysts 16 22

INSPECTr Management 12 20

Training Format
The proposed training course format will follow close-
ly the positive aspects identified in the TNA feedback 
received for the previous training experiences of the 
respondents.

•	 Delivery: in-class, instructor-led demonstrations

•	 Materials: slides handouts, mocked evidence, use-cases, 
platform user-guides

•	 Evaluation: practical exercises

•	 Duration: pathway dependent

Remote learning or the production of videos was not 
considered to be a requirement for the training at this 
stage. There are two reasons for this. The first, is that 
remote learning was not hugely preferred by the sur-
vey respondents, and the second is that the maturi-
ty of the platform means that videos are impractical, 
since the technology is subject to change. Therefore, 
the delivery of the training will target the standards set 
by ECTEG, which requires trainer and student manuals, 
and solutions to all exercises, to be included with the 
main content as presentation slides. This will make it 
easier to disseminate training materials for delivery by 
others, a core principle for ECTEG training delivery. For 
example, an LEA who wished to adopt the INSPECTr 
platform would request the training material for free 
and could then deliver, or seek assistance in delivering, 
the training. The latter may come at a cost, unless de-
livered by CEPOL. However, the trainer guides should 
assist that LEA should they wish to deliver it using in-
house staff. These would also be invaluable when the 

platform matures and there becomes a greater need 
for the creation of remote learning material.

Course Evaluation
In terms of course evaluation, the maturity of the pro-
ject also dictates that formal assessment cannot be 
considered at this time. However, after the pilot course 
has been completed and the final course packaged, 
this decision will be revisited. One approach may be to 
engage with ECTEG’s Global Cybercrime Certification 
Project14 to determine the suitability of establishing 
a globally recognised certificate for each of the INSPEC-
Tr pathways described above.

Conclusion

In this paper we have described how various instru-
ments, standards and priorities for the development of 
European law enforcement training, can guide the de-
velopment of a  robust capacity building programme 
for understanding emerging technologies. For exam-
ple, following the different steps of the TGM, devel-
oped by key EU stakeholders, we defined the training 
curriculum for the INSPECTr platform, the format of the 
training course to deliver the curriculum and the dif-
ferent pathways for training different law enforcement 
users of the platform. We feel this is vitally important to 
ensure the adoption of new LEA technologies, while 
safeguarding the end-users from various legal, ethical 
or regulatory issues.
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Our analysis clearly indicates that:

•	 tailored pathways through the training material are 
needed due to the number of different cyber-related 
roles existing in LEA’s cybercrime units;

•	 despite the current popularity of online training, the 
training format overwhelmingly preferred by the re-
spondents is in-class training with hands-on instruc-
tor-led and practical scenario-based training;

•	 training focused on specialised tools is preferred over 
general overview course material.

It is important to note that the development of the 
training will be an ongoing process and needs will be 
reflected on throughout the project, particularly after 
each Living Lab experiment. After the final pilot course, 
the training material will be packaged at the end of the 
project for LEA adopters of the platform. With future 
developments of the technology likely, the training 
framework will ensure that updates can be easily re-
flected in the capacity building program.
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