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Abstract
The COVID-19 pandemic is deeply redesigning the approach and practices in the field of training targeting law
enforcement agencies (LEAs). The effects are interesting and multifaceted and are expected to persist on the
medium and long term. In fact, a new room for debating on positive and negative experiences, advantages and
difficulties, emerging needs and requirements, pioneering ideas and ground-breaking initiatives has opened. The
H2020 ANITA project wants to contribute to this debate by providing details about how it has managed to reorganise its training activities from in-person to remote sessions, the perception and feedback from the participating
LEAs and the criteria it is using to design curricula for public and private stakeholders on online illegal trafficking.
It is emerging that digitalised and remote trainings addressed to law enforcement agencies require both a new
and innovative didactic concept and a ground-breaking learning paradigm. In-person lessons are essential for
their wide-ranging benefits, but the COVID-19 pandemic is showing how distance learning could be also revolutionary and powerful. However, the equilibrium among the three main components represented by educating,
discussing and exchanging should be established. In this framework, the hypothesis on if and how innovative
knowledge-based and user-centred technologies – like the ANITA platform, which is investigation-based – could
be used also to further build capacities, training and curricula for LEAs is explored. These tools are likely to have
a great potential for generating contents to be used for multi-stakeholders training and capacity building, mutual
understanding and exchange of information and practices.
Keywords: H2020 ANITA project, online illegal trafficking, remote training, law enforcement agencies, learning
paradigm
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Introduction
The COVID-19 pandemic is deeply redesigning the
approach and practices in the field of training targeting law enforcement agencies (LEAs). In particular, the
extraordinary experience of the lengthy ‘lockdown’
months experimented in early 2020 by all the European
Union countries has initially forced police academies,
Universities and research centres to suspend training
without offering an alternative. Then, they have revolutionised their approach and catalogue, moving from
in-person sessions to remote activities, in the various
forms of webinars, online courses etc, usually held on
communication platforms. However, this has not been
an easy task and it is still in progress. The effects are interesting and multifaceted and are expected to persist
on the medium and long term. A new room for debating on positive and negative experiences, advantages
and difficulties, emerging needs and requirements,
pioneering ideas and ground-breaking initiatives has
opened. The H2020 ANITA project wants to contribute
to this lively debate by providing details about how it
has managed to reorganise its training activities, the
perception and feedback from the participating LEAs
and the criteria it is using to design curricula for public
and private stakeholders on online illegal trafficking.

analyse, enrich and correlate them to support investigations
on illegal trafficking3. The project revolves around three
main use-cases: 1) drugs, NPS and counterfeit medicines 2)
weapons and firearms 3) terrorist financing.
ANITA’s primary goal is twofold: 1) to boost the LEA’s
investigation process in a layered juridical and ethical
approach by significantly increase their operational
capabilities through a set of innovative tools for efficiently addressing online illegal trafficking challenges
2) to facilitate the novice officers training process and
to optimize the learning curve.
ANITA is based on four pivotal activities, namely:
1. ‘Listening to the Web’ – detecting, monitoring and
collecting data and information;
2. ‘Analysis’ – big data analysis and analytics development, with specific regards to entity recognition,
topic extraction, classification clustering, summarisation, emotions recognition, stylometric analysis;
3. ‘Knowledge-management’ – knowledge generation and reasoning, with the integration of human
factor in the analysis loop and the possibility for Law
Enforcement officials to validate new knowledge;

Accordingly, the paper will start by briefly introducing the H2020 ANITA project. It will then describe the
ANITA experience about training during the COVID-19
pandemic and it will finally present the hints and lessons learned so far.

4. ‘Decision-making support’ – modules integrated
in the ANITA platform addressing the needs of the
specific functional areas (investigation, source monitoring, text analysis, image and video analysis, audio analysis, knowledge browsing and validation,
unconscious human feedback in the loop).

The H2020 ANITA project: a brief
overview

One distinguished feature, which best characterises
the ANITA project, is what is termed as the ‘knowledge-based approach’ that is grounded on the intent
to balance two key components such as the research
activities on the one hand and the technological development on the other.

ANITA - Advanced tools for fighting online Illegal Trafficking2 is an action funded by the European Union H2020 Programme under the Call for Proposals on Technologies for
prevention, investigation, and mitigation in the context of
fight against crime and terrorism. It is implemented by 17
partners, covering 11 Countries, including 6 EU LEAs. The
project, which started in May 2018 and at the time of writing is now in its final stages of implementation, is specifically
addressed to design and develop a novel user-centred investigation platform integrating innovative tools to discover
relevant data sources disseminated on the Web (including
the Surface Web, the Deep Web and the Dark Web) and
2 The project dedicated website is available at the following URL:
https://www.anita-project.eu/ (Last consulted on 08/07/2021).
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The scheme in Figure 1 explains how this approach has
intrinsically permeated in each relevant phase of the
ANITA project, thus contributing to the specific activities and to the overall action.
3 The ANITA platform is investigation-based, where ‘investigation’
is an operative workspace in which users can manage information related to a specific case. There are two main user profiles
corresponding to ‘basic investigator’, that can be assigned to
one or more investigations, and to ‘investigation manager’, that
can create a new investigation and add basic investigators to
the investigation. The investigation manager has access also to
administrative functionalities which are not available to a basic
investigator.
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Figure 1 - ANITA Knowledge based approach

Understanding the phenomena - From the very beginning of the activities, a solid knowledge base has been
developed on the three main use-cases of interest for
the ANITA project, in order to support the consortium
in better understanding the multifaceted manifestations and the latest dynamics of illegal trafficking, but
also to facilitate the dialogue between the LEAs and
the technological providers. In addition, by designing
a criminology-led methodology, inputs have been
provided by the research team on the relevant sources
to be used for and by the ANITA tools. Moreover, based
on real data and thanks to the collaboration between
the researchers and the technological experts, ‘horizontal scenarios’ have been outlined so to explore connections between illegal trafficking activities concerning different goods. For example, use-cases have been
explored about the same vendor distributing both
firearms and synthetic drugs on the same or in different crypto markets, about the same profiles found to
be active on both some Dark Web crypto markets and
Surface platforms or about terrorist attacks performed
with firearms bought on the Dark Web. The capacity to
provide LEAs and the overall consortium with a general assessment of the criminal phenomena, focused
examples on illegal activities and their independences, but also with hints about the possible future trends
and developments, was an important added value for
the ANITA project.

Designing the platform - While outlining and developing
the ANITA platform, the knowledge-based approach
has contributed to better assess the needs and requirements of the LEAs participating in the consortium. Often, the interaction between the end users and the
technological developers is hindered by the different
mind-set and background, and this can in turn affect
the configuration and usability of the tools. The common understanding of the criminal phenomena to be
countered and the punctual assessment of the LEAs
desiderata have averted this risk and have supported
the proper configuration of most ANITA tools.
Testing and validating the tools - The knowledge-based
approach is currently used during the crucial phase of
the ANITA platform test and validation. Ad-hoc trainthe-trainer modules have been delivered to key figures
within the participating LEAs, so to facilitate the internal transferring of notions and information to the colleagues involved in the two rounds of pilots. In particular, the horizontal scenarios have been used to clearly
exemplify how the ANITA tools could be of help during
an investigation.
Disseminating and transferring the results - Finally, the
dissemination activities and the various initiatives aiming at facilitating the transferring of the ANITA results
have benefited of the knowledge-based approach be-

223

European Law Enforcement Research Bulletin - Special Conference Edition Nr. 5

cause the interaction between criminology and technology has provided the partners with examples and
case-studies for better describing the added value of
the ANITA tools, with hints about their application in
the law enforcement environment, ideas for proposing
new curricula and suggestions for elaborating guidelines and recommendations for relevant public and
private stakeholders.

Training LEAs in the COVID-19 pandemic:
the ANITA experience
The COVID-19 pandemic has severely impacted on the
ANITA project under many respects. In particular, it has
totally annulled any possibility of organising in-person
meetings for a long period of time (eventually lasting
till the end of the project), thus forcing the consortium
to revise the plans for both the training activities targeting the participating LEAs and the two-round sessions
of pilots needed for testing and validating the ANITA
platform by the LEAs themselves. The decision-making
process has been quite complicated because designing a remote online configuration for physically driven
activities has posed several difficulties and challenges.
Hence, the entire consortium was called upon to share
experiences, ideas and hints. An online survey about
remote training, with both closed multiple choices
questions and open questions, was disseminated to
the project partners.
In addition, two online focus groups with experts from
LEAs, European police academies and international organisations4 were organised; after introducing the ANITA project, including the knowledge-based approach
and the ANITA platform, the participants’ experiences
and lessons learned about training activities in the
era of COVID-19 were shared and discussed. In particular, the hypothesis on if and how innovative knowledge-based and user-centred technologies – like the
ANITA platform – could be used also to further build
capacities, training and new curricula for LEAs on online illegal trafficking was explored and debated. In
4 The first online focus group was held on April 30, 2021, with
the participation of the Crime and Criminal Justice College of
Policing (UK), the National Bureau of Investigation (Finland), the
Police academy - Special Police Education (The Netherlands)
and the Police of the Czech Republic - National Drug Headquarters. The second online focus group was held on May 18, 2021,
with the participation of INTERPOL, World Customs Organisation (WCO), Pompidou Group – Council of Europe, International
Narcotics Control Board (INCB), United Nations Office on Drugs
and Crime (UNODC), European Network of Forensic Science
Institutes (ENFSI).
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general, these tools address actual needs in the field
of investigation, monitoring and intelligence, and they
require notable investments in terms of resources,
time, skills and expertise. However, the ANITA experience has showed that they are likely to have a great
potential also for generating contents to be used for
multi-stakeholders training and capacity building, and
more in general for facilitating and promoting mutual
understanding and dialogue, the exchange of information and practices, not considering cooperation at
different levels.
The most interesting outcomes of the ANITA experience are briefly described in the next paragraphs.
The ANITA partners’ direct experience and
opinions about remote training - Key findings
from the consortium survey
The questionnaire disseminated to the ANITA consortium5 mostly collected quantitative and qualitative
information on the following issues: direct participation in remote training activities (e.g., number of times,
type of entity organising the activities, topics covered,
format, duration, overall experience, positive and negative aspects…), experience with and evaluation of the
online learning environments (considering in particular
the possibility to interact with the trainers and the other participants, and the overall learning outcomes), the
positive and negative implications of the dramatic increase in the use of online learning environments also
for training activities imposed by the COVID-19, the
most important factors for a successful online training
addressed in particular to LEAs and, finally, the possible use of the ANITA platform by LEAs also for training
activities.
In general, the respondents have a basic experience
with remote training (they attended online training
sessions on average between 1 to 5 times), with a higher frequency of participation by people aged between
30 and 40. The sessions were organised mostly by their
own organisations or by universities and research centres; in the specific case of the participating LEAs, the
remote trainings were organised by other law enforcement agencies or by international organization (e.g.,
Europol, Interpol, CEPOL etc.). The formats were quite
diversified, ranging from structured courses to specific
modules, lasting between 1 to 3 hours or at least halfday.
5 The sample of respondents included 23 people (15 men / 8
women), aged mostly between 30 and 50 years.

Training and Education During the Pandemic Crisis: The H2020 ANITA project experience

Figure 2 – ANITA internal survey. Overall level of satisfaction with the online trainings

The opinions are in general quite positive. As represented in Figure 2, the overall level of satisfaction with
the online training(s) attended by the survey respondents is rated around 4 out of 5 from a 1 to 5 scale (1
being ‘not at all satisfied’ and 5 being ‘very satisfied’).
The same attitude can be found when evaluating the
overall experience with the online learning environment, with the 60% of the respondents choosing 4 out
of 5 and 25% opting for the maximum score available.
In general, the interaction with the trainer and the
networking with the other participants in the framework of the online learning environment, as well as
the learning outcomes achieved through it, obtained
a good evaluation, too. However, in both cases the
scores refer mostly to 4 out 5 and 3 out of 5, thus showing a sort of uncertainty. The respondents perceptible
hesitation towards their actual level of satisfaction with
distance learning is confirmed by the comments and
opinions collected in the open questions, such as: “interactions and exchanges with other participants are
often difficult”, “difficulties in interacting”, “missing the
spontaneous interaction in a group and missing the
‘body language’ of trainers and other participants”,
“with online learning you do not interact with the
teacher, which makes it more difficult to ask additional
questions. There is also no spontaneous consultation
between colleagues”, “limitation in discussions and interactions with trainer and other participants due to
tool noise, network latency and not seeing others”. Accordingly, these remarks confirm that interaction and
networking play a pivotal role for learners and there are

still weaknesses when training is delivered remotely.
This aspect should be properly addressed.
About the COVID-19 pandemic determining a dramatic increase in the use of online learning environments
also for training activities, some positive and negative
statements were provided in the questionnaire and the
participants were asked to assign each statement with
a 1 to 5 score, being (1) Strongly disagree (2) Disagree
(3) Neither agree nor disagree (4) Agree (5) Strongly
agree. Figure 3 shows the results with respect to positive statements.
The respondents mostly agree on the increased opportunities to participate in more trainings with respect to
in-person sessions because there are no or just minor
constraints related for example to travels, costs, the
need to cope with other office priorities… They also
appreciate the possibility to attend the courses at the
time that is more convenient, especially in the case of
asynchronous learning. Finally, there are increased opportunities to participate in more trainings, organised
by diverse institutions and/or covering various issues.
The negative statements chosen by the respondents
are schematised in Figure 4. Interaction related issues
are once again reiterated.
The additional interesting issues which emerge from
the answers are related respectively to the difficulties
of organising practical and/or collaborative exercises
during remote training and the demotivation or annoyance deriving from problems often related to the
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Figure 3 - POSITIVE statements related to the dramatic increase in the use of online learning environments also for training
activities imposed by COVID-19. (1) Strongly disagree (2) Disagree (3) Neither agree nor disagree (4) Agree (5) Strongly agree

Figure 4 - NEGATIVE statements related to the dramatic increase in the use of online learning environments also for training
activities imposed by COVID-19. (1) Strongly disagree (2) Disagree (3) Neither agree nor disagree (4) Agree (5) Strongly agree

Internet connection, audio or video… Both these aspects are truly relevant for the respondents; in particular, the LEAs participating in the ANITA consortium
consider the practical activities a fundamental component of training to facilitate the learning process but
also to support the exchange of experience and practices among the participants, networking and possible
collaboration in the everyday activities.
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Focusing on the specific needs and requirements of
the LEAs, the most important factors for a successful
online training addressed in particular to them are represented in Figure 5.
It is interesting to observe that the “participants skills
and experience on the topic(s)” is the most preferred
option, so a homogeneous and harmonised group of
learners is considered an asset for the law enforcement
environment. The “participants good attitude towards
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Figure 5 – The most important factors for a successful online training addressed in particular to LEAs.

technology” is also important to minimise inactivity
deriving from the lack of knowledge of online training
platforms but also to enhance the use of innovative
technologies and tools – like the ANITA ones, for example – also for capacity building.
The answers provided also evidence the importance
of the contents covered (which have to be up-to-date
and relevant), the balance between theory and practice and the interaction with the trainer and the other
trainees. Surprisingly, the options suggesting the use
of tools and the presence of skilled trainers were not
largely selected.
The possibility to use the ANITA platform also for training purposes is largely welcome by the respondents; of
course, they have been actively involved in its designing and development, as well as in the testing and validation phases, so they are aware of its configuration,
usefulness and potentiality. As schematised in Figure 6,
the support of experts in the field to develop relevant
use-cases, scenarios and actionable knowledge is considered an asset and a requirement.
This shared indication of a specialised support to
generate relevant educational material is probably
connected to the knowledge-based approach experienced throughout the overall ANITA project, which
has raised awareness about the importance of bridging the ‘human factor’ and the ‘technological factor’.

In fact, the need for a redesigned role of technology
(intended mostly as Artificial Intelligence and machine/
deep learning) in the knowledge generation and learning process on criminal phenomena is becoming tangible. The development and use of promising tools to
detect, collect and analyse big amounts of data have
been the focus of several initiatives; however, in many
cases, efforts do not seem to have paid off if we consider the costs, the sustainability and rapid obsolescence
of the products developed and the real contribution
to understanding the ecosystems of crime, especially
online (Finck, 2019). Moreover, the technological component has ended up dominating activities like deep
understanding, critical reasoning, assessment and evaluation, which are intrinsically human and should be
further supported primarily through capacity building
and empowerment. The ANITA project subverted this
general approach so that technology is at the service
of the LEAs and not vice versa.
Accordingly, it is not surprising that the respondents
have oriented their preference also on the possibility
to exploit the ANITA platform for collaborative exercises with other LEAs as well as to use the tools for internal training addressing the specific formative needs
of the organisation and the participants. The capacity
recognised to the ANITA platform to be flexible and
effectively oriented towards the actual requirements
of the law enforcement sector is highly appreciated.
In particular, what emerged from the project activities
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Figure 6 - Use of the ANITA platform by LEAs also for training activities. (1) Strongly disagree (2) Disagree (3) Neither agree
nor disagree (4) Agree (5) Strongly agree.

is the need for ground-breaking ideas to strengthen
the synergies between knowledge generation and
multi-stakeholders actions against online illegal trafficking and illicit trade, with the support of advanced
technologies. It is not only a matter of developing
initiatives but of reinforcing them with adequate approaches, considering nature and granularity of the intervention and the global and local ecology of online
criminal clusters.
The ANITA project training model
The ANITA project is strongly committed to significantly facilitate the training process within the EU LEAs
and to further improve the synergy between capacity
building and law enforcement activities. For example,
it aims at improving knowledge about the latest criminal scenarios and to boost the integration of advanced
technologies, methods and tools into standard operations and investigations. With specific reference to the
novice officers training process, the project intends to
optimize the learning curve by collecting, integrating
and re-using knowledge from multiple expert officers
and through the development of a recommendation
functionality to transfer the acquired ‘know-how’ to
the new officers.
In the framework of the ANITA activities, trainings had
to be organised for the participating LEAs in order to
give them the information and directions needed to
have a clear understanding of the platform so to test
and validate the tools during the two pilot sessions.
The COVID-19 has forced the partners to rethink and
redesign the concept and the activities related to train-
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ing, while finding the suitable way to achieve the proposed goals and results. Considering the contingency
and the specific internal complexities experienced
by each participating LEA due to the pandemic, the
ANITA project has finally decided to opt for the trainthe-trainer model. Remote training sessions were organised and delivered to at least two officers per each
participating LEAs, so that they could in turn train
their colleagues about the features and operation of
the ANITA platform. This decision was taken based on
the idea that internal trainers could spread knowledge
more efficiently among the colleagues with respect
to project partners, also minimising possible organisational difficulties posed by the pandemic and language related constraints.
The project went through some preliminary steps related to assessing the trainees’ profiles, elaborating the
contents and the training toolbox to be used for the
internal sessions by each LEAs.
•

This approach paid off under many respects. During the
train-the-trainer sessions, the participants had the possibility to learn from the ANITA team and to interact with
the domain experts, thus achieving an in-depth understanding of the platform and its functionalities.

•

Important feedbacks and suggestions were also collected from the learners, who pointed out the need of
having case-studies and practical examples to better
introduce the tools to their colleagues.

•

This is a key point because once again it stresses the importance of bridging the technological developments
with a thorough assessment of the possible relevance
for the LEAs environment and knowledge-based examples of their functioning.
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Distance learning and (remote) training
through innovative tools: lessons learned
from the ANITA project and conclusive
thoughts
The ANITA project is currently assessing the numerous
and variegated outcomes of its overall implementation, including those related to trainings – especially
about distance learning – and to the use of the platform also for education and capacity building. Some
key points have already emerged and are listed below:
•

advanced technologies are redesigning both the knowledge generation process on criminal phenomena and
the enforcement activities: the more these frameworks
manage to interact in a synergic way, the better results
can be obtained

•

advanced technologies must be developed in close collaboration between the developers, the domain experts
(in particular researchers in the field) and the end-users.
Their continuous collaboration can guarantee to effectively understand and address the requirements and
needs of LEAs and to develop cost-effective and priority-oriented actions

•

•

platforms and tools which are knowledge-driven and
user-centred can be used also for training purposes in
addition to their primary end use in the field of investigation, intelligence and monitoring. It is still a pioneering
issue and a challenging task, which needs to be further
assessed and designed so to exploit the potentialities while reducing the limits and possible difficulties.
Among others, one relevant feature seems to be the capacity to contribute at generating new knowledge on
the latest manifestations of crime and to allow the trainees to benefit from actual contents and insight
remote training is becoming a crucial and fundamental option also for LEAs but, in order to become a viable alternative to in-person training, a greater balance
between different aspects should be found. The most
relevant ones seem to be related to the technological
environment to be used (which should be intuitive and
allow for different types of activities), the participants’
skills (which should be homogeneous and aligned), the
capacity to provide innovative contents, and the possibility to combine both theory and practice

The possible combined effect of both innovative user-centred platforms – like the ANITA one – and remote training is under evaluation by the ANITA team
because it looks promising. A preliminary analysis was
developed to start debating about the strengths, the
weaknesses, the opportunities and the threats.

About the strengths, it could be possible to develop
innovative environments for learning purposes. There
could be room also for a greater interaction between
operational activities, empowerment and capacity
building. Finally, it could be possible to improve the
investigative skills on specific cases of interest for the
learners as well as the capacity to assess interlinks between criminal phenomena.
On the other hand, the weaknesses to be considered
and overcome are the limited occasions - or in some
cases the increased difficulties - to interact, to exchange views about personal experiences and good
practices, and the reduced chances to do networking.
Finding a viable way to promote interaction among
distance-learners should be a priority in design learning.
The opportunities which could be already envisaged
are related to the possibility to set pioneering and
challenging learning objectives, to adapt the contents
according for example to the participants’ skills, the
specific local/regional dimension or the type of criminal phenomena, as well as to develop self-learning thematic courses. The flexibility which is intrinsically embedded in the combination between both advanced
tools – like the ANITA platform - and remote training
could become an added value under many respects
involving for example accessibility, contents, activities,
materials, teaching methods.
The main threats or risks could derive from the low
participants’ engagement caused by multiple factors
such as the lack of awareness about the criminal phenomena investigated, the limited confidence or skills
on the technologies used, the gaps related for example to age/generation, gender or bias, the difficulties
related to interactions with the other participants and
the trainers or even the problems posed by technical
complications, such as the unstable Internet connection or the audio and video not working properly.
The consideration which is emerging from the ongoing assessment of the ANITA experience, which
could also be read as a possible recommendation, is
that digitalised and remote trainings addressed to law
enforcement agencies require both a new and innovative didactic concept and a ground-breaking learning paradigm. In-person lessons are essential for their
wide-ranging benefits but the COVID-19 pandemic is
showing how distance learning could be also revolu-
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tionary and powerful. However, in order to work, the
equilibrium among the three main components represented by educating, discussing and exchanging
should be established.
In the framework of the debate ongoing in the ANITA project, some inputs and hints have already been
discussed. For example, distance learning addressed to
LEAs should be designed around multiple and diversified options, so that each learner could find the best
solution to feel motivated. A variety of activities should
be offered and they should be carried out mostly in
small groups to facilitate active participation, interac-

tion and exchanges. Trainers should also become facilitators, so to enhance the link between the content
to be learnt, the learning process and the critical thinking. While experimenting new solutions in the field of
distance learning, synchronous and asynchronous services to support the trainees should be also improved.
Feedback and evaluation should be regularly collected
to keep on revising and adapting the activities to the
real needs and expectations. Finally, possible issues
related to ethics, human rights protection and gender
equality should be considered and regularly assessed.
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