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Abstract

The COVID-19 pandemic, and the recovery measures introduced by countries across the world to face the current
economic crisis, have provided opportunities to organised crime (OC) networks to infiltrate the legitimate econ-
omy, take control of legitimate businesses and profiting from the current emergency situation. In particular, the
following typologies of infiltration could be observed: (i) illicit lending and usury to entrepreneurs lacking liquid-
ity; (i) acquisition of firms in financial distress operating in sectors heavily affected by the crisis (e.g. hotels and
restaurants); (iii) interest towards sectors pumped by the COVID-19 related lockdown (e.g. transport and logistics,
cleaning services, trade of medical devices and pharmaceuticals); (iv) acquisition of recovery funds and public
subsidies through fraud and accounting manipulations. By providing case studies and empirical data in selected
countries, this paper will propose a classification of the infiltration strategies employed by OC networks as a con-
sequence of the COVID-19 pandemic, of the most common targets and victims, and discuss potential prevention
and investigation strategies to curb and mitigate this risk.
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Introduction Most of the studies published to date on the impact

, . of COVID-19 focused on volume and urban crimes
Th? 'CO\/ID_]Q pandemic, the related' containment (e.g., Ashby 2020; Campedelli et al. 2020; Gerell et al.
po||C|e§ .and recovery. plans haveAprowdAed NEW 0P~ 2020; Lallie et al. 2021). Analysis of the influence posed
portunities for expansion to organised crime (OC) — at by COVID-19 on OC is limited to few works of specula-
!gast this is what has been advocatgd by public autho.rf tive nature, or based only on selected cases (see Liter-
ities and law enforcement worldwide. The pandgmlc ature review below). The timeframe available and the
events have dramatically transformed the environ- amount of data is yet too scarce for conducting prop-

ment in which cnmmals operate: targets and clients er empirical research on the relationship between OC
have changed their behaviors, resources have been groups and Coronavirus.

reallocated to new areas and sectors, new regulatory

loopholes have emerged and new countermeasures Among the ways through which OC groups may

have been implemented. benefit from COVID-19 is the infiltration of legitimate
businesses. Infiltration of the economy is a peculiar
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attribute of governance-type organised crime, and
nowadays most SOC activities cannot be implement-
ed without wide employment of legitimate firms (Levi
and Soudijn 2020; Transcrime 2018; Savona et al. 2016;
Europol 2021). According to the latest Europol’s SOCTA,
2021, more than 80% of organised crime networks in
Europe use legal businesses. The COVID-19 emergency,
and the related recovery plans, risk to boost the infil-
tration strategy of OC groups — or at least this is what
advocated by some public authorities and experts.
Numerous alerts have been issued by law enforcement
authorities (LEAs) and financial intelligence units (FIUs)
worldwide, which stressed the risk that OC may pose
to the economy suffering from the COVID-19 related
crisis.

This paper would like to contribute to this debate. It
provides some evidence of OC infiltration of legitimate
businesses during and in the aftermath of COVID-19,
and help to understand to what extent, and under
which conditions, the alerts issued by public authori-
ties are plausible and justifiable. In particular, the paper
will try to provide a classification of frequent infiltration
schemes, concealment techniques and typologies ob-
served in these months; and shed light on the most
affected sectors and firm-types. For doing so, it will
analyse evidence of infiltration collected from intel-
ligence reports issued by LEAs, FIUs, AML authorities
across Europe; institutional reports; news and open
sources. Most of the reported cases regard Italy, but
references to other countries, and to OC groups differ-
ent from [talian mafias, will be made. Some of these
cases have been reported in previous papers and pol-
icy reports, first of all UNODC (2020) and Aziani et al.
(2021), on which this paper is largely based. By employ-
ing a limited number of cases and episodes, this paper
has roughly the same speculative nature of previous
works published to date; but will help to try to classify
typologies which have been observed in past months
and which may be frequent in the near future.

The paper is structured as follows: Section 2 briefly re-
calls the notion of OC infiltration, and provides a brief
review of studies on the relationship between (or-
ganised) crime and COVID-19; Section 3 describes the
sources used to collect cases upon which the analysis
is made; Section 4

\

Literature review

Infiltration of legitimate businesses by organised
crime

The concept of infiltration is hard to define, to measure —
and ultimately to prosecute (Riccardi & Berlusconi 2016;
Transcrime 2018). In most European countries, criminal
infiltration is not criminalised per se. As stressed by var-
jous scholars, infiltration may not be itself a crime, but
rather it can be considered a process encompassing
a variety of crimes. These may take the form of pred-
icate offences, in the sense that they may constitute
the crimes which generate the proceeds which are
eventually employed by criminals, e.g., to incorporate
alegitimate firm; or of sentinel crimes - like accounting
manipulation or false invoicing - which highlight that
an infiltration process is on-going. Building on Tran-
scrime’s project MORE, infiltration of a legitimate firm
by organised crime may be defined as:

"Any case in which a natural person belonging to a crimi-
nal organisation, as defined by Art. 1 of the EU Framework
Decision on the Fight against Organised Crime (2008/841/
JHA), or involved in a serious crime as defined by Art. 83(1)
of the Treaty on the Functioning of the European Union,or
an already infiltrated legal person, invests financial and/
or human resources to participate in the decision-making
process of a legitimate business” (Transcrime 2018, p. 5).

The vagueness of the concept of ‘criminal organisation’
adopted at the EU level (Calderoni 2008; Finckenauer
2005; Hagan 2006; von Lampe 2004) may risk hindering
the identification of ‘who exactly is infiltrating a legiti-
mate business’ (von Lampe, 2017, p. 224). This in turn
may instill doubts about if studying infiltration requires
adopting an ‘actor-centred’ or alternatively an ‘activi-
ty-centred’ approach (van Duyne & van Dijck, 2007; von
Lampe, 2017). But it is not often easy to distinguish be-
tween the two perspectives, also because it is not al-
ways clear whether the infiltrated firm was established,
or employed, as part of the OC scheme itself, or was in-
stead infiltrated as a consequence of OC (for example,
the investment in a restaurant of the proceeds stem-
ming from drug-trafficking). Finally, it is increasingly dif-
ficult to draw a boundary between ‘traditional’ OC and
financial crimes such as false invoicing and VAT fraud,
as also stressed by the latest Europol’s SOCTA (Europol,
2021). All these patterns are confirmed when looking at
COVID-19 related infiltration, as will made clear in the
Analysis and Discussion sections.

34 }',/“;t':EPOL




Organised Crime Infiltration of the COVID-19 Economy: Emerging schemes and possible prevention strategies

COVID-19 and (organised) crime

As mentioned, most of the studies published to date,
which address the relationship between crime and
COVID-19, analysed the impact of containement pol-
icies related to Coronavirus on violent and volume
crimes (e.g., Ashby 2020; Campedelli et al. 2020; Gerell
et al. 2020; Lallie et al. 2021). Those dealing with organ-
ised crime are much fewer and are based on anectodal
evidence (Bruce et al. 2020; e.g., Dellasega and Vorrath
2020; GITOC 2020a). More recently, a paper by UNODC,
and a working paper of Aziani et al,, have tried to look
more closely into the way criminal organisations react-
ed to the medical crisis and the economic crisis exerted
by COVID-19 (UNODC 2020; Aziani, Jofre, et al. 2021). To
be noted that most of these studies have focused on
the first wave of COVID-19 disease (March — October
2020), which is the one characterised by the harsher
lockdown measures and the strongest impact on the
economy. A recent report authored by Levi and Smith
shed light on fraud related to COVID-19 policies and
products — which could be observed also in previous
pandemics, such as the Spanish flu (Levi & Smith 2021).

These works have, on the one side, analysed how COV-
ID-19 has impacted on the activity of OC groups, e.g.
in terms of reduced (or increased) drug-trafficking or
kidnapping (Balmori de la Miyar et al. 2021; Bruce et al.
2020; Djordjevi¢ & Doboviek 2020). On the other side,
the studies analysed how OC has benefited from the
pandemic crisis. Positive effects can be observed two-
fold: (i) in terms of increasing social consensus through
the provision of social services to local communities; (ii)
in terms of increasing profits through infiltration of the
legal economy and the commission of financial crimes.
As regards the first strategy, a variety of instances can
be found in which governance-type OC groups (such
as mafias or Mexican cartels) have started providing
support to the local population in response of the cri-
sis (and often in the absence and/or incapacity of of-
ficial governments). Gomez (2020) illustrated how OC
groups in Colombia and Mexico were able to distribute
food, money, medicines, face masks, support check-
points to the local population in the first wave of the
pandemic. Similar episodes were observed in Italy by
the Camorra and Cosa Nostra (Crimaldi 2020; Palazzolo
2020) and in South Africa by local gangs (Hyman 2020).
OC groups were also active in ensuring social distanc-
ing within the population, as a way to get the favour
of official governments which were unable to enforce
this measure. This occurred for example in Brazil, El Sal-
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vador and Colombia (Elfaro 2020; TuBarco 2020; Walsh
2020).

COVID-19 and organised crime infiltration: the
knowledge gap

While information, analysis and evidence on the provi-
sion of illegal governance by OC groups is more abun-
dant, the same cannot be said as regards the second
OC strategy, i.e. the infiltration of the legal economy
during and as a consequence of the COVID-19 pan-
demic. The lack of evidence contrasts with the numer-
ous alerts issued by public authorities in this respect.
Both UNODC (2020) and Aziani et al. (2021) report few
cases of infiltration, but do not provide further analysis
and interpretation.

Aim of this paper is to start filling this gap, not only by
collecting and reporting cases of (attempted or sus-
picious) infiltration in legitimate firms, but by offering
an analysis and a classification of: (i) the most frequent
modi operandiand schemes of infiltration; (i) the most
frequently affected business sectors; (iii) the type of
criminal actors (and sentinel crimes) involved. This
paper is just an exploratory and preliminary analysis,
based on a too limited and unrepresentative sample
yet, which would deserve in-depth investigation as
soon as more abundant empirical evidence (and more
structured data) will be made available. However, it is
an attempt to classify risk scenarios which may be ob-
served by police, AML authorities, anti-fraud agencies,
FIUs and prosecutors’ offices currently or in the next
future in most European countries.

Methodology

The cases analysed in this paper, and on which basis
the classification of infiltration schemes is produced,
are identified through a snowball approach, relying
on a variety of sources which include: (i) academic pa-
pers; (i) institutional reports (e.g. police or FIU reports
and press releases); and (iii) media news. In particular,
I make wide use of the cases are already collected and
reported in Aziani et al. (2021), which employed a news
aggregator (LexisNexis Metabase) to scan media sourc-
es in search for relevant instances. This set is enriched
further with evidence taken from more recent media
articles and institutional reports, not covered by the
previous works. Among them, the latest Europol’s
SOCTA (Europol 2021) and the periodic reports of the
new-born observatory of the Italian Ministry of Interior

/)CEF'OL




European Law Enforcement Research Bulletin - Special Conference Edition Nr. 5

to monitor OC infiltration of the legal economy.? Very
useful have been also the 2020 annual reports of Euro-
pean FlUs, which provided some statistics on COVID-19
related suspicious activity/transaction reports. ‘Cases’
should not be intended merely as specific instances,
involving one individual or firm, for which information
on names, sector, geographic area was available. But
more broadly as empirical evidence, reported by (or
involving) some police authorities or FIU, of infiltration
and misuse of firms in relation to COVID-19. For this rea-
son, it is not easy to count the exact number of firms
analysed.

Beyond actual cases, this paper takes into account
also the results of an analysis, made by Transcrime, of
anomalies related to changes of beneficial owners of
firms in Italy during the pandemic (April to September
2020), which involved about 40,000 firms (Bosisio et al.
2021). These are not (all) corresponding to episodes of
criminal infiltration of course; but the anomalies identi-
fied in some of them may red-flag possible infiltration
risks. A paragraph of the next section will be devoted
to summarising the main findings of this study.

While this paper did not want a priori to focus on Italy
only, most of the cases and data collected and ana-
lysed regard Italian firms. This has not to be interpreted
in the sense that most infiltration cases related to COV-
ID-19 concentrate in Italy; but is the result of sampling
biases and, as stressed by previous works, too (see e.g.
Riccardi and Berlusconi, 2016), of the greater attention
and awareness posed by Italian public authorities and
media to the ‘infiltration problem’.

Analysis

Four frequent schemes, or typologies using FATF terms,
of criminal infiltration of firms in relation to the COV-
ID-19 pandemic can be identified: (i) illicit lending and
usury to entrepreneurs lacking liquidity; (i) acquisition
of firms in financial distress operating in sectors heavily
affected by the crisis (e.g. hotels and restaurants); (iii) in-
terest towards sectors pumped by the COVID-19 relat-

ed lockdown (e.g. transport and logistics, cleaning ser-

2 Namely, the‘Organismo permanente di monitoraggio e analisi
sul rischio di infiltrazione nell'economia da parte della criminal-
ita organizzata di tipo mafioso. See https.//www.interno.gov.it/
it/ministero/osservatori-commissioni-e-centri-coordinamento/
organismo-permanente-monitoraggio-e-analisi-sul-rischio-infil-
trazione-nelleconomia-parte-criminalita-organizzata-tipo-mafi-
050

vices, trade of medical devices and pharmaceuticals);
(iv) acquisition of recovery funds and public subsidies
through fraud and accounting manipulations. They are
analysed in detail below (the first two schemes in the
same paragraph).

Infiltration of firms in financial distress and in
sectors affected by COVID-19

This category includes cases of infiltration of firms fallen
in financial distress as a consequence of COVID-19 con-
tainment and economic crisis. The lockdown enforced
in spring 2020 in most countries (and then repeated
between fall 2020 and winter 2021) heavily impacted
on the capacity of certain entrepreneurs to produce
turnover and cover operational expenses, including
personnel costs. This has happened in particular in
those economic sectors which had to reduce substan-
tially (and, in a first phase, literally interrupt) the activity
due to the lockdown: bars, restaurants, hotels, organi-
sation of events, travel agencies and renting agencies.
Also retail shops were affected — especially non-food
ones, as food retailers were among the categories of
businesses exempted from lockdowns. The cash and
liquidity problems of these firms have increased their
vulnerability to the injection of external funding of illic-
it and dubious origin. This has happened in two ways:
(i) in terms of lending (often at usurious rate) by individ-
uals connected to criminal organisations; (i) in terms
of acquisition of firms’ control through money of illicit
origin. As stressed frequently by literature, often the
first strategy may then lead to the second one, as soon
as firm owners are not able to guarantee restitution of
the credit and therefore are forced to pass on the man-
agement of the company. Loans shall not be interpret-
ed exclusively as the provision of illicit cash ‘off-the-
records, but nowadays may take more sophisticated
nature, sometimes concealed behind shell companies
active in the financial service sector, or through the ac-
quisition of non-performing loans (NPLs), carried out
with the complicity of colluded banks or bank officials
(Di Gennaro and Pastore 2021; Barone and Masciandaro
2019; Lavezzi 2014; Transcrime 2013). Eventually, these
loans may take the accounting form of ‘shareholders’
credits’, which indeed constitutes a red-flag in the fi-
nancial reports of infiltrated firms, according to pre-
vious studies (Di Bono et al. 2015; Ravenda et al. 2015;
Transcrime 2018).

A number of hotels on the Riviera Romagnola in Italy
reported to the police to have been contacted by du-
bious investors, during the hardest time of the COV-
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Figure 1 - Infiltration of firms in financial distress: frequent schemes/typologies
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domestic or foreign firms

Source: Author’s elaboration

ID-19 pandemic, with offers to acquire the business at
a cheap price (Elli 2020). The local prefecture of Rimini
hasissued, between September 2020 and January 2021,
10 freezing measures (interdittive)® against hotels in the
province due to suspicion of mafia infiltration (Conti
2021). Similar behaviours have been observed in Milan,
where the 20% of restaurants, participating to a survey
of a local association, declared to have received offers
(in terms of acquisition or usury lending) by ‘anoma-
lous individuals’ during the COVID-19 pandemic (Tici-
no Notizie 2020). Instances of ‘anomalous acquisitions’
outside the hotels & bars sector can also be found. For
example, a construction company was acquired during
the COVID-19 pandemic by a fiduciary company based
in Malta, for which information on beneficial owners
was not available; the professionals managing the trust
had previous records for involvement in international
corruption (Bosisio et al. 2021). A real estate/architecture
firm active in renovating historical properties in Tus-
cany, suffering from the economic crisis, was refused
renegotiation of its loan, which was instead ceased to
a holding company, newly established, controlled by

3 The intedittiva antimafia is a measure of administrative nature is-
sued by Italian prefectures in the presence of signals of, among
others, mafia infiltration and/or influence. The measure aims at
freezing the activity of a firm, and avoid it can be involved in
public works and be awarded public funding.

\ 4

i) Lending to firms in

distress
$

lllegal
lending/usury

Lending through
financial service

shell companies

a trust in Luxembourg, managed by individuals with
previous OC records.

Infiltration of firms in sectors pumped by
CoVID-19

If some sectors were heavily affected by the con-
tainement policies, others have been favoured by the
pandemic. The wholesale (and retail) trade of pharma-
ceuticals and medical devices (e.g. masks, breathing
devices, sanification devices) have boomed, as well
as sanification and cleaning services companies. But
also waste disposal (especially the management of
COVID-19 related hospital waste) and funeral services
were favoured by the pandemic. The lockdown which
obliged millions of people to stay and work from
home has fostered the e-commerce, which in turn
has pumped logistic and transportation services. The
number of couriers dramatically increased, and bigger
logistic firms have had to rely heavily on sub-contrac-
tors to satisfy the demand. Obviously, the success of
these sectors induced by the pandemic did not attract
only investments of dirty money; but also numerous
entrepreneurs and firms unconnected with crime.
However, abundant evidence of OC presence can be
spotted.
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Numerous cases can be found in the provision of
masks and medical devices, especially in the first wave
of the pandemic (February-July 2020) which was char-
acterised by a strong demand of these devices and
lack of supply at international level, and also more re-
laxed controls and countermeasures. A company with
unknown track-record exploiting false declarations
was awarded, in Italy, a public procurement for pro-
viding masks, worth 24 million euro. Once awarded,
the company was sold to a construction firm, then
going bankrupt. Goods were not eventually provid-
ed (Ministero dell'lnterno 2020a). In Romania, a firm
linked to individuals with previous records of serious
and organised offences, was investigated for bribing
the director of a public company which was manag-
ing the purchase of masks, protective suits and other
medical devices (Ministero dell'Interno 2020a). In Italy,
again, three Chinese firms (one established 5 days be-
fore the procurement) were awarded the provision of
800 million masks (value 1.25 billion euro), facilitated
by lItalian intermediaries. The investigation revealed
allegations of money laundering, fencing, embezzle-
ment. Infiltration of mafia-groups was observed also in
the sanification sector: the investigation Criminal secu-
rity revealed investments of Camorra into firms active
in the sanification of retail shops (Ministero dell'Inter-
no 2020b), while Dirty cleaning highlighted again the

role of Camorra groups in companies involved in the
sanification of hotels, restaurants, trucks and vehicles
(Il Fatto Quotidiano 2020). Wiretaps revealed, in the first
phase of the pandemic, attempts of the ‘Ndrangheta
to acquire/invest even funeral companies in Northern
ltaly where the rate of COVID-19 deaths was highest
(Ministero dell'Interno 2020b).

Infiltration of firms to obtain COVID-19 public
subsidies and recovery funds

The third typology of OC infiltration is the one which is
and will be probably most frequently observed in the
next future. It is related to the employment of legiti-
mate businesses by organised criminals to obtain the
wide variety of public subsidies, stimulus packages and
recovery funds activated by most countries worldwide
to sustain the economy impacted by the COVID-19
crisis. Here, infiltration may take various forms: for ex-
ample, fraud with layoff schemes, such as those com-
mitted in France on «chomage partiel» (layoffs) through
fictitious use and theft of IDs of existing firms (Ministe-
ro dell'Interno 2020a). Various cases of embezzlement
of reimbursement and tax bonuses issued by govern-
ment as a consequence of the pandemic are reported
by media: in Italy, the investigation Habanero revealed
the Infiltration by ‘Ndrangheta of Italian firms, and the
commission of tax crimes and bankruptcy fraud so as

Figure 2 - Infiltration of firms in sectors pumped by COVID-19
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Figure 3 - Infiltration of firms to obtain COVID-19 public subsidies and recovery plans

Public subsidies, stimulus packages, recovery funds

!

Layoff schemes

\

!

Reimbursement/
supporting schemes

Tax bonuses

! !

Loans/grants

J

Y

Various typologies of fraud schemes

False
invoicing

Accounting
manipulations

Source: Author’s elaboration

to benefit from SME public subsidies enhanced with
COVID-19 (Ministero dell'Interno 2020a). In the UK, fraud
on “bounce back loans” schemes were committed
through fictitious use and theft of IDs of existing firms
(Ministero dell'lnterno 2020a). Most of these fraud and
infiltration schemes entailed systematic employment
of accounting manipulations, false invoicing, docu-
ment forgery, theft of firms’ IDs or the establishment
of shell companies only for the purpose of obtaining
the funds. For example, in most countries, government
compensantion schemes were designed in order to re-
imburse firms in affected sectors a certain percentage
of the turnover of the previous year (i.e. 2019). If a firm
were able to increase artificially the 2019 revenue, then
it could obtain a higher compensation. For this reason,
some criminal organisations acted as illegal service pro-
viders by providing entrepreneurs with false invoices
so as to pump artificially their turnover. This scheme
was observed in the investigation Background of the
[talian police (Ministero dell'lnterno 2020b), which fur-
ther confirmed the specialisation of some [talian mafia
groups (first of all, the ‘Ndrangheta) in providing false
invoicing services to complicit entrepreneurs (Tran-
scrime, 2018).

Changes in firms’ ownership during the COVID-19
pandemic

As mentioned, Transcrime carried out an analysis of the
[talian firms which changed owners in the first wave
of the pandemic, i.e. between April and September

Document
forgery

Theft of
company
IDs

Establishment of shell
companies

2020 (Bosisio et al. 2021). The aim was to detect possi-
ble anomalies and red-flags among new owners which
could signal risks of organised crime infiltration and
money laundering. In the period under observation,
43,700 firms changed their beneficial owners (BOs) —
a decrease of 38.7% with respect to the same period of
the previous year. This is a sign of the economic crisis
determined by COVID-19, which generated a down-
turn of mergers and acquisitions worldwide. However,
despite the decrease in ownership changes, interest-
ing patterns can be observed (see Bosisio et al. 2021
for full details):

7% of new beneficial owners are foreign, almost
twice the number of foreign BOs of Italian firms;

1.3% of firms changing ownership have links with
countries in AML and Tax blacklists and grey lists.
This percentage is five times higher than the Italian
average;

Among these firms, use of trusts, fiduciaries and
other corporate vehicles is 10 times higher than the
ltalian average;

4 Here, we took into account the FATF black- and grey-lists, the EU
AML list of ‘high-risk third countries; the EU list of non-coopera-
tive tax jurisdictions. All lists were update das of February 2021,
which means that they did not include Malta, grey listed by
FATF in June, 2021; if Malta were included, a higher volume of
links with blacklisted jurisdictions would have been observed.
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« 15% of new beneficial owners are politically ex-
posed persons (PEPs); but in some provices this
percentage goes up to 12%.

While obviously these data shall not be interpreted
necessarily as evidence of money laundering or crimi-
nal infiltration, they are symptomattic of the increasing
secrecy and opacity of the investments occurred in Ital-
ian firms during the COVID-19 pandemic, which would
deserve further investigation, especially in those areas
and sectors with greatest concentration of anomalies.

Discussion and conclusion

The typologies of organised crime infiltration which
have been reported here, while focusing mostly on
ltaly, show some common patterns which is worth
highlighting. First, the employment of a mix of modi
operandi, ranging from traditional methods (such as
extortion, usury and ‘extortive offering’) to more so-
phisticated and concealed ones, such as the use of
financial service companies as shells behind which
to conceal usurious lending and economic support.
Second, the overlap between governance-type OC
(which Italian mafias typically belong to) and financial
and white-collar offences. Most schemes of infiltration
observed in the COVID-19 pandemic, either aimed at
acquiring control of firms in ‘pumped’ sectors, or at
defrauding public subsidies and recovery funds, see
criminal organisations acting as fllicit financial services
providers, first of all of false invoicing and document
forgery. Third, the role of facilitators played by inter-
mediaries (like colluded entrepreneurs and PEPs), and
the wide employment of trusts, fiduciaries and other
opaque legal arrangements, often established in se-
crecy jurisdictions (also within the EU). In this sense, the
cases of infiltration observed during and in the after-
math of the pandemic seem to confirm the same pat-
terns which have been highlighted in recent years by
scholars (Kruisbergen et al. 2015; Levi and Soudijn 2020
Transcrime 2018; Savona et al. 2016) and practitioners
(see, above all, the new Europol’s SOCTA report 2021).
COVID-19 may only accelerate this process, and shift it
towards different sectors - those which, for the variety
of reasons above described, have become more vul-
nerable or more attractive to organised crime because
of the pandemic.

The amount of cases and investigations identified
to date is yet too limited to empirically demonstrate
the numerous alerts issued by police, FIUs and other
public authorities on the increased risk of organised
crime infiltration of the economy as a consequence
of COVID-19. However, the volume of recovery funds
and public subsidies which are and will be distributed
by governments (for example, in the framework of the
‘NextGenerationEU" programme) is so exceptionally
wide that it will undoubtedly attract fraudsters and or-
ganised criminals. What strategies can be implement-
ed so as to prevent this to happen?

The question is to what extent the traditional AML
countermeasures — centred around the ‘gate-keeping’
role of banks and other obliged entities, and the mon-
itoring of FIUs - will be sufficient for this purpose; or
alternatively whether a new monitoring system should
be conceived. The amount of recovery funds, with the
millions of requests which will be submitted by firms
worldwide, will probably require an extensive screen-
ing which cannot be left only to obliged entities among
their daily AML customer due diligence controls. Given
the type of infiltration and fraud schemes observed to
date, which entailed complex corporate structures and
triangulations across firms and individuals from differ-
ent countries, it seems necessary to have centralised
watchtowers able to span across sectors and on the
entire national (and supranational) domain. Dedicated
governmental agencies, equipped with big data ana-
lytics capacities, and full access to police archives and
business registers, may be a proper solution. Current
technologies and algorithms are now able to process
millions of transactions and entities, and early detect
high-risk cases on the basis of accounting and financial
red-flags (see e.g. Ravenda et al. 2015; Transcrime 2018)
and ownership anomalies (Jofre et al. 2021; Aziani, Fer-
werda, et al. 2021; Garcia-Bernardo et al. 2017). Given
the interlinks between organised crime and financial
offences, the new agencies should be able to dialogue,
equally, with FIUs, anti-corruption authorities, tax agen-
cies and anti-trust authorities; but act as clear reference
authorities for the due diligence of COVID-19 related
recovery funds.
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