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Abstract
The COVID-19 pandemic has accentuated the meaning of resilience for European digital in-
frastructures which safeguard vital societal functions, such as the activities of European law 
enforcement authorities. The pandemic has vividly illustrated that unreliable IT-systems and 
networks cripple also authorities’ business continuity and access to critical information when 
alternative processing methods remain scarce during times of transformed social interaction. 
The development of resilience thus demands research and innovation investments also in the 
future, as emerging risks, both physical and human-made, may produce long-lasting conse-
quences to systems critical to European safety and security. In EU-funded security research, 
resilience has formed a well-established concept even before current events and prolonged cri-
sis, however, not uniformly across all law enforcement domains. This article focuses on border 
security research in the H2020 programme and analyses how resilience is addressed within this 
field. The H2020 programme underlines practitioners’ decisive role in determining the require-
ments for future technological solutions. Therefore, we concentrate on the initial stages of the 
systems design and development process, in particular the user requirements elicitation phase. 
The article’s specific aims are to identify preliminary resilience perspectives, which users con-
vey forward in the design and development process, and propose future research directions to 
strengthen resilience thinking also in the border security domain.
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Introduction

The COVID-19 pandemic has challenged and thoroughly tested the resilience of Europe-
an digital infrastructures which maintain and support vital societal functions, such as the 
operations, daily tasks and processes of different law enforcement authorities (LEA) in EU 
Member States. In the area of EU’s Justice and Home Affairs (JHA), a prolonged period of 
social distancing visibly demonstrates the high reliance of actors and organisations on 
digital technologies in terms of access to information, business continuity and availability 
of critical IT-systems and underscores the technologies’ pivotal role in safeguarding LEA 
core functions, particularly from the perspective of societal resilience (eu-LISA, 2020). As 
the pandemic limits society’s abilities to resort to alternative processes, expectations to-
wards the dependability of IT-systems in delivering reliable services increase. EU’s new 
Cybersecurity Strategy and the European Commission’s proposal for a new directive pri-
oritise the position of resilience within European policies related to critical entities and 
networks (European Commission, 2020a). Effective adaptation to potentially long-lasting 
consequences of new risks requires further development of resilience in decisive systems.

Even before the ascent of the current pandemic and renewed policies, resilience enjoyed 
an accentuated position in EU-funded security research that aims to support and improve 
the capabilities of governmental organisations working towards societal safety and secu-
rity in Europe. In the Horizon 2020 (H2020) Research and Innovation Programme of the 
European Union (2014-2020), resilience has formed a central concept for research activities 
particularly related to the protection of critical infrastructure, the development of Artificial 
Intelligence (AI) technologies, disaster management and digital security, and novel tech-
nologies constitute one key means to enhance the resilience of critical systems (European 
Commission, 2020b). However, besides significant benefits, new technologies may predis-
pose critical systems to novel risks that have also the potential to cascade, particularly in 
highly networked and interdependent societies (Linkov & Palma-Oliveira, 2017).

Since the start of the millennium, digitalisation has significantly transformed European 
border management not only in authorities’ back-end processes but also at the level of 
equipment, tools, and systems implemented to the monitoring and controlling of EU’s 
external borders and the cross-border flow of persons, goods, vehicles and vessels. Ini-
tiatives to enhance digitalisation and harmonisation of practices at borders were estab-
lished already a decade ago (more on ‘Smart Borders’ policy, see for example Lehtonen 
& Aalto, 2017; Jeandezboz, 2016), and system interoperability together with innovative 
technologies increasingly form the cornerstones of border authority capabilities against 
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emerging risks. These developments argue for a more holistic assessment of the ways in 
which novel border security technologies tolerate, recover and adapt to foreseen or un-
foreseen changes during their expected service life. According to Linkov & Palma-Oliveira 
(2017), resilience-based approaches enable the assessment of system capabilities needed 
to ensure dynamic adjustment to various transformations that affect systems negatively. 
Nevertheless, border security research calls address resilience primarily from a societal 
perspective (European Commission, 2020b), while explicit requirements towards improv-
ing the physical and digital resilience of a system are less-documented. Overall, focus 
“on the (technical) resilience of smaller systems” (Häring et al., 2017: 23) remains scarce; a 
characterisation which may also apply to border security research.

The primary objective of this article is to examine the manifestation of resilience ap-
proaches in the H2020 border security research. Border security interfaces and integrates 
with the law enforcement domain at different levels for example through institutional 
and organisational ties (Center for the Study of Democracy, 2011) and approaches to har-
monise LEA training and crisis management within Europe and beyond (Frontex, 2020; 
Taitto & Hyttinen, 2018). The H2020 programme highlights active participation of security 
practitioners in research, and assigns key end-users a significant role in defining and es-
tablishing the requirements for future technological solutions (see for example European 
Commission 2015a, 2017, 2020b). As a result, we concentrate on the initial stages of the 
systems design and development process and analyse the ways in which the user needs 
elicitation phase acknowledges system resilience attributes. The article’s specific aims are 
to identify preliminary resilience perspectives, which users convey forward in the design 
and development process, and propose future research directions to strengthen resil-
ience thinking also in the border security field.

Theoretical points of departure

Engineering systems and resilience
Constructing resilient systems is a challenge that systems engineering pursues to answer 
both as a scientific discipline and as a pragmatic activity. Fortifying resilience in complex 
systems constitutes an increasingly important task due to the dynamic nature of emerg-
ing risks and threats that overburden systems (Small et al., 2018). Engineering resilience is 
not only about building-in resilience through certain techniques, but also about ensuring 
ways in which the resilience of a system can be maintained or managed in the long run 
(Hollnagel, 2010a).

The definition of resilience depends on its application context, use incentive or research 
discipline to a large degree (Curt & Tacnet, 2018; Park, 2011; Uday & Marais, 2019). Infra-
structure research defines system resilience for example as follows:
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“Given the occurrence of a particular disruptive event (or set of events), the resilience of 
a system to that event (or events) is the ability to efficiently reduce both the magnitude 
and duration of the deviation from targeted system performance” (Vugrin, 2010: 83).

Another definition proposes that resilience is “the intrinsic ability of a system to adjust its 
functioning prior to, during, or following changes and disturbances, so that it can sus-
tain required operations under both expected and unexpected conditions” (Hollnagel, 
2010b: xxxvi). Resilience research tends to oppose a static view on system capabilities 
but claims them being susceptible to temporal alterations that originate from system 
performance and capacity variations transpiring in different time periods (Linkov & Pal-
ma-Oliveira, 2017).

Certain qualities can be said to characterise a resilient system. For example, Hollnagel 
(2010: xxix) establishes that a resilient system has to possess the four following abilities: 
“the ability to respond to events, to monitor ongoing developments, to anticipate future 
threats and opportunities, and, to learn from past failures and successes alike”. Particular 
system capacities, either endogenous (internal) or exogenous (external), are also applied 
to define resilience. First, absorptive system capacity relates to “the degree to which a 
system can automatically absorb the impacts of system perturbations and minimize 
consequences with little effort”. Adaptive system capacity on the other hand refers to 
“the degree to which the system is capable of self-organisation for recovery of system 
performance levels”, while restorative capacity is “the ability of a system to be repaired 
easily”. (Vugrin, 2010: 99-101) In contrast to engineering fail-safe systems, an objective 
of ‘traditional risk analysis’, resilience management emphasizes the construction of sys-
tems that exhibit flexibility and adaptive capabilities to function in new circumstances 
arising after adverse events. Resilience management thus aspires to ensure that adverse 
events do not permanently deteriorate a system’s functions and performance. The time 
horizon for resilience management expands that of risk management. (Linkov & Pal-
ma-Oliveira, 2017)

With regards to design principles, Jackson and Ferris (2013) propose a taxonomy of 14 
principles organized into four attributes guiding the engineering of resilient systems. 
Figure 1 defines the attributes (capacity, flexibility, tolerance, cohesion) and lists related 
design principles under each attribute.
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Figure 1. Taxonomy of resilience for engineered systems. Reproduced and modified from 
Jackson & Ferris 2013, p. 155
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Research and innovation projects accentuate also other desirable system qualities than 
only resilience, such as performance, productivity, compatibility with adjacent systems 
or compliance with legal and ethical requirements. The primary objectives of European 
border security research demonstrate this by emphasizing the need “to enhance systems 
and their interoperability, equipment, tools, processes, and methods for rapid identifi-
cation to improve border security, whilst respecting fundamental rights including free 
movement of persons, protection of personal data, and privacy” (European Commission, 
2020b: 14).

Project objectives often question the feasibility or suitability of all resilience principles 
for a single system, as trade-offs may need to be made within them, such as whether to 
implement high physical or functional redundancy at the cost of achieving less complex 
designs (Jackson & Ferris, 2013). In addition, resilience requirements exhibit interdepend-
ence (Jackson & Ferris, 2013), and complement or overlap with other important system 
properties (Firesmith, 2020). In general, research tends to contradict in whether resilience 
requirements form a specific requirement group and clearly differ from system require-
ments that relate to other quality attributes, such as robustness, safety, cybersecurity, 
or anti-tamper (Firesmith, 2020). Furthermore, some system attributes are considered to 
“enable systems to achieve resiliency”, such as adaptability, extensibility, flexibility, repair-
ability and versatility (Enos, 2019: 389-390).

User involvement in system design processes

Several studies, addressing different contexts and fields, highlight the value and contri-
bution of user or human involvement in technology design and development (see for 
example Leikas, 2009; Kujala et al., 2005; Karvonen & Martio, 2018; Niemelä et al., 2014; 
Aaltola, 2021; Aaltola, 2020). User involvement is claimed to enhance system usability, use-
fulness, user satisfaction and overall success (Kujala et al., 2005), and breed innovations 
in product development processes through direct interaction via interviews or through 
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observation of user behaviour in real-life use situations and contexts (Dell’era & Landoni, 
2014). Users fill an important knowledge gap, as assuming the role of an inexperienced 
user is considered unattainable for developers (Wallach & Scholz, 2012). Despite multiple 
benefits associated with human centricity of design, research also reports various chal-
lenges pertaining to the role of users in related processes and particularly emphasizes the 
importance of scientific or evidence-based information to which design decisions need 
to be grounded (Saariluoma, 2005; Reymen, Whyte & Dorst, 2005; Luck, 2003).

In the H2020 funding programme, project eligibility and admissibility conditions formal-
ise the involvement of practitioners or user representatives at the very general level in 
certain topics, particularly those related to security research (see for example European 
Commission 2020b). This conforms to the lessons learned from the preceding Framework 
Programme 7 that demanded “more active end-user participation” in future programmes 
(European Commission, 2015b: 72). For example in border security related sub-topics, the 
eligibility and admissibility conditions require projects to actively engage a minimum 
of three EU Member State or Associates Countries’ authorities (European Commission, 
2020b). The elementary reason to design and develop technology also applies to security 
research; technology can and should essentially improve the quality of life (Saariluoma, 
Cañas & Leikas, 2016). Involving users thus enhances the understanding of what technol-
ogy could actually offer for people in practice, and in what forms or under what terms it 
would be welcomed and adopted efficiently.

Data collection and analysis in brief

For the purpose of this paper, we reviewed all on-going and closed H2020 Border and 
External Security (BES)-projects under the action types of Research and Innovation Ac-
tion (RIA) and Innovation Action (IA). The collection of project data in the Community 
Research and Development Information Service (CORDIS) repository revealed that 25 
BES-projects are or have been financed since the start of the H2020 programme until 
October 2020. However, the final selection of projects reduced to six (6) as only these pro-
jects grant access to deliverables concerning user needs and requirements. During the 
research, it became clear that in most of the projects, user needs or requirements related 
deliverables have been assigned a dissemination level Confidential or EU RESTRICTED 
which limits project documentation availability. Figure 2 presents a list of the examined 
projects.
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Figure 2. List of analysed projects. The projects may be categorised at the general level in terms 
of context-relevant focus: border checks, border surveillance and examination of prospective 
migrants’ perceptions of Europe
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The projects identify and analyse user needs and user requirements. As the distinction 
between the terms is ill-defined, we apply user needs and user requirements inter-
changeably in this paper. Overall, most projects include a user needs analysis task in their 
work, and the projects seem to be structured according to standard systems develop-
ment processes (for example the V-model by Clark, 2009), in which user requirements 
are identified and specified at the beginning and validated towards the end of a project. 
Projects implement partially differing reporting methods for user requirements. Some 
projects produce several versions of user requirements documents, while others specify 
requirements in a single deliverable.

Following the desk study consisting of empirical data collection, we conducted a com-
parative analysis between the selected projects’ user requirements. Firstly, we examined 
and compared the applied methodologies for user needs elicitation with the aim of seek-
ing potential areas of similarity or difference between the projects. Secondly, we studied 
how the requirements were structured and categorised to identify reoccurring system 
quality attributes. Finally, we investigated how resilience-relevant user requirements are 
analysed and reported. As resilience has not been in focus in the H2020 border security 
research projects, it was not assumed that resilience would strongly surface from the 
projects’ research outputs and in their overall technology development. Thus, we inves-
tigated whether the requirements address relevant capabilities or features that enable 
systems to efficiently resist, recover and adapt to the effects of events which negatively 
influence a system’s critical functions for certain a time period or indefinitely.

User requirements approaches in projects and the identification of 
resilience requirements

The examined projects tend to emphasize a human-centred, user-centred, or user-driven 
approach towards requirements specification and system design. Key standards or estab-
lished business practices, such as the ISO 9241 series on ergonomics of human system in-
teraction (revising former ISO 13407 series) or the Business Analysis Body of Knowledge 
(‘the BABOK Guide’), constitute the methodological foundations of the selected design 
approaches. The projects implement the main principles of human-centred design (Inter-
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national Standardisation Organisation, 2019) for example by 1) gathering information and 
describing in detail future system users and the envisioned implementation environments; 
2) engaging users to different phases of system design and development; 3) emphasizing 
the role of users in the evaluation of project outputs; and 4) applying an iterative process to 
specify requirements. The projects employ various research methods to each principle for 
example with regards to how the user requirements are identified or prioritised. In itself, user 
requirements specification forms one important activity in human-centred design with the 
aim “to create an explicit statement of user requirements in relation to the intended context 
of use and the business objectives of the system” (International Standardisation Organisa-
tion, 2019: 13). Project documentation (i.e. analysed deliverables) can be understood as that 
explicit statement of user requirements specified for the objectives of a particular project. 
The finalised requirements demonstrate key discrepancies, despite the projects share the 
same methodologies for the overall design and development process. Particularly, the pro-
jects typify and cluster user requirements differently. Figure 3 summarises the main meth-
odologies and user requirements classifications in an example set of projects.

Figure 3. Implemented methodologies and requirement classification in four projects

Our analysis indicates that human-centred design poorly guides towards harmonised clas-
sification of user requirements after their identification and specification have been per-
formed. On the contrary, the classification appears project-dependent and originates 1) 
bottom-up from the requirements identification and analysis process, 2) top-down from 
the system and its envisioned functions or other important aspects being developed in 
the project, or 3) their mixture. Together with the main requirement classes, the projects 
typify user requirements into functional and non-functional requirements. Functional re-
quirements refer to “what the product has to do, the rules that it has to carry out or what 
processing actions it must take”, while non-functional requirements describe “the prop-
erties that the functions must have, such as performance and usability” (Atlantic Systems 
Guild Limited, 2016: 7). However, some projects perform this kind of classification at a next 
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stage of the requirements engineering process, in which user requirements are developed 
into system requirements (a requirement type that is distinctive from but related to a user 
requirement). Overall, the projects tend to lack consistency in the requirements classifica-
tion into functional and non-functional, if one reflects individual requirement specifications 
against definitions proposed by the requirements engineering literature.

Our analysis of the project outputs at the classification level shows that the concept of 
resilience manifests weakly in the user requirements data. Resilience does not form an 
explicit primary or secondary requirement class, or a visible system quality attribute as 
presented in the theoretical section of this article. Overall, the analysed materials lack 
a definition for resilience and cover the terms resilience, resilient, or resiliency in a limit-
ed way. Identifying distinctive resilience requirements from the set of user requirements 
thus becomes unfeasible.

Nevertheless, certain requirement classes may indicate a relation to resilience, such as 
availability or security. A requirement may establish that a 24/7 access to the system must 
be guaranteed (SMILE, 2019) or the data transmission and overall communication must 
be secured (SMILE, 2019; PERSONA, 2019). Also, certain requirements typified under so-
called general requirements can be relevant for developing system resilience. An indi-
vidual requirement may establish for example that the system “must work continuously 
without critical failures, regardless of weather conditions (clear, fog, rain, thunderstorms) 
or time of day (dawn, day, dusk, night)” (CAMELOT, 2018: 44) or it “shall guarantee high 
availability (e.g. MTBF 10.000 hours without major faults compromizing the continuation 
of the nominal mission) of data and services” (MARISA, 2019: 30).

Although traits of resilience can be detected in some user requirements, presenting these 
as distinctive resilience requirements involves a great deal of interpretation and requires 
further analysis of project objectives and other information. This may eventually erode the 
reliability of such analysis, as individual researchers may arrive at alternative interpretations. 
However, what this paper does suggest is that users indeed emphasize the importance of 
resilience-relevant system properties, as users conveyed such needs in the needs identifi-
cation process. Nevertheless, the current analysis cannot ascertain whether the users ex-
pressed these needs or requirements for the purpose of designing a resilient border security 
system from a physical, digital, or other perspective. Resilience requirements, if interpreted 
as such, appear mostly in a scattered form across the project materials.

Concluding remarks and future outlook

In the Justice and Home Affairs domain, policy demands and grass-roots level develop-
ment needs accentuate the growing importance of digital infrastructure resilience. As the 
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role of technology in LEA operations expands, and the implemented systems increase in 
complexity with direct human-in-the-loop possibilities subsiding, questions relating to 
the necessity of resilience and its design into critical systems become even more topical 
(see for example Uday & Marais, 2015). Still, to make resilience truly actionable, there is an 
apparent need for “a definition and an explanation of an observable, measurable system 
attribute” to avoid resilience remaining “a vague concept rather than a practical policy or 
management tool” (Fekete et al., 2014: 5). As the JHA community seems to lack a shared 
definition for digital resilience (eu-LISA, 2020), substantial work lies ahead to ensure an 
efficient exploitation of lessons learned and avoidance of prior pitfalls experienced in 
other domains. For border security risk analysis, shared models and frameworks have 
already been developed at the European level (Frontex, 2013), and research initiatives on 
risk-based approaches towards border management are progressing (for example the 
TRESSPASS project http://www.trespass-project.eu/).

In this paper, we examined how resilience is addressed in contemporary border manage-
ment – a distinctive activity in law enforcement. We focused our examination to border 
security research within the H2020 programme and narrowed our analysis to particular 
activities in system design and development processes within a selected set of projects. 
To bridge the gap between broad policy objectives of resilience and border security 
operations at the practitioner level, we scrutinized how resilience currently manifests in 
the needs and requirements established by prospective users of future innovative tech-
nologies. Identification and specification of user requirements comprise one means to 
understand what users expect and demand from new systems and tools.

The results of this study indicate that resilience is an underused design principle, a con-
cept (resilience-by-design) or an aspired system quality attribute in the current border 
security research. Relevant requirement classes and individual requirements may be 
identified in the set of requirements, however, the reliability of this interpretation can be 
challenged as no explicit references to resilience are made. Our analysis concludes that 
the projects’ main objectives are situated elsewhere than in resilience, and the primary 
resilience qualities as defined for example by Jackson & Ferris (2013) do not strongly 
drive the projects’ design and development process, at least in the initial phases. New 
solutions are developed to provide border management authorities with efficient tools 
against known and emerging risks and threats, such as terrorism, piracy, cybercrime, and 
diverse kinds of fraud. However, research initiatives promoting for example the devel-
opment of absorptive, adaptive or restorative system capacities (Vugrin, 2010) against a 
suite of different physical and digital risks, both natural and human-made, are still limit-
ed. This might also prompt for a more systems theory based approach, since resilience 
can be understood as an emergent system property which cannot be reduced to lower 
level system capabilities that individual components might provide (see for example 
Leveson, 2012).
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Although the current examination yielded compelling results, the limitations of our work 
need to be acknowledged as well. Due to restricted access to materials, we examined 
only a part of all H2020 research projects in the Border and External Security topic. As 
border management systems are highly security-critical infrastructures contributing to 
the national security of EU member states and EU’s internal security as a whole, threat, 
vulnerability and capability assessments or related scenarios remain mostly confidential 
(see for example European Commission, 2020c). Additionally, within the examined six 
research projects, we focused our inquiries only on a limited set of project outputs and 
documentation that relate to specific tasks and parts of the projects’ work. Somewhat 
heterogeneous methods and practices applied in the analysed projects challenged a 
meaningful cross-comparison of project outputs, as coinciding data were difficult to 
identify. As other safety and security specific H2020 topics (e.g. disaster management) 
concentrate more on resilience, a comparative analysis between border security research 
and the aforementioned fields could substantiate our findings and provide added value 
in developing suitable resilience approaches also for border security purposes. Moreover, 
it might provide better understanding how user involvement can be utilised in the engi-
neering of resilient systems. Without achieving “a universal understanding of resilience” 
(Francis & Bekera, 2014: 92) within the JHA community or border security for that matter, 
it can be difficult for users even to express needs and requirements for such a system, if 
the concept remains elusive in its meaning.
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