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Abstract

Introduction of new IT hardware and software tolls has a fearsome dynamic and directly is shaping the overall hu-
man interactions and patterns of economic and social development. All actors in the society, including decision
makers, scientists, academia and civil society, must be aware that when new technologies are developed, which
are capable of opening new dimensions of communication, transport or development, there must be compre-
hensive evaluation not only of the positive effects but also of the potential negative side effects of these new
kinds of products and services which very easily could be used by individuals or groups for jeopardizing citizens'
security and overall public safety. Furthermore, the implementation of new technologies by law enforcement
agencies raises the question of proper implementation of human rights standards and legal accountability. This
analysis is also giving a short overview of the law enforcement capabilities regarding new technological devel-
opments in three EU candidate countries: the Former Yugoslav Republic of Macedonia, Montenegro and Serbia.
These countries are into EU accession process and they need to harmonize their national legislations with EU
acquis and achieve full interoperability with the EU agencies. Recommendations for improvement of the capabil-
ities for adopting new technologies and innovation in the day-to-day operational functioning of the police forces
and law enforcement agencies in these three EU candidate countries are also proposed at the end of this analysis.

Keywords: innovations, technology, law enforcement, the Former Yugoslav Republic of Macedonia, Serbia, Mon-
tenegro

Introduction

The police as the only legitimate state actor which can
use force, conduct criminal investigation and at the
same time restrict and protect human rights and liber-
ties are facing tremendous challenges which are direct
or indirect products of ICT revolution and process of
digitalization.

1 Corresponding author’s e-mail: Kristina.doda@ihr.org.mk

Introduction of new ICT hardware and software is
shaping the overall human interactions and patterns
of economic and social development. Taking into con-
sideration the complexity and the dynamics of ICT and
digital innovations, law enforcement agencies (LEA)
including the police organizations are put in unfavour-
able position because potential and existing trends
that new technologies are bringing as own side effects
are numerous and are exceeding the police financial
and human resources for prevention and investigation.
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However, from another side ICT presents a main medi-
um for developing and introducing many innovations
and new methods in LEA and police work.

Although the development of ICT has positive in-
fluence on many social and economic activities still
there are many “grey zones” from legalistic, moral and
social aspects in domains such as use of autonomous
or semi-autonomous vehicles, use of various size of
flying drones, developing of overall digital economic
activities, new ways of production especially of the 3D
printing and manufacturing, privacy data protection in
internet domain and data mass storage practices. The
use of autonomous or semi-autonomous vehicles are
opening a lot of legal and practical police dilemmas
over numerous situations as a traffic safety, traffic ac-
cidents, possibility who can use them etc. The flying
drones are already one of the most challenging devic-
es that police officers are facing regarding jeopardizing
the security of some public buildings and security in-
teresting individuals.

The digital economy is becoming driver of economic
and social development of many countries including
the EU which placed digital economy as one of its stra-
tegic goals and even have developed own digital sin-
gle market strategy. Having in mind that through these
kinds of processes the economic and financial activi-
ties are becoming faster and more dynamic, police of-
ficers must develop new skills and toolkits for ensuring
implementing the law and providing security.

Furthermore, the stakeholders and especially LEA and
police management officials should not underestimate
and neglect the human rights-based approach which
should be seriously taken into consideration when
new technologies with potential for mass data storage,
easily exceeding citizens’ privacy and restricting many
fundamental human rights are adopted by LEA and
police organisations. Moreover, in the time of digital
societies and rapid development of ICT there is also
raising tendency of questioning the inviolability of the
right to privacy.

This analysis highlights the importance of adopting and
utilizing new technologies by LEA and police organ-
isations with a special focus on the current develop-
ments in this particular domain in three EU candidate
countries: the Former Yugoslav Republic of Macedonia,
Montenegro and Serbia. The analysis is an initial stage
for further research and is based on content and qual-
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itative analysis of the National strategies for develop-
ment of police forces in these three countries.

New technologies, what are the new
challenges?

Beside the positive sides and new possibilities that new
technologies are bringing, in the same time there are
numerous challenges and threats that are appearing
such as: digital frauds, different cyber-crimes, traffic
safety issues, various legal and practical difficulties
related to traffic accidents investigation and personal
accountability, guaranteeing the security of particu-
lar public spaces and individuals from abuse of flying
drones etc.

Ideally, LEA should strive for solutions before prob-
lems appear which means making assumptions and
propose sustainable solutions for effective prevention.
Developing a systematic infrastructure in policing for
maximizing technology’s potential will also require
both police and researchers to make a commitment
for a strong common research and development (R&D)
agenda. “Researchers can assist practitioners by col-
laborating on evaluation studies assessing theories
behind technology adoption. In addition, research
is needed to clarify what organizational strategies as
training, management and evaluation are most effec-
tive for achieving desired outcomes with technology
and avoiding potentially negative unintended conse-
quences” (Koper et al,, 2015).

Police can facilitate R&D policies by making greater ef-
forts for strategic and operational planning, sustainable
medium and long-term funding for R&D activities and
higher transparency and openness for cooperation
with academia and civil society organizations (CSOs).

A very important issue which should be taken into
consideration is the fact that any new developed tech-
nological toolkit or method before its adoption and
implementation as a standardized police measure or
authorization should be carefully tested and analyzed
with regard to its impact on human rights limitations
and police accountability. Advances in technology do
not always produce obvious or straightforward im-
provements in communication, cooperation, produc-
tivity, job satisfaction, or officers’ effectiveness in re-
ducing crime and serving citizens (Koper, Lum & Willis,
2014: 214).
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Only inclusive and sustainable policies and strategies
based on previous research on their effects upon so-
ciety and law could lead towards higher levels of resil-
ience to various forms of insecurity that ICT is bringing
with its rapid development.

New technologies and the human rights
perspective

Mostly when we think about technology we mainly
focus on how technologies operate and not how and
what is the impact of the technology on other police
outputs such as police behaviour, effectiveness or rela-
tionships with citizens. Therefore, in order to increase
the benefits of technology the new technologies in
police need to be used with respect to the principles
of accountability, transparency and data protection
and privacy.

From a human rights perspective technology led po-
licing (De Pauw et al., 2011), raises questions in relation
to police accountability. As part of the development of
the surveillance society (De Pauw et al, 2011) new po-
lice technologies including biometric databases, data
collection and analysis, facilitate and hinder compli-
ance with human rights. Although they are potentially
useful ICT tools for law enforcement, the need for prop-
er checks and balances is more than necessary when
we speak about usage of new technologies by LEAs.
This is especially important when LEAs are utilizing ICT
tools whose capabilities enable collecting and storage
of huge quantum of citizens' personal data, or easy
access of surveillance over various forms of communi-
cation which requires setting a strict rules, procedures
and ethical principles for protection and guaranteeing
the right of privacy as a fundamental human right.

To gain the full potential benefits of technological in-
novations, police must also arguably address tradition-
al and long-standing philosophical and cultural norms
about the role of law enforcement. Training about pro-
active and evidence-based strategies—and how tech-
nology can be used in support of those strategies—is
needed (Koper, et al,, 2015:5).

Innovation and technologies in the EU
candidate countries the Former Yugoslav
Republic of Macedonia, Montenegro and
Serbia

Regarding the innovation and new technologies in the
area of law enforcement and more precisely in the po-
lice work we analysed the current strategic documents
and approaches that are developed and present as
guidelines for the political and professional police
leadership in the Former Yugoslav Republic of Mac-
edonia, Montenegro and Serbia. The purpose of this
analysis is to emphasise how and to what extent the
Former Yugoslav Republic of Macedonia, Montenegro
and Serbia are prepared for the new security threats
and challenges which are becoming more cyber space
oriented and digitalized. Through the EU integration
process these countries are committed to align their
national legislation, strategic documents and goals
with the EU values and acquis, including as well as the
key EU strategic policy document and interests from
the area of justice, security and freedom and area of
common defence and security policy. Therefore, one
of the most important benchmarks of the EU integra-
tion processes of the three countries is the EU based
strategic planning and legislative alignment.

In situation when EU is facing more and more with
technological driven security threats and criminal ac-
tivities, there is a necessity for adopting new technolo-
gy methods and instruments for prevention, detection
and investigation of these phenomena as well as high-
er level of interoperability among law enforcement
agencies of EU member and candidate states and EU
institutions and agencies. The following chapters are
focusing on national strategic goals and institutional
capacities that the Former Yugoslav Republic of Mac-
edonia, Montenegrin and Serbian law enforcement
agencies are having, or more specifically the police
forces, related to the adopting and developing new
technology and technologies in conducting of its leg-
islative duties and responsibilities. The analysis is done
through analysing primarily the National strategies for
development of police forces as a key strategic doc-
ument that emphasises the main priorities and goals
regarding the research and development capabilities
of the police organisations in these three countries.

Also the paper gives a short overview whether the
national police practices of utilizing new technologies
are followed by proper privacy data protection stand-
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ards which are in line with EU acquis as an important
precondition for safeguard of the fundamental human
rights.

The Former Yugoslav Republic of Macedonia

law enforcement capabilities regarding new
technologies

The most important document which sets the stra-
tegic goals for enhancing the operational capabilities
and organizational potentials of the Former Yugoslav
Republic of Macedonia law enforcement agencies is
the "Police Development Strategy 2016 - 2020". In ac-
cordance with the strategic objectives, this Strategy
foresees that the development of the Former Yugoslav
Republic of Macedonia police is based on “...4 (four)
main pillars: resource management, police work with
the community, successful dealing with crime, and
learning and development.” (Ministry of Interior [Mol]
of R. Macedonia; 2016:7)

In certain parts of the Police Development Strategy
directly are noted the existing organizational and op-
erational capabilities of the Former Yugoslav Repub-
lic of Macedonia police in the domain of utilizing ICT
technologies in carrying out day-to-day police activi-
ties and tasks as well as the necessity for implementing
new technologies in improving the police capacities
for guarantee of the safety and prevention efficiency
of different forms of criminality.

For the past three decades, the Former Yugoslav Re-
public of Macedonia police and other law enforcement
agencies have been constantly reforming and improv-
ing with different dynamics in accordance with the ba-
sic democratic principles stipulated in the Constitution
and in accordance with the good practices of numer-
ous European LEA. Also it should be noted that such
reform processes and changes in a significant degree
were supported and financed by certain international
actors such as the Organization for Security and Coop-
eration in Europe (OSCE), the Council of Europe (CoE)
and, in particular, the European Union (EU) through the
pre-accession funds. More dynamical reforms related
to the organizational setup and functioning of the
Ministry of Interior (Mol) and the Former Yugoslav Re-
public of Macedonia police were conducted after 2001
and especially after obtaining the candidate status for
an EU membership at the end of 2005. However, very
often the positive effects of the implemented reforms
were not very visible or the reforms were not always
implemented in the right manner.
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According to the data presented in the Strategy for
the period 2016-2020, the Former Yugoslav Republic of
Macedonia police is facing with low level of application
of advanced ICT software and hardware tools which
actually reflects upon its operational efficiency. Also,
there are no sustainable and systematic programs and
funds for developing innovative tools and solutions
that in the medium and long-term run would enable
police forces to obtain capabilities for proper respond
to the dynamic technological needs of the society
as well as to the risks that digitization brings with it-
self. Namely, the Strategy suggests that “the majority
of the police workflows are not covered by ICT sup-
port tools, which substantially causes higher costs for
material and human resources” (Mol of R.Macedonia,
2016:21) Additionally, part of the ICT applications that
are currently used by the police “were developed with
own resources, but they are not based on the same
entity structure, which is a problem for integrating the
overall police database” (Mol of R.Macedonia; 2016:22).
The documentation and the exchange of documents
within the police still is carried out in paper form which
has a significant negative impact on the effectiveness
of the police work (Mol of R.Macedonia; 2016:22)There
is no electronic centralized archive for storing all doc-
uments, thus preventing the possibility of effective
monitoring, which is well known that is necessary in
each segment of the police structure and work (Mol of
R.Macedonia; 2016:21).

Another disadvantage that prevents the Former Yugo-
slav Republic of Macedonia police from having a more
systematic approach for improving its operational
functioning and establishing a sustainable system for
development and application of new technologies is
not existence of database and a checking mechanism
for registering all police trainings, both nationally and
internationally organized. Furthermore, related to the
international cooperation, there is no common central-
ized record of projects that will enable management,
monitoring, implementation, monitoring and supervi-
sion of these projects.

From an organizational and structural point of view,
the police unit that has the authority and capacities to
deal with the cutting edge forms of criminality close-
ly related to ICT is the Department of Cybercrime and
Digital Forensics of the Mol, which has the task of con-
ducting investigations for the detection of serious and
complex cases of cybercrime, such as malware analysis,
internet fraud, social engineering, network attack, crit-

/)CEF'OL



New technologies - need for new law enforcement capabilities: Situational analysis in the Former Yugoslav Republic of Macedonia, Montenegro and Serbia

ical infrastructure attacks, child abuse via the Internet,
"Darknet”, etc. This department is a centralized police
unit and it has own regional subunits. However these
subunits are not operational due to lack of human
and financial resources (Mol of R.Macedonia; 2016:11).
Therefore we can conclude that the Former Yugoslav
Republic of Macedonia police is facing great challeng-
es with regard to the implementation of innovative
and advanced ICT software and hardware tools that
inevitably imposes the need for drastic changes of
the strategic approaches and operational concepts. It
is also evident that certain basic preconditions firstly
need to be established in order the officers from the
Former Yugoslav Republic of Macedonia police to be
able torespond to the challenges that the digital socie-
ty imposes. One of these preconditions is certainly the
ongoing process of development of a National Cyber
Strategy which currently is in the process of drafting by
various national stakeholders.

When it comes to the legal safeguards of fundamen-
tal human rights in situations when police officers are
utilizing new high-tech ICT in conducting their duties
and authorizations, unfortunately the Former Yugoslav
Republic of Macedonia citizens have faced with serious
challenges as a result of high volume of police miscon-
ducts. Just recently the Former Yugoslav Republic of
Macedonia has experienced a mass wiretapping scan-
dal because some police officers without court warrant
or any other legally allowed security reasons made an
illegal recordings of more than 20 000 citizens includ-
ing politicians, businessmen, journalists and ordinary
people. The recordings were acknowledged to have
been made by the Administration for Security and
Counterintelligence which is a structural part of the
Mol. The content of many of the recordings provided
numerous indications of unlawful activities and abuses
of power which leaded to serious breaches of human
rights and freedoms using advance ICT software and
hardware technology illegally. These kind of unlawful
practices have undermined the trust of the citizens in
the organizational values and principles of the police.

The protection of privacy, the protection of personal
data, and the protection of human rights related to
freedom and dignity that were violated by this illegal
recording of communication, are protected by the
Constitution of the Republic of Macedonia and by
number of laws, including the Law on Personal Data
Protection, Law on Internal Affairs, Law on Police, while

the Criminal Code sanctions unauthorized wiretap-
ping. However, the European Commission Progress
Report on the former Yugoslav Republic of Macedo-
nia indicated that it is necessary to further adjust the
sector-specific laws in order to fully comply with the
European regulations on personal data protection (Eu-
ropean Commission, 2018).

Montenegrin law enforcement capabilities
regarding new technologies

The reforms in the police in Montenegro were im-
plemented together with the overall post-conflict
reconstruction process in Montenegrin society espe-
cially after the ending of Yugoslav secession wars. The
pressure for democratic policing and police account-
ability of the Montenegrin police was dual. Firstly, the
pressure was coming from Montenegrin citizens and
secondly was imposed by the ongoing process of Eu-
ropean Union accession process.

Montenegrin police and other law enforcement agen-
cies as many other European LEA is feeling the pressure
that process of digitalization and rapid breakthrough
in the ICT is affecting its operational functioning and
their capabilities for preventing and countering new
forms of crime committed by various ICT tools.

According to the Montenegrin “Development strategy
for police for the period 2016-2020" the speed of chang-
es in the field of information and telecommunications
technologies, imposed inevitable need for constant
improvement of technologies and procedures, used
by police officers (Mol of Montenegro, 2015:19). Fur-
thermore, into the Strategy is noted that the “adoption
of new technologies, new knowledge and skills should
enable police conducts, police methods of work and
achieved results to be constantly monitored, improved
and evaluated in order to be achieved maximum ef-
ficiency and transparency of the police work process,
and the needs of the citizens and the society as a whole
to be fully meet” (Mol of Montenegro, 2015:34). As one
of the priorities in the efforts for implementing specific
innovations in the functioning of the Montenegrin po-
lice is “introduction of the electronic management of
cases (Case Management), processing and intelligence
analysis of the data (Entity management), introduction
of system for electronic statistics and reporting in the
police as well as development of a unique geograph-
ic information system for the needs of all segments of
the police” (Mol of Montenegro, 2015:34).
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This strategy also points out that as a result of an in-
creased number of Internet users, new electronic ser-
vices and in particular electronic payments via the In-
ternet in Montenegro there is a rapid increase in the
abuse of various forms of information technologies
with intention of committing various types of crimi-
nal offenses which on the end represent a special risk
factor for the citizens and state security. Therefore, the
strategy listed High-tech crime among the most seri-
ous security threats that Montenegrin police is facing
currently or will face in the near future (Mol of Monte-
negro, 2015:19).

One of the steps for improving the operational capac-
ities for preventing and countering high-tech crime is
upgrading the ICT system of the financial intelligence
unit of the Montenegrin police. However, shortcomings
in the domain of the ICT and innovation implementing
capabilities of the Montenegrin police include the lack
of a secured data exchange link between prosecution
office and law enforcement agencies as well as the
need for increasing the administrative and ICT capa-
bilities of the officers (Mol of Montenegro, 2015:35:40).
Also, within the Ministry of Interior there is no special
organizational unit that would deal exclusively with the
planning and organization of training for the needs of
police officers and there is no strategic multi-annual
training planning (e.g. a five-year training plan).

Additionally, the Development strategy of the Mon-
tenegrin police regarding the innovations and new
technologies is emphasising that there is a need for
strengthening of the educational and training pro-
grams at the Police Academy and establishing a more
proactive role of the Ministry of Interior - Police Direc-
torate in creating study/ training curricula that meet
the needs of modern policing (Mol of Montenegro,
2015:40-41). Also, the study curricula need to be revised
and aligned with modern standards of police educa-
tion, human rights protection and technological inno-
vations.

In 2017 Montenegro has adopted amendments relat-
ed to video surveillance of the Law on Data Protec-
tion. However, according to the most recent European
Commission report the implementation of the data
protection legal framework remains weak. Work has
not yet started on aligning the broader legal frame-
work with the new EU data protection acquis in the
field (European Commission, 2018). Furthermore, as the
only one among the analyzed countries, Montenegro
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has developed and adopted a special Cyber Security
Strategy for the period 2013 — 2017. This actually shows
the existence of awareness among the Montenegrin
security stakeholders for the security threats that ICT
and their everyday usage in all domains of the society
could cause to the citizens’ and the state security.

Serbian law enforcement capabilities regarding
new technologies

Establishing a democratic and accountable police in
Serbia was and still is a challenging step for the Serbian
society. For a long period “the Ministry of Interior of the
Republic of Serbia was an alienated force, deeply crim-
inalized, politicized, centralized and with the absence
of external democratic control, as well as a lack of ef-
ficient internal control. Since the democratic changes
in 2000, the situation has slowly changed” (Paunovic,
2005:80). Numerous legislative and organizational re-
forms were undertaken for restructuring Serbian police
forces in the notion of democratic and citizen oriented
state organization. Furthermore as a result of the rais-
ing tendencies of more sophisticated forms of crime
there is an evident pressure for reshaping of opera-
tional functioning of the Serbian police and other law
enforcement agencies in accordance to the new social
and technological realities.

In the case of Serbia for the purposes of this analysis
firstly the "Development Strategy of the Ministry of In-
terior 2011 - 2016" was considered because in the time
of writing this paper the new Strategy for the period
2018-2023 is under development at Serbian Ministry of
Interior. This strategy still has the status of a draft ver-
sion and process of public debates with academia and
experts are ongoing. As a result of these developments
the focus was mainly on the Development Strategy for
the period 2011 — 2016 with taking in consideration
eventual differences stated in the draft version of the
new Development Strategy for the period 2018 — 2023.

A strategic approach to the development of the Min-
istry has been recognized as one of the key priorities
in the scope of an overall reform of the public admin-
istration. In addition to this strategy, as other strategic
and legal documents which are specifically related to
the development of the Serbian police capacities for
utilizing new technological and other innovations in
day-to-day functioning are also: the"Strategic doc-
ument - introducing e-learning as a support for the
development of the training system in the Ministry of
Interior” and the “Development Strategy for Informa-
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tion - Telecommunications Technologies of the Mol for
the period 2016 — 2020".

According to the Development Strategy 2011-2016 as
work areas that have strategic importance for the fu-
ture development of the Serbian police are:

— Organization and management,

— Safety of the individual, the community and the
state,

— Partnerships at national, regional and international
level,

— Internal and external oversight systems and opera-
tional transparency (Mol of the Republic of Serbia,
2010:14).

In the “Organisation and management” section there
is a sub-section “D) Developed Information and Com-
munication Technologies (ICTs)" in which the necessi-
ty for development of the ICT capabilities of the Mol
and police is acknowledged. Also, in the Development
Strategy 2011-2016 several challenges which Serbian
police are currently facing are detected. For example, it
is noted that there is no secure platform for electronic
data exchange or communication between law en-
forcement agencies (the prosecution service, the po-
lice, tax and other authorities (Mol of the Republic of
Serbia, 2010:7:11).

In the Draft version of the new Development Strategy
for the period 2018 — 2023 is stated that “Key challenges
for Mol have been identified in the area of: Information
and communication technologies; Cooperation at the
national, regional and international level, Human re-
sources; The availability of international development
funds” (Mol of the Repubilic of Serbia, 2017:14).

Furthermore in the Development Strategy 2011-2016 is
stated that “...substantial investments in Information
and Communication Technologies (ICTs), material and
human resources are needed” (Mol of the Republic of
Serbia, 2010:9). Also, the Strategy unambiguously is ac-
knowledging that “the use of ICTs is the prerequisite
for:

— for having a functional organization based on the
contemporary principles of a service-oriented insti-
tution, where the tasks are standardized and auto-
mated to the highest degree;

— for enabling the constant monitoring, improve-
ment and appraisement of the organization, the
work methods and the performance;

— Long-term planning regarding supplying of all lev-
els of the organization with the proper knowledge,
experience and equipment, while at the same time
allowing their constant upgrading.”(Mol of the Re-
public of Serbia, 2010:17).

The necessity for improvement of the ICT capabilities
of Mol and police are also emphasized again in the
Draft version of the new Development Strategy 2018 —
2023.

The Development Strategy 2011-2016 also refers to the
need for improving the computer and communication
infrastructure by replacing analog communication
with new installations in order to: enable faster data
flow to police departments and Ministry facilities both
through the Intranet and Internet communication in-
frastructure; Further improve and introduce new tech-
nological concepts and information systems for pro-
viding support to the Ministry’s work activities.

Similar objectives are stated in the Draft version of the
new Development Strategy 2018 — 2023.

From the human resources point of view, there is a ne-
cessity to be improved the training and professional
development system especially in the domain of pro-
viding specialized training, management training and
continuous professional development. It is also neces-
sary to develop new strategic and action plans as well
as research and development projects.

Regarding the threats that ICT brings with their dy-
namic development, should be highlighted the fact
that Serbia does not have a long-term strategy on how
to address cybercrime.

Additionally the European Commission progress re-
port for Serbia highlights “.. a new law on personal data
protection in line with EU standards needs to be ur-
gently adopted. Processing and protection of sensitive
personal data, biometrics and video surveillance, secu-
rity of data on the Internet and direct marketing remain
inadequately regulated, leaving a significant scope for
abuse” (European Commission, 2016:61).

Regulation of the use of sensitive health data by public
and private actors became an issue in Serbia following
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media coverage of a request made by a local police
authority to a local hospital. The reason given by the
local police authority was to “update relevant dossiers”.
(Journalism Development Network, 2015) The Serbian
Data Protection Agency initiated the supervisory con-
trol over the implementation of the Law on protection
of personal data (Official Gazette of the Republic of Ser-
bia, nos. 97/2008, 104/2009, 68/2012, 107/2012) by the
Ministry of internal affairs.

The Serbian government started working on a new law
on personal data protection to harmonise the legisla-
tion with the new EU acquis entering into effect on 25
May 2018. The LEA have access to the personal data
of the customers of Internet Service Providers and tel-
ecommunication companies in Serbia who according
to relevant laws need to have a court decision to gain
access to these data of online users. However there are
no transparent information of how many requests for
private information have been requested by LEA in
Serbia.

From the above-mentioned, we can conclude that is
necessary the Serbian police to undertake fundamen-
tal changes regarding the approach of adoption and
utilizing new ICTs and innovations in its day-to-day op-
erational functioning in order to deal more efficiently
with the new forms of crime, to improve data protec-
tion and to ensure citizens’ right to privacy as well as
to improve interoperability with the other regional and
European LEAs.

Conclusion

After the analysis conducted on the situation in the
Former Yugoslav Republic of Macedonia, Montene-
gro and Serbia we can conclude that more compre-
hensive and sustainable efforts and solutions should
be considered in order to utilize ICTs for improvement
of LEA and police capabilities and performances. In all
three countries is evident that police organisations are
facing with significant challenges related to adoption
and development of innovative and technological ad-
vanced methods and tools. Furthermore can be notice
that even some basic preconditions are non-existent
(organisational and personal) for utilizing basic ICT in-
frastructures for enhancement of the operational func-
tioning and mutual communication between LEAs
and other local, national and international institutions.
Taking into consideration the accessibility of advanced
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ICTs to the crime networks and their trans-nationality
these shortcomings need to be addressed systemat-
ically by LEA management and other relevant stake-
holders. It is also evident that there is a necessity for
more inclusive processes of cooperation with academ-
ia, ICT industry, civil society and citizens in the process
of development innovative and technologically ad-
vanced solutions which can significantly help for day-
to-day operational functioning of LEAs.

The privacy protection aspect during utilization of
the advance ICT tools by LEAs in the observed coun-
tries is often weak due to the poor implementation of
legislation and weak regulatory control practices. So-
cio-economic transformation and usage of ICT have
radically changed the way of life in these countries
as well. Therefore the LEAs and especially the police
need to pay special attention both in building its own
capacities for preventing the new sophisticated types
of crime and also in providing accountable procedures
and mechanisms to guarantee the fundamental rights
when police officers used new ICT technological tools
in providing public safety and crime prevention activ-
ities.

Recommendations

— Establishing productive cooperation and part-
nerships of the LEA and police organisations with
private sector, academia and civil society organ-
isations in order to be established more efficient
process of following of the technological processes
and minimizing the technological gap in the police
workflow;

— Increasing the awareness of stakeholders, LEA man-
agement structures and police leadership for es-
tablishing special and sufficient funds for research
and development in the law enforcement area and
establishing a practice of conducting regular analy-
sis of the current threats coming from abuses of the
new technologies by criminals;

— Adopting and utilizing new ICT hardware and
software for improving the analytical capacities of
LEA and police, for reducing their response time in
criminal investigation and crises management as
well as for establishing secure channels of commu-
nication and data exchange at national, regional
and European level;

— Conducting periodic awareness raising activities
among the LEA and police officers on all organisa-
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tional levels, nationally and at EU level about the
new technologies possibilities and potential treats;
— Developing educational and training programs for
LEA and police officers which will correspond to
the new digital realities and citizens’ needs and will
be focused both on the positive and negative sides
of the new technologies over the safeguard of the
fundamental human rights and over the outcomes
of the police work activities and duties;

— Encouraging practices which allows bottom - top
approach in developing new initiatives and inno-
vation which actually means that any police officer
beside his/her rank and position could propose
and initiated development and adoption of new
technologies and skills which will make police work
more efficient and effective;

References

— Establishing formal and informal channels for initi-

atives, projects and recommendations by the state,
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