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Abstract

Today, uncertainty is what is most certain in our daily living. In the domain of security and protection, uncertainty 

becomes a critical condition for the decision-making process. Crowd’s protection is a complex and arduous prob-

lem in what concerns to guarantee security and safety during mass gatherings. In Europe, after several terrorist at-

tacks targeting crowded places, the first responders had to cooperate to mitigate the terrible effects of a terrorist 

attack, violence or an accident. The promotion of a better cooperation amongst first responders should be based 

on a multilevel interoperability model to solve potential and real coordination problems during rescue operations. 

It is clear that an interoperable system will respond in a better and integrated way to save lives. Preparedness is 

the key element. We all know that there are some traditional barriers for the interoperability implementation, such 

as technological, cultural, organisational and individual. The presentation of a general reflexion about the critical 

aspects of interoperability governance (plan, decision-making and training) tackles key issues such as innovation, 

harmonisation of safety and security culture, articulation of top-down and bottom-up approaches, operational 

procedures, technological support and general training. The discussion of a diagnosis model to assess the Euro-

pean interoperability continuum will give some food for thoughts to draft a roadmap to enhance the potential of 

each organisation and the overall interoperability system.
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Introduction

´The two biggest challenges for police are interopera-

bility and security between the information systemś  

(Scarborough & Rogers, 2007: 666). In the domain of 

security and protection, uncertainty becomes a  criti-

cal condition for the decision-making process. Crowd’s 

protection is a complex and arduous problem in what 

1 Corresponding author’s email: sfelgueiras@psp.pt

concerns to guaranty security and safety during mass 

gatherings. In Europe, after the several terrorist attacks 

targeting crowded places, the first responders had to 

cooperate to mitigate the terrible effects of a terrorist 

attack, violence or an accident. But due to their diver-

sity and the diverse multicultural approaches between 

European countries, and within the organisations, the 

response to critical incidents differs among them.
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Building trust between the different organisations 

involved in the first response activities is essential. 

Though, it may take too long to achieve regardless the 

urgency of the interventions, namely considering the 

jurisdictional disputes and the closeness of the organ-

isations, their competitiveness, and the contemporary 

security demands. Sharing, integrating and managing 

of the information coming from the different stakehold-

ers seems to be an impossible mission to accomplish.

This paper aims to contribute to the comprehension of 

the interoperability process, which considers different 

factors, dimensions, events and values of stakehold-

ers, and helps to better understand how they can or 

interact in order to accomplish the interoperability po-

tential. We propose to design a model for data collec-

tion and analysis that will allow the characterisation of 

the standard procedures as well as the malfunctions 

in each of the organisations studied. A survey will be 

conducted using this model and as a result it will help 

us to build a dynamic map where links and disruptions 

amongst them can be identified, thus enlightening us 

about current best practices and points of attention.

The usual focus for interoperability is information shar-

ing (Allen, Karanasios & Norman, 2014; Chen et al., 2008; 

Desourdis, 2009; Miller et al., 2005; Thatcher, Vascon-

celos & Ellis, 2015). However, working collaboratively 

implies achieving coordination between multi-team 

agencies at various levels. Therefore, the concept ex-

ceeds and goes beyond the strict sense of interopera-

bility as information flows. For instance, the technolog-

ical dimension is frequently approached on the basis of 

communications’ equipment (Miller et al., 2005). Nev-

ertheless, governance, usage, training and operations 

(Department of Homeland Security [DHS], 2005) are 

also elements for and of intervention with high levels 

of complexity that needs to be acknowledged.

In the context of multi-agency cooperation, interop-

erability is ´the capability of organisations or discrete 

parts of the same organisation to exchange operation-

al information and to use it to inform their decision 

making´ (ACPO NPIA, 2009: 14).

The promotion of a better cooperation amongst first 

responders should be based on a multilevel interoper-

ability model to solve potential and real coordination 

problems during rescue operations. It is clear that an 

interoperable system will respond in a better and inte-

grated way to save lives.

Preparedness is the primary element. In fact, assuring 

readiness must rely not only on an adaptive response 

(Jenkins, 2006), but on a  projected roadmap for first 

responders to deal with soft or hard incidents, in tradi-

tional or emergency missions, despite their unpredict-

ability due to their dynamic nature.

This implies that police managers have to consider 

money expenditure, logistics, and opportunity-cost 

evaluation. In the end, the outputs of the organisa-

tions have to be questioned, and the whole missions 

will have to be reconfigured. A  dilemma emerges: 

being focused on emergencies, routine activities are 

left aside... Regarding economic management, money 

expenditure in units that have to be stationed most 

of the time in a standby position is immediately ques-

tioned and put under criticism. Furthermore, it can be 

asked if this dilemma is pondered the same way by dif-

ferent organisations and in different countries, mainly 

if we bear in mind that the political climate may have 

a clear influence on these matters.

On the other hand, having a  taxonomy and unifying 

procedures between first responders would ensure 

and improve the compatibility of approaches and in-

terventions in critical incidents. As stated by Timmons 

(2007: p.3) ‘it is imperative to devote resources to devel-

oping and implementing new procedures for respond-

ers during emergencies’.

And so, code sharing is essential for people to talk 

and understand each other. The human factor must 

be properly recognised, so the learning and training 

process is fundamental to raise awareness and thus im-

prove the communication skills of everyone involved. 

This seems to be another item for proper considera-

tion  – the integration of these specific issues in the 

academies’ curricula.

In this sense, not only the communication improves 

but also the decision-making process.

´More than a simple patch between two adjoining 

radio networks or a few officers talking on interop-

erability channels at a crisis, shared digital networks 

give all officers the ability to communicate with 

the right people to acquire the right information 

to accomplish their mission and solve problems 

whenever and wherever they need it.́  (Cowper, 

2007: 1249-1250).
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Some well-known traditional barriers for the interoper-

ability implementation are technological, cultural, or-

ganisational and individual. Different organisations in 

the same country and in various countries as well, may 

be in different stages of development, acting based on 

different concepts of governance which are also differ-

ently operationalised.

Also, the constant technological development is an-

other factor that separates countries, placing them 

apart from each other and thus compromising coop-

eration. The financial limitations police organisations 

are facing puts them in different levels of maturity in 

technological intervention. Therefore, they usually 

have a diverse perception of the same incident, and so 

engage in different activities to respond according to 

the organisational diversity.

In fact, some of the characteristics of the modern po-

licing information technology systems, mentioned by 

Manning (2005: 230-231), such as the existence of ´non-

linked databases that are locally sourced, numerous 

software systems, the secrecy and nonlinked access 

points (multiple and incompatible channels of com-

munication between the public and the police with-

in the police department), the inconsistent user and 

backside technology interfaces, the tendency to use 

mapping information for short-term tactical interven-

tions absent “problem solving”’, must be overcome by 

coordinating with interoperability.

This fragmented approach may actually put people ś 

lives at risk. It seems imperative the first responders 

design a common language and method to boost the 

whole interventions. One of the best-known laws of 

Gestalt tells us that “the whole is other than the sum 

of the parts”, so it seems mandatory to find a minimum 

common denominator. To accomplish this goal, differ-

ent parties have to trust each other, understand the 

added value of interoperability, in order to pool and 

share resources, information, etc.

Building trust between stakeholders involves aggre-

gating diverse information, models of intervention, 

eliminate isolated systems to manage and process 

information. The integrative and sharing mode would 

enable evocative information usage and boost oper-

ation, decision-making and security of crowds. The 

major problem here seems to be the time and length 

of the trust-building process because of the usual 

secrecy of police organisations culture. Thus, inter-

operability is the solution to facilitate data process-

ing, management and decision-making.  

A major question has to be answered: How to diag-

nose a model to assess the European interoperability 

continuum?

Method

General remarks
Building up a  questionnaire demands to adequately 

address the issues that we want to learn about. First, 

we have to find out the proper dimensions to be ad-

dressed. Second, some linguistic precautions have to 

be taken, namely regarding the idiomatic expressions 

and some specific discourse technicalities, to maximise 

clarity. This issue directly links with the different profes-

sional specialities and organisations that will be under 

analysis. Also, the way the questionnaire has to be de-

livered must be taken into account  – in this case, by 

mail.

Participants
The main idea is to apply this instrument in several Eu-

ropean cities, in a  multilevel approach (inter- and in-

tra-organisation).

Procedure
The core dimensions were highlighted during the lit-

erature review and some (more or less) informal talks 

with operatives and experts in the knowledge domain. 

Also, they were based on the JESIP Multi Agency De-

Brief Template2 and the Homeland Security Interopera-

bility Continuum (U. S. Department of Homeland Secu-

rity, 2015). As far as the U.S. Department of Homeland 

Security (2015: 1) aims ‘to assist emergency response 

agencies and policy makers to plan and implement in-

teroperability solutions for data and voice communica-

tions’, the JESIP template was designed to have a com-

mon approach for the post event assessment. Some 

examples of the dimensions are: context/framework, 

standard operational procedures, communication, and 

technology, amongst others.

2 www.jesip.org.uk/upload/media/pdf/JESIP_Interoperability_

De_brief_.4.pdf
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Results

Based on the specific goals established, some 

close-ended and open-ended questions were de-

signed to collect different kinds of data. According to 

these different types of questions, statistical tests will 

be made. The questions will be ordered so that they 

follow each other logically and the diverse topics were 

organised clearly in between them. Demographic data 

is to appear at the beginning of the questionnaire, as 

usual. The questionnaire will be tested in different pro-

fessional groups to ask for some feedback. The need 

for rewording or rephrasing, the order of the questions 

along the questionnaire, and/or the necessity of de-

leting or presenting new items, will be cleared in this 

phase.

The meaning of interoperability in first responders is 

both intrinsically complex and dynamic and tends to 

fluctuate with context, type of event and time of oc-

currence. We intend to gather information about net-

working, processes involved, and technologies applied 

to improve interoperability, reliability and security.

We intend that interoperability involves a chain of pro-

cesses (see Figure 1) starting from the event character-

isation which according with its nature, context, etc. 

may or may not demand an interoperable approach. 

So, the first decision to make is to classify the event 

and, consequently, involve the necessary types of first 

responders. The proper identification of the concrete 

problem (or problems) at stake imply the existence of 

a shared situational awareness, and must consider the 

context features and the diverse institutional frame-

works. This will permit to answer the main question in 

the first moment: What is happening? This is the phase 

in which the diagnosis is performed. At this stage, the 

conditions for the emergence of a  common vision 

about the event should be met.

For this to happen, communication is crucial. It will al-

low to establish the necessary common-code to pro-

mote the effectiveness of the whole response. A com-

mon-code as well as a  shared understanding of the 

standard operational procedures, supported by the 

technologies, may answer the second major question: 

How to deal and solve the problem? In this moment, it 

is possible to envisage a  joint decision-making mod-

el and define the action course to manage the risks 

and implement the agreed scripts where each partner 

knows his role within the event operational coordina-

tion.

The after-event phase should let everybody go back to 

business. By then, it is possible to evaluate the whole 

operation, mainly in what concerns governance, data 

and information sharing, use of technology and the 

effectiveness of communication. In a word: Interoper-

ability.

Figure 1 – Conceptual model of intervention
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Therefore, the results of the survey to be conducted, 

that is the first stage of the process, will allow for a close 

picture of the interoperability situation in several Euro-

pean cities, according with the conceptual model of 

intervention. Actually, systemising the issues related 

to interoperability, acknowledges services, information 

and processes features, being the core and leverage for 

building a  model that can be used to good govern-

ance in action. Considering the questionnaire also as 

a methodological tool for collecting data concerning 

the entire intervention, it is an action-research tool, 

and its results provide elements to conduct on-the-job 

training for all first responders’ organisations.

Discussion

As stated by Allen et al. (2014), interoperability should 

be managed in organisational and informational as-

pects, developing systems that work in either routine 

or anomalous situations, within a common framework 

and taxonomy concerning procedures, working prac-

tices and harmonisation of first responders.

Building a  cohesive interoperability platform would 

ensure that end-users can combine strategies and in-

teract in order to serve a common purpose, regardless 

the differences between the services.

As so,

 — the harmonisation of the different organisations re-

garding its subcultures, and in terms of the safety 

and security culture,

 — the articulation of top-down and bottom-up ap-

proaches, operational procedures, technological 

support and general training,

will demand for a new and innovative decision-making 

model, that will withstand the reflexion about the crit-

ical aspects of interoperability governance and com-

pose solutions highly optimised towards the needs of 

the first responders.

House, Power and Alison (2014) also argue that in the 

actual conceptualisation decision-making is at risk, 

considering that a non-hierarchical and decentralised 

network would benefit interoperability.

The diagnosis model as a  roadmap for first respond-

ers can be considered a win-win situation. Its benefits 

for the intervention in different kinds of events seems 

obvious. It would increase the trust between partners, 

enhance collaborative processes, improve the homo-

geneity of process and information systems, and de-

crease disruption in data integrity that affects the col-

laborative processes, thus decreasing the responsibility 

and accountability gap.
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